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SDN Architecture

▪ Software defined networking (SDN) is a network architecture that has been developed to virtualize the network.

SDN can virtualize the control plane. SDN moves the control plane from each network device to a central

network intelligence and policy-making entity called the SDN controller.



Three-Tier Data Center Network Architecture

▪ The access layer increases the number of available

ports, but more important, it reduces the number of

required cables. Servers are now connected to the

nearest access switch.

▪ The access switches are connected northbound to

aggregation switches with a pair of copper or optical

cables.

▪ The aggregation switches are also connected in the

same manner to core switches, but with this

architecture, the data center can have multiple pairs of

aggregation switches connected to a pair of core

switches to support large-scale data center networks.

▪ With this architecture, the services and appliances are

connected to the aggregation switches.



Spine-Leaf Data Center Design

Traditional CLOS DC Cisco ACI Fabric



CISCO APPLICATION CENTRIC INFRASTRUCTURE (ACI) OVERVIEW

Cisco ACI benefits include the following:

•Centralized policy-defined automation management
•Real-time visibility and application health score

•Open and comprehensive end-to-end security



Cisco Application Policy Infrastructure Controller



Cisco Nexus 9000 Series Spine and Leaf Switches for Cisco ACI



Cisco ACI Initial Setup & Discovery

Discovery process:
1.Link Layer Discovery Protocol (LLDP) Neighbor Discovery
2.Tunnel End Point (TEP) IP address assignment to the node from the TEP address 
pool (the default TEP pool is 10.0.0.0/16)
3.Node software upgraded if necessary, downloading the new software from APIC 
repository
4.Policy Element IFM setup



Cisco ACI Policy model 



ACI VXLAN

Traditional VXLAN encapsulation

Cisco ACI VXLAN encapsulation

ACI Encapsulation Normalization



Forwarding Mechanisms



Additional Capabilities

Orchestration with OpenStack Virtual Domain Integration Service Insertion

Public Cloud Integration
Programmability Containers Integration



Summary

- Central management, automation and 
monitoring (reduced deployment time, 
increased productivity of IT staff)

- Reduction of time to control the security 
system (whitelist principle)

- Application-oriented infrastructure (policy 
application with flexibility and depending 
on the components required)

- Integration with third-party ecosystems 
(Vmware ESX, Microsoft Hyper-V, KVM Red 
Hat, Docker/ Kubernetes)

- Cisco Nexus 9000 series as the basis of 
transport system (scaling, performance, 
fault tolerance)

Create the best network with Cisco ACI



Demo: ACI simulator

Time to get hands

a bit dirty! ;)




