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YBaXkaemble KOeru, napTHepbl, opy3bs!
Mbl pafbl NpeacTaBUTb BaM HOBbIM BbIMyCK KaTasora Softline-direct.

CerofiHsi 0 LMppPOBOI TpaHCHOPMaLMM FOBOPST MHOTO M MOCTOSIHHO. BCnomHmute Uber n AH-
[,eKC — KOMMaHMW, MOSTHOCTbIO M3MEHMBLLIME 38 HECKOJIbKO JIET COBPEMEHHbIN PbIHOK TaKCU, Un
Te ke 6aHKu, KoTopble cerofHst 6OMbLUMHCTBO YCNYT OKa3blBaOT B peXXMMe OHMaiH. MonobHble
N3MEHeHMs MOXHO HabntodaTh U B roCy4apCTBEHHbIX KOMMAHUSIX, pUTEe, NOrnCTUKe.

Komnanus Softline 17 net nomoraet 6usHecy benapycm ocywecTBnaTb Luppo-
BYIO Tpchq)OpMaLI,VI}O. Mbl npepnaraemM HalwnWMm 3aKasvymkam He TOSIbKO MporpaMmMmHoe u anna-
paTHoe obecneyeHue, obnaka u xeneso, HO TaKXKe MHHOBALMOHHbIE CLIEHAPUN M3MEHEHUIN U peLleHns
nocTaBieHHbIx busHec-3apau.

Kak BHe4psTb HOBble TEXHOIOTMYECKNE PELLEHMS, COXPaHSIsi MPU 3TOM MHBECTULMK? OTBET
npocT - nepexoauTb B obnaka. ObnayHble TEXHONOTMU NO3BONSAIOT ObICTPO TPAaHCHOPMUPO-
BaTbCs, M3bexaB KanuTanbHbIX BNOXeHWI Bnarogaps onnate 3a peanbHO notpebnsemblie
MOLLHOCTH, @ 3aTeM He[OpOro pasBepTbiBaTb NMPUIIOXKEHUS U XPaHUTb AaHHble. B Hawem
BbINycke 3Kcnept Softline EBreHnin AHApeRyyK paccKkaxeT, Kak CIKOHOMUTb Ha OPUCHOM
obopynoBaHuK, KOPNOPATUBHOM CBSA3W, YNPOCTUTb M aBTOMAaTU3MpPOBaTb B1sHec-npoLecchl
KOMMaHUU C noMoLLblo 0bnadHbix npunoxeHun Office 365.

Jiobble MHPOPMALMOHHbIE CUCTEMbI MOTYT COAEPXaTb YS3BUMOCTU. MHPOPMALIMOH-
Haa 6e3onacHoCTb — OAHO 13 NPUOPUTETHDIX Hal‘lpaBneHVIVI Softline. Kaxxabl rof, Mbl Npo-
BepsieM 3aLLMLLEHHOCTb COTEH CUCTEM, MOBUMBbHBIX MPUSIOXKEHWIA, BbINOMHAEM ayauTbl. B cTaTbe «/HBa3UBHOE
obcnenoBaHWe: KTO Takue MeHTecTepbl» Bbl Y3HAeTe, YEM 3aHUMAIOTCS 3TWU CMELMANNCTbI, Kakne CyLLEeCTBY-
tOT CTaHOAPTHbIE MHCTPYMEHTbI U perfiaMeHTbl MPOBEPKM Ha YA3BMMOCTb, kak ybeauTbCs, BCe M CUCTEMbI B
KOMMaHWW NpPaBUIIbHO HACTPOEHbI, HET NN He3aKPbITbIX Y4EOHbIX 3annceit N TEXHONOMMUYECKUX YYLLEHUA.

BbISIBUTb CKPbITOE MPUCYTCTBME BPEAOHOCHBIX NMPOrpamMm 1 6110KMpoBaTh UX pacnpocTpa-
HeHWe B MHPpPaCTPYKType NOMOXeT HoBOe pelueHue PT MultiScanner, o kKOTOpoM Bbl y3Hae-
Te u3 pasgena «KnubepbesonacHOCTb».

MobunbHOCTb COTPYAHUKOB - Tpe6OBaHl/1€ TeKkyLwero oHga, 1 noTomMy obecneve-
Hue 6e3onacHoro 00CTynNa K KOprnopaTuBHbIM pecypcaM — 3adav4a HOMep O4uH.
SkcnepT no nHdopmaLmoHHon besonacHocTu Softline FOpui Boryl pacckaxeT, KakMM aTakaM CerogHs
nopBepraloTcs MObUubHbIE YCTPOMCTBA U KaKue peLlleHunst MOMOratoT UX 3aWwnTUTb. MpaBUIbHO Cnpoek-
TUpoOBaHHaa UT-MHPPaCTpyKTypa — OOMH U3 BaXKHbIX PaKTOPOB yCrnexa KOMMaHuin.

MoctpouTb LO[ onpeaeneHHoM MOWHOCTH, HanaanTb OUNWHTE C OCTYNOM Yepes UHTep-
HeT, co3aTb Pe3epPBHYI0 BbIYUCTUTENBbHYIO MOWaAKy ANS OTKa30yCTONYMBOCTU, CHU3UTD
nspepxku — Softline nomoraer 3akasunkam pewatb NofobHble 3afaun C NPUMEHEHUEM
Hanbonee NOAXOAALMX TEXHUHECKMX CPeACTB. Mbl MOrOBOPMM O BbIrodax BUPTyanusauum
Kak O4HOM 13 OCHOBHbIX CTpaTeruii byayLiero NT-chpepbl.

Halwa koMnaHua NnoCcTOAHHO coBepLueHcTByeT CO6CTBeHHy+O SKCNEepPTN3y, N3y4a-
€T HOBbl€ TEXHOTOTNMYECKUNE PELUEHUA. Mbl npurnawaem Bac K COTPyAHUYECTBY. YBEPEH, YTO
BMeCTe HaM MOJA, CUIy CO3[aThb peasnbHO paboTatoLme MHCTPYMEHTbI LMGPOBOM TpaHCPOpMaLUK.

C noxenaHusmu ycnexa,
AHppen OBCelKo,
reHepasbHbIi OMpeKkTop KomMnaHum Softline benapycb
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Hawa muccus

Mbl ocylecTenseM LndpoByto TpaHchopMaLmnio -
Br3Heca HalMX KIIMEHTOB Ha OCHOBE NepesoBbIX
NHMOPMaLIMOHHbBIX TEXHOMOT WA U CPeacTB
Knbep6e30nacHoOCTU.
’ —— '‘CaHTa-[JOMWHIO
9 Terycmranbna -
MOYEMY SOFTLINE? rrensnsom A MO
- CaH-CanbBagop 9 Manarya
CaH-Xoce

'I Mbl — rno6anbHas cepBrCHas KOMMaHus, Nawama-cumi
= KOTOpasi MOMOraeT GV3Hecy 1 rocyAapcTBy :
OCYLLEeCTBUTb LndPoBYo TpaHchopMaLmto

HapexxHocTb, npodeccroHannam
= 11 KOMMNETEHTHOCTb Softline NpuaHaHbl KneHTamu,
BEHAOPAMM 1 HE3ABUCUMbIMU UCTOYHNKAMM

EanHag Tovka pelenna scex VIT-3agav,
= MYNbTUBEHLOPHAA NOAAEPXKKa U COMPOBOXAEHNE

= Ha poaHOM s13blke 6osee, YeM B 30+ cTpaHax 1 80+ ropogax

Softline foBepsaoT BeAyLLIME UFPOKM PbIHKA, FOCYAapCT-
= BEHHbIE OpraHu3aLmnm, CPeAHME U Marble KOMMaHnm

4 Softline Bcerga psfaomM 1 roBopuT ¢ 3aKasumnkamm

Digital Transfo
Solutions Sery

ation & Cybersecurity
Provider
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Cratychbl Softline

e go=3 KASPERSICY: OracLe sy @) 1rene
Gitef bt L l_.; " LATINUM PARTNER
B Micronoh | Giddl Chrsei Fatim "JJ Sllver '.L‘
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Silver Solution
Advisor

Google Acronis Synology Xerox

Gold Partner
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MoaTBep)XAeH caMbii BbICOKMA cTaTyCc napTHepcTBa VMware
YeTBepTbil rof noapsa koMmnaHus Softline nogTeepyxaaeT camblit BbICOKMIA MAPTHEPCKMIA craTtyc vmwa re
VMware Solution Provider Premier Partner. PARTNER
MOCTOAHHO HapaLlMBas CBOK 3KCNepTu-
3y 1 MOBbILWAs KOMMETEHLMM B 06NacTu PREMIER
BUpTyanusaumm  UT-MHPPaCcTpyKTypbl,
Softline monyuuna 3a nocnepHuit rop,

HecKosibko Harpag VMware, cpean KoTopbix «3KcnepTt roga B CHI
2018», «MapTHep roga VMware B benapycu B HOMUHauuum Expert
2018».

Mb! pafbl NPenoXnTb 3aKa3umKam MosHbINA CHEeKTP YCIyr U peLle-
HWI NO BUPTYanu3auum ¢ nposeaeHnemM 0b6cnefoBaHns, MUrpaLmen,
YCTaHOBKOW, TEXHUYECKOM MOLOAEPXKKOMN.

BupTyanusauma nos3BosinT COKPaTUTb U3OEPXKKN, U B HECKObKO pas3
CHU3UT pacxodbl Ha NT-MHPPACTPYKTYypy BaLLein KOMMaHUW.

naptHepa Autodesk
KomnaHus Softline nonyuuna cratyc Gold B napt-

HepckoW mporpamme Autodesk c akcneptuzamu A AUTODESK.

AutoCAD w Building. 31oT cTatyc noarsepaaet e

MonyyeH cTaTyc 3onoToro . éff’f[ 5

BbICOKMI YpPOBEHb npoq)eCCMOHanmsMa cneumanu- PR T

CTOB KOMMNaHUN B cq)epe NPOEeKTUPOBaHNA, CTPOU- SoftLineBel

TenbCtBa ”" pa3pa60TKM NPOMBbILWNEHHbIX M13ae- pachonawedHEn No agpecy” 220082, Miscx, np. MoBagumenai, 3, 108, now, 10

FWA. OH TaKoKe CBURETENbCTBYET O HAZEXHOCT  [olessmss mmms sty o s

Softline kak GuaHec-napTHepa. P b
3 ; AutoCAD, Buildi

Hanuuue ctatyca Gold nossonut Gonee 3¢- e &

< OTES=3ET HEo i ] DCYILECTANSTE NDCTIEKH

q)eKTVlBHO B3aMMOLOEeNCTBOBATb C 3aKa3dy4MKamMm MParEEMUHOTD OfecriEMermA Autodask KaHeHHSM NOME30EATENAN,

B chepe MpoeKTUPOBaHUA WU CTPOUTENbCTBA, B R S SR SR
AKTYEMEHAR MHDCOMELMR Of BETORMEILMN PECETIBROE KOMNEHWMKN Autodask

obecneuynTb UM ycnyru I'Ipoq)eCCVIOHaJ'IbHOFO AEETYNME K caRTe wiw autodesk rpartners,

KOHCANTUHIa 1 TEXHUYECKOMN noanepxku. acne‘mimsﬁ;:;ls
Cpok feficTRMA canTudkaTa: 12.02 2019 = 12.06. 2019 Marozova A5,

Komnanus Softline HenpepbiBHO HapaluBaet
CBOU KOMMETEHL MU B CPepe CUCTEM aBTOMATU-
3MPOBAHHOrO MPOEKTUPOBAHUS WU BU3yanu3a-
LMK OaHHbIX. Halm akcnepTbl BCeraa rotoBbl NofobpaTte ONTUManbHble pelleHus A5 3aka34ymMKoB U MOMOYb ONTUMU3U-
poBaTb MPOLECChI B MPOEKTUPOBAHUM COOPYXKEHUIA U 06BEKTOB MHPPACTPYKTYPbI.

Ycnexu cneuuanucToB Mony4yeH cTtatyc

Softline B o6nactu Huawei Certified

apXUTEeKTYpHO- Service Partner

cTpouTesibHOro Komnanus Softline nonyun- e
NPpoOeKTUpoBaHus na cratyc Huawei Certified Hl-la““’-iE"terp"seﬁ
SkcnepTbl Softline no HanpasneHuio «Ap- Service Partner  ypoBHs Channel Partner Progra
XUTEKTYpPa U CTPOUTENbCTBO» Oner Enu- TPW 3Be34bl NO Hanpasne- o
cTpatoB W AHApen CenniepoB Monyynnm Huio Enterprise, KoTopblit g::*:—'\%
MexayHapoaHble cepTudukaTbl Autodesk noaTeepxaaeT BbICOKUIA - -

B 0611aCT1 NMPOEKTUPOBAHUS COOPYXKEHUIA YPOBEHb €€ KOMMETEHLWIA ; Cortified Sarvice Partnor
M OOBLEKTOB MHPPACTPYKTYPbI, MOATBEP- no peweHuam Huawei. fiB- | Fusion Clouchr
XOamWwme UX BbICOKUIM NpodeccroHarb- nasch cepeBpsiHbIM - napT- : mm:::.f.r

Hbl1 ypOBeHb B flaHHOM obnacTu. HepoM Huawei, KOMMaHus i
CneumnanucTbl koMnaHum Softline pery- pafia NpeasoxXmTb 3aKasuu-

NIPHO MOBbLILIAIOT CBOU KOMMETEHLUNU U KaM MOMHbIA NakeT ycnyr B

YPOBEeHb 3HaHWI, O YEM CBUAETENbCTBY- obnact CX/[l, cepBepHOro

IOT MHOTOYUCTIEHHbIE CEPTUDUKATDI, Bbl- W ceTeBOro 060OpymOBaHMS,

covaiillne napTHEPCKME CTaTyCbl Kitoye- BUOEOKOH(EPEHLICBA3N 1

BbIX BEHAOPOB. APYTMX MPOEKTOB.
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KopnopaTuBHbliA [leHb fOHOpa
B paMKax COLManbHOro NpoeKTa
«Y benapyci - [loepae Capual>

12 mapTa 2019 ropa cotpynHuku Softline npunanu yuactune
B JOHOPCKOM MapadoHe B pamMKax npoekrta «Y benapyci -
Hobpae Capual».

Meponpuatune «[JeHb [JoHOpa KpOBKM» COCTOSANIOCH Ha MJ10-
wanke Ky3HuLbl 6enopyCCKMX NT-cneymanuctos — BI'YWMP.
KomnaHusa Softline — He Tonbko rnobanbHbIM MOCTaBLMK
MHPOPMAaLMOHHbIX PeLleHin U CepPBUCOB, HO U aKTUBHbIN
YYaCTHUK Pa3/iMYHbIX COLMarbHbIX MPoeKkToB. O Koprnopa-
TUBHOW COLMaNIbHOM OTBETCTBEHHOCTU U y4aCTUM B LOHOP-
ckoM MapadoHe pacckasana HR-meHepyep Softline lOnus
MycToBonTOBA:

«MaTb HaWMX KoMner npownun npouenypy KpoBogauu,
U Mbl TOPAUMCS UMK HeBeposiTHO! OHM [OBPOBONBHO U
6e3B03Me30HO COBepLIMM 3TO fo6poe feno, oco3Hasas
€ro OrPOMHYI0 3HAYMMOCTb. Kak Mbl MPULWIM K 3TOMY?
E>kekBapTanbHO koMnaHus Softline npuHumaet yuactue B
pa3nnyHbIX 61aroTBOPUTENbHBIX aKLMsX. B npoLwbiin pa3
Hala KomaHaa cobupana npegMeTbl NepBoi Heobxoau-
MOCTM 019 OeTCKOro AomMa B pamKax npoekrta «[eHb Egm-
HeHus MokoneHu». B 3ToM MecsLe Mbl peLlnsiv NpoBecTu
KopropaTuBHbI [leHb foHopa Softline B pamkax npoekTa
no cpoaye KpoBuW Npu nopnepxke Y «PecnybnmkaHckumi
Hay4HO-MpakTUYEeCKNI LeHTP TPaHCPY3MOIOrnmn n meam-
LIMHCKNX BUOTEXHOMOTUIA».

= HOBOCTMU SOFTLINE

= HOBOCTMU SOFTLINE

CerofHsa 61aroTBOpUTENbHOCTb — 3TO EAMHCTBEHHAs Cche-
pa, roe N4M He MbITalTCcs peannsoBaTb CBOM ambuumm
MU [OCTUTHYTb KakKoW-TO Lenu. 9To OeckopbICTHast Mo-
MOLLb U NWYHBIM BKNaL Kaxporo B 6naropofHoe neno
CMaceHus Ye0BEYECKOM XN3HU. Peanuays TakMe BO3MOX-
HOCTW, Mbl CNOCOBCTBYEM PasBUTUIO TAKOTO BAXKHOTO U ak-
TyanbHOro COLManbHOro BOMPOCA, Kak LOHOPCTBO KPOBMU,
CTaHOBUMCS loOpee 1 CnioYeHHee».

YyacTue B MeXXAYHapOAHOW KoHdepeHUuu
Big Data and Advanced Analytics

C 13 no 14 mapTa B MuHCKe npotuna faraa MexayHapoaHas
Hay4HO-NpakTuyeckas koHdepeHuus Big Data and Advanced
Analytics, opraHnsoBaHHas Benopycckim rocynapcTBeHHbIM
YHUBEPCUTETOM MHPOPMATUKN U PALAMUOSNEKTPOHUKM.
Cpenm KIoYeBbIX TEM KOHdepeHLMU: obnayHble Npuioxe-
HUsI, BonblUME AaHHbIE, Pa3BUTUE UHAOYCTpUK 4.0, Menmabe-
30MaCHOCTb MHPOPMALIMOHHBIX 06pa3oBaTeNbHbIX TEXHOIO-
rui4, big data B MapkeTuHre 1 an1eKTpOHHOM KOMMepLIMU U p.
MpuWHAB yyacTMe B BbICTaBKe, CMeUMannCTbl KOMMaHUK
Softline nogennnnce aKCNepPTHbIMU 3HAHUSIMKW Ha TeMy pas-
BUTKSI OBNAUHbIX TEXHOMOTMIA U HOBbIX MOAXOA0B K yrpasne-
HUWIO OAHHbBIMU.

MoBbiweHWe KOMMNEeTeHL ! B 06/1aCTH

BMPTYanu3auumu U pe3epBHOro KONMpoBaHus

Veeam

Availability Suite” w9

WHxkeHep Softline Muxaun LWapalikuH Noay4mn MexayHapoaHbIi cep-

Tudukat Veeam Certified Engineer v9 (VMCE), noateep>aatoLLnii BbICO-
KW NpodeccuoHanbHbI YPOBEHb Crieumanmcta B obnactu BUpTyanu-

3aunun, pe3epBHOro KoONMpoBaHNA N BOCCTAHOBJTIEHNA.

SKCrepTHble 3HaHUs nomoryT Softline 6onee adpdekTMBHO AMarHoOCTH-
poBaTb 1 pellaTtb 3a[4,a4n KJIMEHTOB NPU BHEOPEHUN pelleHnit Veeam.

Vi 8 proud to sward the tithe of
eeam Certified Engineer w3 [VMCE) to

MIKHAIL SHARASHKIN

in recognition of successful completion
of the VMCE cestification

DAL

o VTERIE AN 1o
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B MuHcKe cocTtosinach V TexHonoruyeckas KoHgepeHuus InTech-2019

Ye B NATbIN pa3 koMnaHus Softline nposena TexHonoruyeckyto koHpepeHumio InNTech-2019 «/IHHOBaLMK B TEXHONTOTUSIX>.

B 3TOM roay TeMoit koHpepeHLMn cTanu knoyeBble UT-TpeHabl bnnxaiiumnx net u Hanbonee NepcrekTUBHbIE 4151 Pa3BUTUS
6usHeca benapycu Hoselilumne UT-TexXHOormu.

(S

«MNoTpebutens ctan bonee TpeboBaTenbHbIM. OH XOYET peann3oBbIBaTb MPOEKTbl HbICTPO, KAYECTBEHHO, C OrpaHUYeH-
HbIM BilomyKeToM. [IPOU3BOAUTENAM MPUXOAUTCH MEHATLCS OJ1F TOro, 4ToObl BbiMyCKaTb pPeLUeHUs, COOTBETCTBYIOLME
3TUM TpeboBaHMAM», — OTMEUaeT TEXHUYECKNn aupekTop Softline Amutpuii HoBrkoB.

O TOM, 4TO Takoe LUndppoBas TpaHCPopMaLUs, Kakme TexHonornm beinmn Hanbonee BoctpebosaHbl B 2018 rogy, W 4To
oxupaet busHec B bynyliem, pacckasanu Beaylume 3KCnepTbl KoMnaHuii VMware, Huawei, Softline, Infosecurity, BXX[ B
nepsoi ceccun What's next for IT.
MpencTtaButens Softline OmMutpuin Ho-
BMKOB OTMETWJI, YTO BNOKYENH 1 KpUM-
TOBa/ItOTa — CaMble XainoBble TeMbl Ha
MPOTSHKEHUN HECKONbKUX neT. Hanbo-
nee aKTUBHO ceroaHs Habupaet obopo-
Tbl TEMa BUPTYanm3amu.

OMpeKTop Mno CTpaTernyeckoMy KOH-
cantnHry VMware Aptem leHueB cae-
nan doknag o pasBUTUM OBnauHbIX
BbIYMCIEHWI, MALLMHHOTO OBYyYeHus 1
MNCKYCCTBEHHOTO MHTESINEKTa.
3amectuTenb gupektopa Huawei YUy
TAHBCWH OTMETUN BbICTPbINA pocT UT-MH-
OycTpumn B benapycu B nocneaHue 5 ner.
Ha Bonpoc o ToM, 3aMeHsIT I poboTbI
unu U niogen, m CTouT v 31oro 6ostb-
Csl, OKCMEepPTbl OTBETUIIM, YTO YesloBeye-
CTBO PErynspHO NMpPOXoAuT yepes aTan
3BOJIIOLMOHHOTO  TEXHOJIOTMYECKOro
pa3BUTUS, 1 CO BPEMEHEM BCE HaxoaaT
CBO€ MeCTO B HOBOM MUpe.
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BTopas yacTb InTech-2019 6bina paspeneHa Ha Tpu TemaTuydeckme cekumm — Digital Transformation, Security n Cloud, B koTopbIx
napannenibHO BE/IMCb A0KNa4bl HA COOTBETCTBYIOLLNE TeMbI.
OcHOBHbIMW Bornpocamu cekumm Digital Transformation crtanu: Big Data, MobunbHble cepBuchkl, MHTepHeT Bellew, Artificial
intelligence.

«Cenryac, K COXKaneHuo, HEBO3MOXHO MIaHUPO-
BaTb CTpaTtervio pasBuTUS NpennpuaTnsa Ha OoS-
rMi CPOK M CUCTEMHO ee peasin3oBbiBaTb. Mbl XXU-
BEM B YC/IOBUSIX Hempeackasyemoctu. ToT busHec,
KOTOPbI XOYeT YCMeLIHO BbIXXWBaTb, LO/MKEH ObITb
KOHKYPeHTOCNoCObeH 3a cyeT CBOEro ymeHus bbl-
CTPO M3MeHATbCA. HenpenckasyemMocTb — OCHOB-
HOW BbI30B /OOOro NMPepnpusaTUs, U He TOJNIbKO
undppoBoro», — ckasan akcnept VMware Aptem
leHues.

B KoHbepeHUMM npuHann yyactue 6onee 200 ro-
cTen, 22 cnunkepa n3 benapycu, Poccum n YKpauHbl,
a TakxXe npencraBUTeNM KpynHbix UT-KomMnaHuin
Huawei, VMware, Veeam, «Jlabopatopusi Kacnep-
ckoro», Eset, CheckPoint, HLI3Y, Fudo Security,
Callway, Accoumaumns benopycckux 6aHkoB.

B cekuuun Cloud obcyxpanuce:
MallnHHOe obyyeHue, obnauyHble
CEpPBUCbI U NNaTOpMbl, apeH-
na 6U3HeC-NMpUIOXEHUN, a Takxe
OCHOBHbIE MPUYUHBI 415 Mepexona
B obnako.

fmaBHbIMKW TeMamu 6roka Security
CTanu: KOMMeKCHan 3aumMTa ceTtu,
3alMTa OT HamnpaB/EHHbIX aTak U
3aWwmTa  UHOPACTPYKTypbl. IKC-
nept CheckPoint Cepreit HeBcTpy-
€B B peXuMe peasibHOro BPEMEHMU
nokasan Temn pa3BUTWS aTaku, ee
npefoTBpaLleHne U MoCnencTBus
— OTKaT BCeX M3MEHEeHWUI, ounLe-
HWe peecTpa M BOCCTaHOBNEHMeE
OAHHbIX.

Kaxkabli >kenatowmn cMor B nepe-
pblBax MpoOTECTUMPOBaTb HOBEN-
lIMe pelleHus 1 TexHONorum B
pexvMe peanbHOro BpeMeHW Ha
OEeMO-CTeHOax.

3onoTtou napTHep Veeam

Komnanus Softline ctana 3010TbIM NapTHEPOM KOMMaHWUK-
nuoepa B chepe ynpaBneHus OaHHbIMW B obnake Veeam.
Cratyc Gold Partner noaTeep>xpaeT BbICOKWMIA Mpodeccuo-
HanbHbIM YpoBeHb akcrnepToB Softline B obnactn BupTyanu-
3aLuK, pe3epBHOro KOMMpoBaHUA 1 BOCCTaHOB/IEHWS. Hawn
CrneumnanncTbl UMeloT MeXayHapoOHble cepTUduKaTtbl Veeam
Certified Engineer v9 (VMCE) 1 3HatoT Hanbonee spdekTms-
Hble MeTofbl ObICTPOro BOCCTAHOBIEHUS AaHHbIX W MPefoT-
BpaLLeHmsa 1X NoTepu.

MbI Bcerga pafbl NpenioXKmTb 3aKasdymkam HadexHyo cTpa-
TEruio nocrieaBapumMHOro BOCCTaHOB/IEHUSA U PE3EPBHOIO KO-
MMPOBAHUS OaHHbIX, MOMOYb B peLleHnr nobbix 3anay npwm
BHe[peHnn NpoaykToB Veeam Software.

CepeepsiHbiA NnapTHep Xerox

Pafbl coobLMTb, 4TO KOMMNaHWs Softline cTana cepebps-
HbIM NapTHepOM Xerox no npopgaxam obopynoBaHus 1
pacxofHbIX MaTepuasnos.

Mbl rOTOBbI MPEeANIOXUTb 3aKa3unKam MOMHbINA nakeT
ycnyr B obnactu nevatu, nevyaTHoro u nonurpaduye-
ckoro 06opynoBaHus, pacxodHbIX MaTepuanos U opy-
rMX NPOEKTOB.

Mo BoMpocam npUoBpeTEHNs peLIeHU KOMMaHUK
Xerox Bbl MOXeTe 06paTUTbCs K MEHEeAKepY MO pPa3Bu-
Mo BusHeca Xerox B pervoHax BocTouHol EBponbl U
LleHTpanbHol A3nn BaneHTuHy OnemHUKy

no TenedoHy +375 (29) 108-42-28

unu e-mail: Valentin.Oleynik@softline.com.
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B benapycb npuiien
eepBuUc Aviasales

BecHol B benapycwu 3apabotan Aviasales — cepuc N21 B Poccuum
L7191 NNaHMPOBAaHMA NyTeLecTBMI. MonckoBMK Aviasales cpaBHU-
BaeT COTHM BAapWaHTOB LieH NepesieToB M npeaiaraeT rnonesxHbie
cepBUCbI (Hanpumep, «KaneHgapb HU3KUX LieH»). CeroaHs
BMecTe C Aviasales nyTelecTsmsa NAaHUPYIOT 12 MSTH POCCUSIH.
Ha 6enopyCcckunit pbIHOK y METanoMCKOBMKa He MeHee ambuuu-
O3Hble NnaHbl. PacckasbiBaeT CEO Aviasales Makc KpanHoB.

— Mouemy Bbl pelmnm BbliTU Ha 6enapyccKkuii pbIHOK?

— MNpuxop B benapycb — NpoJomKeHne Hallen cTpaTernm Ha ycuneHue nosnunim B Poccmun n ctpa-
Hax CHI. K ToMy e 3aecb Habntogaetcs nonoxuTenbHas guHaMmuka. Mo aHHbIM HaLWMOHaNbHOro
asponopTa «MUHCK», naccaxuponoTok B 2018 roay Bbipoc Ha 10,3%, KONMMYECTBO PENCOB — Ha
6,5%.

Mbl FOTOBUINCL K BbIXOAY Ha HOBble PbIHKM (MOMWMO Benapycu, 3To — KasaxcTaH 1 Y36ekuncTaH),
popabotanu cant. Ceilyac OH Bbloepxunsaet 200 MAH 3anpocoB B Mecsil. XOTs Halwa 3apava —
1 MnpA 3anpocos.
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— MOXHO nu HapenaTbCA, UTo caiT Aviasales Gyper pgoctyneH,
korpa «benaBna» npoBoAUT pacnpopaxy 6unetos?
— B 37Ol CUTYaLMU Mbl SBASIEMCS 3aN0XHUKAMU TOFO, HACKOJSIbKO XOPOLLIO pa-
6oTaeT calT nocTaBLyMKa, OAHAKO BONbLLIMHCTBO BUNETOB MOXHO ByneT HanTK y
Hac. B uenom, 3agaya Aviasales — 4Tobbl ntoau, NNaHUPYs NyTeLlecTBUe, Hauu-
Hanu c Hawero caiTa. MoaTomy paboTtaem Haf, TeM, 4Tobbl He BbITb NPUBA3aH-
HbIMW K O4HOMY NMOCTaBLUMKY YCYT.

— ByAyT N1 npeAcTaBieHbl HA caifTe YapTepHble peicbl?
— [la, HO eCTb OrpaHuyeHne, KOTOpoe Mbl BBESIM CaMu. BONbLIMHCTBO YapTepoB
dopmMUpytoTCSt TakMM 06pa3om, UTO 3a 24 Yaca 40 BbineTa NoaM eLle He 3HaloT,
Ha Kakom 6opTy nonetaT. MoO3TOMY Mbl paboTaem TONIbKO C TeMU NOCTaBLLMKa-
MW, KOTOpPble rapaHTUPYIOT, 4TO Peic COCTOUTCS. ECNIM C YapTepHbIM percom
4TO-TO MOLUIO He TakK, KoMNaHusi-napTHep obsa3aHa npuobpecTn bunet gpyroin
aBMaKoMnaHuu. Hal nonb3osaTesib He LO/MKEH CTpafaTh.

— Kak, B Leniom, Bbl OLLEHUBAETe NMepCcrneKkTUBbl 6enopyccKoro pbiHKa, KakuMe WMH-
TepecHble cepBuUChI NpeAcTaBUTe?
— BbIXOAS Ha HOBbI PbIHOK, Mbl aHaNM3UPYeM YNCNIEHHOCTb HaceneHus, Kyaa Nioan netatoT U Kak.
CMOTpMM Ha BOoCTpeboBaHHOCTbL NTIOYKOCTepOB. [1/19 Hac XOpoLLo, YTo B Benapycu ux mano. Arpera-
TOPbI-NMONCKOBUKIM HECYT OFPOMHbIE 3aTpaTbl Ha MPUBMIEYEHMNE MONb30BaTesNen, He Nonyyas B3amMeH
HWYEero oT aBMaKOMMaHWIA.
ELLle 0NS HaC BaXKHO YOCTOBEPUTBLCS, YTO NapTHePbl NPUHUMAIOT AeHbrM B HaLMOHabHOM BantoTe.
Y Hac ecTb NPaBM/IO YECTHOWM LieHbl. MMEHHO Ta LieHa, KOTOPYIO Bbl BUAMTE Ha HaLLleM caiTe, JO/IKHa
6bITb CNMCaHa C Ballei kapTbl. 9TO — Halua 3aboTa 0 nonb3oBaTene.
Mo noBOAYy CEPBUCOB: YXe NTOKanM3oBaH «KaneHgapb HU3KUX LieH», KOTOPbIA MO3BONSET Y3HaTb,
KyAa MOXHO yneTeTb 3a Hebonblune feHbrn. CoO BpeMeHeM MOSIBUTCS CepBUC NMpPefcKasaHus LieH
«Mpopok» (HaxoouTcs B pazpaboTke).

— PacckaxuTe o HeM noapo6Hee. Kakue 3ameTunu no6onbiTHbIe KOppenauuu?

— «lpopoK» NpencKasbIBaeT, Kak U3MEHUTCS LieHa Ha BuneT 1 B Kakoil MOMEHT ero BbIrOf4Hee Ky-
NUTb. TOYHOCTb — [0 Hefenu B AuanasoHe 6nvanlumx mecsaues. s 3TOro Mbl UCMOJIb3YeM UCTO-
puio LeH 3a nocnegHune 5-7, nHorga 10 net. 1o 6e3yMHoe KONM4ecTBO AaHHbIx! «[popok» pa60Ta-
€T no 60JIbLIOMY KOJIMYECTBY HarnpasieHuin, Ho He No 100%. Hanpumep, Mbl MOXXeM HalT1 faHHble
Nno Hanpas/ieHNo MUHCK — TyaH4Y>X0y 1 3[0eCb MOXHO CeNaTtb NPorHo3, a BOT M3 MuHcka B OK/eH[,
3TO He MMeeT CMbICna. [ NPOrHO3MPOBaAHMA HYXXHbI HanpasBieHUs, KOTopble NIOAN ULLYT MUHK-
MyM 100 pas B AeHb.

PaboTasi Hag 3TUM CEpPBMCOM, 3aMeTUNK ABa MobOMNbITHbIX TpeHAA. C OLHOWM CTOPOHbI, B MOC/efHue
rofbl LeHbl Ha aBMabuneTbl nagatot. C 4pyro — pocCT LeH Ha HepTb AeNaeT 3TOT TPEHA, MITOCKUM.
Ho «MpopoK» KaXObli pa3 NOATBEPXKAAEeT TeKYL M TpeHd,. Mbl MOXeM npeacKasath y4Lyto LeHy
6uneta Ha nobyto AaTy — Ha Hedesnto, MecsL, Brnepes.

— Kak ewe Bbl Ucnonb3yeTte 60/bluMe AaHHbIE U UCKYCCTBEHHbIW UHTENNIEKT?
— Hanpwumep, npu A/B-TeCTUpOBaHUM paccbiiok. OfHU KIMEHTbl MobsaT ovyeHb HebopMasbHbI
cnocob obuieHus, opyrve HanpoTMB — O4veHb opMasbHbIA. Mbl NpefnaraemM HeCKOSIbKO PasHbIxX
paccbinok 1 cobnpaem faHHble, 4TOObI MOHATb, Kak 3bdeKkTnBHee paboTaTth C ayanTOpUEN.
Elle MCMONb3yeM UCKYCCTBEHHbIM MHTENNEKT A8 peMapkeTuHra. OfHa w3 yBnekatens- «B HalLLUEeM cny4ae
HeMWKnxX 3afay, KOTOPYIO MOKa Mano KTO pPeLLn, MOHATb: YesrloBeK yxe Kynun bunet unm
elle HeT, «JIOBUTb» efoyn,anbme unu OCTaBpVITb B nokoe? ’ ’ Bb|60p LJGEDGEB
Kpome Toro, Mbl CAeNanu UHTEPECHbIN NMPOAYKT AN aBUAKOMMAHURA, NOXoxuin Ha «Mpo- [OJTOCOBOWM
POK». 9TO CEPBUC PEKOMEHJALMNIA, Kakie HOBble HarnpaB/ieHUs CTOUT OTKPbITb. MOMOLLHUK —

— Yr10 Bbl AyMaeTe O ro/IoCOBbIX MOMOLLHUKaX?
— Mbl perynspHoO Ha HUX CMOTPUM, HO UMUK Masno KTO Nonb3yeTcs. Kpome Toro, B Hallem
cnyyae BbIbOp yepe3 ronocoBOM MOMOLUHWK — 3TO War Hasag. [la, MOMOLLHUK MOXET
npennoXnTb 25 BapMaHTOB PeiicoB, HO 34eCb HET NepcoHanmM3aLmn. s 3Toro Hy>KHO OYeHb XOPO-
LU0 3HaTb MOJIb30BaTeNeN, yUNTbIBaTb HIOAHCbI BCEX NpeablayLMx B3aUMOLENCTBUI C cepaucom. 1

3TO War Hasagy.

ABTOp MHTepPBbIO: KOnmnsa Hexan
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HUMKM MIicrosoft

KomnaHus Softline Bcerga HaxoamTcs Ha CTOPOHE KNMEeHTa W NpeanaraeT peleHus, Hauny4mm obpasom nog-

xoasduime K ero 3agadam. ExxerogHo Mol noareepxnaem BbICOKME CTaTyCbl H6onee 1000 M3BECTHbIX OTEYECTBEH-

HbIX U MUPOBbIX NpomsBoauTeneit MO. KnoyesbiM napTHepomM Softline siBnsietca kopnopaums Microsoft.

Softline obnapgaet psooM KomneTeHUUit no nporpamme Microsoft
Partner Network. 3710 coobLecTBo, KOTOPOE MOMOTraeT NapTHepam
KOpnopaunmM MakcumanbHO 3QPEeKTUBHO MCMNOb30BaTb CBOM BO3-
MOXHOCTU.

KomneTteHumn ypoBHsa Silver, npucsavBaemble Koprnopauuei
Microsoft, patloT napTHepam 6onblue BO3MOXHOCTEN Ana pge-
MOHCTpaLUmm CBOEro NpopeccrMoHann3mMa 1 onbiTa, a Takxxe ans no-
NYHYEHUS NMPEeNMYLLECTB Ha KOHKYpPeHTaMu.

KomneTteHuun yposHsa Gold - 3To noaTBepkaeHWe HauBbICLIErO
YyPOBHsi npodeccmoHannsma ee obnagatens B paccMaTpuBaemMoit
Kareropum.

Ha paHHbIN MOMeHT kKomnaHusa Softline nmeet Bbiclunic ctatyc
Microsoft Licensing Solution Partner (LSP). 3ToT cTtatyc npucsau-
BaeTCs KPynHehwwmnm naptHepam Microsoft, nogTsepanBLIMM CBOW

0 ‘ Provider (CSP)

CSP (Cloud Solution Provider) — nporpamma, no3ssonsioLias nepe-
nponasatb obnayHble npoaykTbl Microsoft (Office 365, Exchange
Online, Azure 1 op.), a Takxxe fo06aBNATb K HUM cOBCTBEHHbIE UT-pe-
weHwus. bnarogaps nporpamme Cloud Solution Provider komnanus
Softline cmoxeT obecneunBatb BU3HEC-KTMEHTOB:

obnayHoi nnatpopmoit Microsoft Azure;

MapTHepcKasa nporpaMmMa Microsoft Partner
Network u Microsoft Licensing Solution Partner

NpodeccroHann3M u BbICOKOE KayeCcTBO paboTbl C 3akas3uukammu
Ha NpOTSXEHUN MHOrux net. Softline yBepeHHo 3aHnMaeT nuaupy-
folMe No3nUMKN Ha pbiHKe cpeaun LSP-napTHepoB Kak no obbemy
6u3Heca, Tak 1 MO KOMMYECTBY OECTBYIOWMX cornaleHuii. Ctatyc
LSP pnaet Softline npaBo npeocTaBnsTb KPYMHbIM KOPMOPAaTUBHbLIM
KNMeHTam nuueH3noHHoe MO Microsoft Ha ocobbix ycnosusax B
pamkax MporpaMm KOpnopaTMBHOMO IMLEH3MPOBaHMS, B TOM YKC-
ne Enterprise Agreement (EA), Enterprise Agreement Subscription
(EAS), Microsoft Products and Services Agreement (MPSA).

B pamkax paHHbix ctatycoB Softline obnapaer koMmneteHUUsMU:
Gold Datacenter, Gold Cloud Productivity, Gold Collaboration and
Content, Gold Messaging, Gold Cloud Platform.

Crtatyc Microsoft Cloud Solution

Office 365, ooHMM 13 cambix BocTpeboBaHHbIX 06nauHbIX CepBU-
COB;

Hanbonee rubKMMU yCNOBUSIMU OMMaThl 3a UCMONb30BaHWe 06-
NayHbIX cepBUCOB Microsoft;

TeXHWUYECKOM NOAOEPXKKOM MO BCEM CEPBMCaM Ha PYCCKOM i3blKe;
obyuyeHnem coTpynHUKOB.

@ ‘ Ctatyc Microsoft SPLA Reseller

CoTpyOHMYeCcTBO B kayecTBe SPLA Reseller gaet Softline Bo3mox-
HOCTb PacLIMPUTb KPYT MNapTHEPOB M K/IMEHTOB 3a CYET MX y4acTud
B nporpamme nuueH3mposaHua SPLA. 3Tta nporpamma nossonser
ncrnonb3osaTb MO Microsoft Ha NnpaBax apeHAbl.

SPLA-naptHepsbl Softline Benapycb MoryT ucnonb3oBatb NporpaMmm-
Hoe obecneyeHne Microsoft mo Mogenu pay-as-you-go kKak ons on-
TUMM3aLMK cOBCTBEHHOM paboTbl, Tak U A5 OKa3aHUS YCIYT KIINEH-
TaM. KoMnaHus npegnaraeTt npocToi U yaobHbI cnocob nepeintu ot
Knaccuyeckoi cxembl npuobpeteHus MO B cobcTBeHHOCTL K Honee
NpakTUYHOM Mofenun obnayHoro nuueH3nposaHus, roe MO Microsoft
npepanaraeTcs B kayecTBe ycnyru. [py 3TOM KOHeYHble Nonb30oBaTe-
nun 6ynyT MeTb BO3MOXHOCTb BbiIOOpa Mex y MoKy MNKoi nporpamm-
Horo obecrneyeHusi 1 ero apeHnoin.

Mporpamma SPLA obecneuvBaeT OOCTyn K HonbLOMY uYMcniy fu-
LEH3MOHHbBIX MpoAayKToB Microsoft, B ux uucne: Microsoft Office,
Microsoft Exchange Server, Microsoft SharePoint Server, Windows
Server, Microsoft Dynamics n gpyrue.

CraTycbl Microsoft cBMAeTeNnbCTBYIOT O TOM, 4TO KOpropauus npu-
3HaeT Softline napTHepoMm Bbicovaiilen KBanudUKaLMU NO CBOUM
K/MIO4EBbIM TEXHOMOTUSM U MOATBEPXKAAET KauyeCTBO YCNyr Kommna-
HUW. 1N JOCTUXEHUS CTOJb 3HAYMMbIX Pe3ynbTaToB CreLManncTbl
Softline npogeMoHCTPUpoOBanNK AOMKHbBIN YPOBEHb 3HAHWIA B MpPO-
nyktax Microsoft, cBA3aHHbIX C MONYYEHHbIMU KOMMETEHLMUSAMU U
yCMeLHo NpoLwIn cepTUPUKALIUIO.
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Office 365 Ang eu3Heca:
6€e30MacHO0, YA06HO0, BblIroAHO!

EBreHnin AHOopenyyk,
pykoBoguTesb
Hanpas/eHns

no npopnaxe
pelueHnin Microsoft
B CTpaHax
BocTtouHom EBponbl
1 LleHTpanbHoM Asum

HaBepHsika Bbl He pa3 3a4yMbIBa/IMCb O TOM, KaK MOXXHO CIKOHOMUTb Ha OPUCHOM 0HOpyLOBaHUM.
Ho kak 370 caenaTtb, ecnin BU3HEeC pacTeT, NOSBNSIOTCA HOBble 3aayu, paclUMpPSeTcs WTaT coTpya-
HMKOB? MOKYMKa HOBOTO «XeJie3a» WM OTAESbHbIX MPOrpaMM NPOCTO HEOOXOAMMA, CKaXEeTe Bbl.
Office 365 — MHCTPYMEHT, KOTOPbIi MPEKPACHO CNpaBAseTcs C 3TOW 3adadvert. M 3TO He TOMbKO
NPWBbIYHBLIA OPUCHBIN NakeT Word, Excel, PowerPoint 1 np. OH BktoyaeT ele 6onee 30 MOLLHbIX
MHCTPYMEHTOB. DTO efMHas 3KOCMCTeMa, KOTopas 3akpbiBaeT NOTPeOHOCTM No BCEM MpoLeccam B
KOMMaHWU: XpaHUULLEe OaHHbIX, KOPNOPAaTUBHbIM CaiT, aHanu3 nobon MHPOPMaLMKN, UHCTPYMEHT
COBMECTHOM MOBUbHOM paboTbl Haf AOKYyMeHTaMu, HeOOXOAMMbIN NMpaKkTUYecKn toboin KoMaHae.
SkcnepT koMnaHuu Softline no peweHunsam Microsoft EBreHuit AHApeivyK Ha3Ban AecaTb NMPUUMH,
noyemy CTOMUT NPOSIBUTb MHULMATMBY U PACCMOTPETb HOBbIV MOAXOA, K OpraHusauumn paboyero npo-
uecca c Office 365.

1. OTKa3 o6opyAOBaH1A ¥ NOTepA AaHHbIX

[MoNAHSA roTOBUIM BaXXHbIN OTHET M, KaK Ha3/10, 3aB1C KOMIMbIOTEP. Aeuwe XYy>Xe — BOBCe OTKa3an YKECTKNM
ONCK, Ha KOTOPOM XpPaHUNUCb BCe pa6oqme LOOKYMEHTbI. YTto genartb, yTOObI HE noTepaTb ,El,aHHbIe? Ko-
HEeYHO, OenaTb Konunn, Npo KOTOpPbIle, Kak NpaBuUNo, Mbl BCMOMWHAaeEM B nocnegHMmm MOMEHT.
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| O6naunble pewenns

Nnn pacnpocTpaHeHHbIn Npumep U3 NpakTUKKU: COTPYOHWUK YBOMUIICH, HO Y HEro COXpPaHWUICA 00~
CTYN K KOpNopaTMBHbIM AaHHbIM. C Office 365 Bbl He BecrnokomTech 0 NoTepe MHPOPMaLUK — NPO-
CTO ygandeTte NMLUEH3UI0 1 OTK/toYaeTe OA4HY YYeTHY0 3anucb. Kctatu, B 2017 roay B bonee yem 69%
CNyyYyaeB BUHOBHUKaMU yTedek MHPOPMaLMKM ObIIM UMEHHO COTPYLHUKU KOMMAHWIA*

MpOn30NTU MOXET BCAKOE, HO Office 365 paer YBEPEHHOCTb, YTO Bbl HUKOIA,A HE NoTepseTe JaHHble.
[OKYMEHTbI 1 NMPUIIOXKEHUSI XPAHSATCS Ha 3alUMLLEHHOM cepBepe B obnake, rae aBTOMaTUYeCKH Co-
3[al0TCA pe3epBHble KOMUN.

*no gaHHbIM Searchinform, UToru pesyneTaTMBHOCTU MHGOPMALIMOHHOKM 6€30MacHOCTM POCCUIACKUX KOMMaHU
3a 2017 rog https.//www.infowatch.ru/analytics/reports/done

2. OcTtaBalTecb Bcerja Ha CBAI3U M pasoraﬁ're, UTO 6bl HX CJlYUMnoCb

B MuHCckoM odpuce Softline pabotaeT okono 100 yenosek. COTPYAHUKM [OCTaTOYHO MPOAKTUBHbI —
MHOrOa gaxke He NOSBASIOTCS B 0opuce n3-3a 6obLIOro KoNMYecTsa BCTpeY C KIMeHTaMu 1 napTHe-
pamu. OHUK ycrelwHo paboTatoT, MHOrAa NPSMO Ha XOAY, C NoMolLLbio npunoxeHuit Office 365, koTo-
pble JOCTYMHbI U3 obnaka v ¢ Nboro ycTpoincTea. TO NO3BOMSET ONEPATUBHO NMPOBEPSTL MOYTY,
oTBeyvaTb Ha coobLleHuns B MecceHakepe, 0OHOBNSATL [OKYMEHTbI, OTNPaBNAATb CHET-PaKTypy U np.
HeobxoauMble MaTepuarbl ToXe BCeraa nof pykom.

Ecnun cmapTdoH pa3psagmicd, a noasuiach CpoyHasa 3agada, To Noay4mTb OCTYN K CBOUM OOKYMEH-
TaM MOXHO U C Yy>KOro koMnbtoTepa depe3 bpaysep. [lOCTaTOUHO NULLb UMETb AOCTYN B UHTepHeT!

3. CoBMecTHaf paeoTa C AOKYMEHTaMu

MosiBMNach HoBas uaes Oas npoekTa? MOXHO co3faTb OTAE/bHYIO FPYNy B NPUNOXeHUM Teams,
£o6aBUTb y4acTHWMKOB, Heobxoanmble arinbl, pedpepeHchbl 1 fanee pabotaTb C Konneramu B pe-
XWUMe OHNarH. CTaHOBATCSH AOCTYMHbIMU: OBMeEH U pefaKkTUpOBaHWE OOKYMEHTOB, COrlacoBaHue
OMn3aiH-MaKeTOB, U3yUYeHue NpeaoXKeHUi OT NOCTaBLLMKOB, HacTponka 60ToB, obLLeHne B IMYHOM

yaTe rpynnbl, COBMECTHOE UCNosb30BaHMe becnnaTHbIX BUOEO U ayIMO3BOHKOB. [1719 BCEX LOKYMEH-
TOB eCTb HaCTpPOMKa pa3HbIX YPOBHEWN AOCTYMa U JIErKO MOXHO NOAEeNUTbCH MAEAMU C PYKOBOOM-
Tenem uUnun opyrumu konneramu. Mo cytu, Takum obpasom cosgaetcst COBCTBEHHOE NPOCTPaAHCTBO

019 KOMaHObl 1 NpoekTa.
Mnu Takon cnydan: Ha NoYTy NpMXoOAAT BETKM nucem Buaa «:RE: RE: FWD RE: RE». [oe nckatb akTy-
anbHyto Bepcuto dpanna? HenoHsTHo. C obnayHbIM npunoxeHmem OneDrive 6onblue He npuaeTcs
OTNpPaBnaTb OPYr APYry $Gaiibl MO 3N1eKTPOHHOM NoYTe M NyTaTbCA B BEPCUMAX — MOM PYKOW BCerga
OyneT akTyanbHbI JOKYMEHT.
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4. becnnaTHaa KopnopaTMBHas CBfi3b

YacTo npuxoamnTbcs e341Tb B KOMaHAMPOBKM 3a rpaHuLy? PaboTaeTe B NpencTaBUTENIbCTBE MEX-
LYHapOoAHOM KoMnaHuK? M 3geck MoMoxeT Teams — kntoyeBoi koMnoHeHT Office 365. Kpome yaTa,
BCTpeY, 3aMeTOK, 3afay, pelweHne obbeanHseT BeCb yHKLMOHaAN 3Hakomoro Skype. Mostomy He
HY>XHO TPaTUTb AE€HbIM Ha 3BOHKUW. AyauMo, BUAEO3BOHKN, MPe3eHTaumMn, OHlanH-KOHpepeHLnu, 3a-
nUcb BUAEO — 1 BCe 3TO BecnnaTHo.

OcobeHHO BbIrofa o4YeBMAHa 418 CTapTanos.

5. MNoBbiWeHWe NPOAYKTUBHOCTH

B exkxeHeBHOM paboTe yalle BCEro UCMOSb3YIOTCS NMOYTa, KOPNOPATUBHbINM YaT, OHNANH-XpaHUNULLE
WUIKN «0BNaYvYHbIA OUCK>, OPUCHbIE NPUTOXKEHUSA Word, Excel, BO3MOXHO, BHYTpeHHAasa CRM-cuctema.
13-3a YaCTOro NepeksIlYeHUs Mexay 3agadaMm NpoayKTUBHOCTb CHUXKaeTCs Ha 40%. Ho 3Ty pabo-
TY MOXHO BbIMOJIHATb HAMHOIO Jierye. Office 365 obbenuHgAeT BCe 3TU MHCTPYMEHTbI B OOHO Lienoe
M [LaeT BO3MOXHOCTb MPUBSA3aTh K 3TOM nnatdopMme elle 1 cOBCTBEHHYO CUCTEMY (Hanpumep, Jira).
PaboTa B eAMHOM 3KOCUCTEME SKOHOMUT MaCCy BPEMEHM, MOBbLIWAET IMYHYIO NMPOAYKTUBHOCTb U
3 deKTUBHOCTb paboTbl KOMaHAbI.

6. MoaknoueHne NapTHEpPOB B pacoUMii npouecc

A KaK e NMofKJ/toYeHne napTHepoB, NOAPALYMKOB MM BHELLTATHbIX COTPYAHUKOB, Hanpumep, Ong
COrflacoBaHMst MaKeTOB UM LOKYMEHTOB?
B npunoxeHnn Teams MOXHO co34aTb KOMaHAYy M NOAKIIIOYNTL B Hee BHELLHMX NapTHepoB (Moapsaa-
4YMKOB, BHeWTaTHMKOB). CTaBbTe MM 3apady, obCcyxoanTe NnpasBku, NPUHMMaNTe pedynbsTat. YAo6Ho!
Tem Bonee Bce 370 OOCTYMNHO C TenedoHa.

7. besonacHoCTb 6M3Heca U 3aliMTa OT BpeJOHOCHbIX NporpaMM

Yalle BCero BMPYCbl MpUeTaloT Yepes noyty, 0oCOOeHHO ecnin No/b30BaTbCs CTaHAAPTHBIMU MO-
4yToBbIMU cepBucaMmn Gmail, AHaekc, Mail.ru. Bupyc MmoxeT yHUUTOXUTb BCe — 1C, [OKYMeHTbI, ba3y
[OaHHbIX, 3alMppoBaTb BCE AUCKM. XOPOLLO, eCnin KOMMaHus Bonbluas, HaCTpOoeHa 3almTa nepu-
MeTpa 1 B KOMaHe eCTb CUCAAMUH, KOTOPbIN ONMepaTMBHO yCTpaHUT Nnpobnemy. Y manoro busHeca
He Bcerga ecTb Takie BO3MOXHOCTH.

BHeOpuTb 3pPEeKTUBHYIO CUCTEMY 6e30nacHOCTM — [O0CTaTOYHO noporoe ynoBonbCTBMe. M Ha
3TOM TOXe MOXHO cakoHomuTb ¢ Office 365. Hanpumep, B noute Exchange no ymonuaHuio ecTb
2-3 BCTPOEHHbIX aHTUBKUPYCa. Azure Information Protection 3awmiuiaet ot Hebe30MacHbIX BIOXXEHU,
OULLIMHTOBbLIX aTak, Yrpo3 HY/eBOro OHfA, KOraa BMPYC MULLETCA oM OnpefeneHHYo KOMMaHUIo.
Kpowme Toro, B Office 365 BCTpoeHa cucTeMa MHOTO(aKTOPHOM ayTeHTUDUKALUM.

CreunarnbHasi BCTpPOeHHasi PyHKLMS NPefoTBPaLLaeT yTeuKy AaHHbIX U OLIMOOYHYIO OTNPaBKY KOH-
dunaeHUnanbHoM MHGOPMaLMK MOCTOPOHHUM NMLLAM. TO €CTb, HUKTO HE CMOXET MpoYnTaTh KOPMo-
paTMBHbIM OOKYMEHT 3a npeesiaMu KoMnaHum.
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8. ABTOMaTU3aLMa 6M3Hec-npoL.eccoB

Bce xoTT aBTOMaTM3npoBaTh bu3Hec. Kak 370 coenatb, € Yero Havyatb? OBbIYHO NPOUCXOAUT Tak:
KOMMaHMs NoKynaeT creunanbHylo nporpamMmy Ans aBTomaTmM3aumu kakoro-nnbo npouecca. Ha-
YMHaET ee BHeLPSATb U CTa/IKUBAETCS C TeM, YTO OOMBLIMHCTBO COTPYLHUKOB He XOTAT NPUHMMATb
HOBOE pelleHne: NPUXoOUTCA NePeHOCUTb AaHHbIe, HOBbIM MHTEP(ENC KAXKETCH CMIOXKHbIM U Hey-
Lo6HbIM. Kyna npusbluHee paboTaTh B ntobumom Excel.

B npunoxeHusix Office 365 Bce MHTYUTUBHO MOHSATHO W YA06HO. Tem HBonee HOMbLWNHCTBO COTPYA-
HWKOB exeaHeBHO paboTaeT c ee OPUCHBLIM NAKETOM.

Mpumep. Kak NpoUCXOanT cornacoBaHune [OKYMeHTOB? OyeHb YacTo — 4yepes nouty. C Office 365
MO>HO aBTOMaTM4YeCKM COrMacoBbiBaTb OOrOBOPbI M 3aABKM. [JOCTaTOYHO MPOCTO HACTPOMUTbL MYyLL-
yBegomneHud. MNMpu nonyyeHn HOBOTO OOKYMEHTa Ha CornacoBaHue aBTOMaTUYeCKM mocTynaer
yBefoMneHne Ha CMapTPoH Nnbo B NouTy.

C npunoxeHuem Flow MoXHO cobupaTb faHHble U3 COLManbHbIX CETEN, OTCNeXMBATL YNOMUHAHUS
0 KoMnaHuu B Facebook, Instagram, Twitter no kntoyeBbIM CIOBaM, NONyYaTb YBEOOM/IEHWUA MO Ta-
KM cobbITUAM 1 cobrnpaTh BCe 3TW AaHHble (KOMMEHTapWUK, OT3bIBbl KIIMEHTOB U Mp.) A5 OalbHen-
Liero aHanmsa.

M 3To Bcero napa npumepos. MHcTpymeHTbl Office momoryT aBTomaTnsmnpoBatb ropasno 6onblue
BHYTPEHHMX MPOLLEeCCOoB.

9. byabTe B Kypce 4YTO M KaK NPOMCXOAUT B KOMNaHUKU

B npunoxeHun Power Bl MOXHO HacTpouTb 0Byt aHanIMTUKy — 06beMbl MPOAaX, pacxomn KaH-
LENPCKMX TOBAPOB, MApPKETUHIOBblE aKTMBHOCTU U BIOLXETbI, aHaNM3 NpoLaxk Nno KaTeropusm,
reorpadun, MeHegxepam, GUHAHCOBbIE OTYETbI U NP. BCe 3TO NpeAcTaBNseTCd B BUAE HAMMAOHbIX
rpapuKoB 1 AnarpamMm, KOTOPbIMU MOXHO AeNTbCs 1 06CYy»aaTh € Koneramu. Mpuyem Bce 370 Co-
BepLueHHo becnnatHo B pamkax Office 365, 6e3 nookntoUYeHUA CUCAAMUHOB U BIOXKEHWUI B OTLOENb-
Hoe O.

10. Bceraa neranbHoe M0 ¥ ogHa nognuckKa
Ha 15 ycTpoicTB

MbI IPUBBIK/IY K TOMY, YTO O4HY NIMLEH3MI0 OPUCHOTO Nake-
Ta MOXHO YCTaHOBUTb TOIbKO Ha OAMH KOMMbloTep. A oHa
nognucka Ha Office 365 — 3T0 neranbHbIN NakeT OPUCHbIX
nporpaMmm ans 15 yCTpOMCTB OQHOBPEMEHHO (3TO MOXeT
6bITb Kak Mac, Tak 1 koMnbloTep Ha OC Windows; gomalu-
HWUIA UK pabounii HOYTOYK; NMNaHLWeT UK CMapTHOH).

Bce o6HoBReHMs npunoxexuii Office 365 AOCTYMHbI aBTO-
MaTuyecku u abcontoTHo BecnnatHo. U Bce 3TO Mo GUKCU-
pOBaHHOW exxeMecsiyHoM aboHeHTCKoM nnarte.

Bbl crnipocuTe CKOJMIbKO 3TO ctout? OT 11,09 BYN B mecsl,.
BO3MOXHble BapnaHTbl CMOTPUTE Ha cariTe www.office365.
softlinecloud.by.

M 370 BCero nuiwb Hebonbluoi Habop cLueHapues, C MOMO-
LLbIO KOTOPbIX MOXHO YNPOCTUTb XW3Hb cebe 1 cBOEel Ko-
MaHpe.

Moka He nonpobyelib — He MokMellb. [103TOMY Mbl
npepnaraem 30 gHen HecnnatHOro TecTtoBoro nepuopa.
Monpobyite Office 365 B cBoel paboTe 1 fenalite BbIBO-
aobl camun. i

OcTaBuUTb 3asBKY MOXHO Ha caitte www.office365.softlinecloud.by vnn cessaslimcs
Mo yKa3aHHbIM KOHTaKTaM:

EBreHMin AHApPeruyK, PyKOBOAMUTENb HanpaBneHus no npogaxe pelieHunin Microsoft
B CTpaHax BocTouyHoM EBponbl 1 LieHTpanbHoM A3unun

Ten.: +375 (17) 336-55-95 no6. 4474 E-mail: Evgeniy.Andreychuk@softline.com

Digital Transformation and Cyber Security Solution Provider 17



O6GnauHble peweHus |

CoBpeMeHHble UHCTPYMEHTbI
ANA paeoTbl C AOKYMEHTaMHU
ANnA HauMoHanbHoro 6aHka Pb

3akasumk: HauunoHanbHbIM 6baHk Pecnybnuku benapycb

OTpacnb: pUHAHCOBAA OEATENIbHOCTb

3apaua: 06HOBUTb OPUCHBIE MPUOXKEHUS W NPEfOCTaBUTb CPELCTBA A1 COBMECTHOM
paboTbl COTPYOHUKOB Had AOKYMEHTaMM

PeweHue: npunoxeHus Office 365

Pe3ynbTaTtbi: NOBbICUNIACh 3PPEKTUBHOCTb BU3HEC-NPOLLECCOB U COKPATUIUCL 3aTpaTbl Ha MO

0 KoMnaHuMU

HauumoHanbHbIn 6aHK Pecnybnnkun benapych — LieHTpanbHbii 6aHk Pecnybnunku Benapycb, obecneunBa-
€T CTabuUnbHOCTb HaHKOBCKOW CUCTEMBI B CTPaHE U HageXHoe GYHKLIMOHMPOBAHME MIATEXHOM CUCTEMBI.

Cutyauud

Mcrnonb3oBaHWe pasfiMyHbIX BEPCUA OPUCHBIX MPUNOXKEHUIA, GaiIOBOTO XPaHUINLLA, OTCYTCTBUE
WMHCTPYMEHTOB A1 COBMECTHOM paboTbl HafA, LOKYMEHTaMU BbI3bIBaNO TPYAHOCTM NPU B3auMoLein-
CTBUM MeX Iy COTPYOAHWKAMMU.

18
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PykoBoacTBo HauuoHanbHoro 6aHka PB NpuHSN0O pelleHne BHeAPUTb efuHOe cpeacTBo ans bbl-
CTPOW 1 HaJEeXHOM KOPNOPaTUBHON KOMMYHMKaLMU — NakeT 0PUCHbIX MHCTpymeHTOoB Office 365.

B kauecTBe napTHepa no npoekTy bbina BoibpaHa komnaHus Softline.

3apauum

Mocne NpoBeAEHHOro aHanM3a NpOLLEeCCOB KOMMYHMWKaLMKU COTPYOHUKOB

W ayauTa Tekylel CUCTeMbl COBMECTHOM paboTbl, Hbinv chopmMUpOBaHbI

OCHOBHblE 331a4W, peLleHne KOTOpbIX AOMKHbI Oblnn obecneunTb UHCTPY-

MeHTbl Office 365:

1. CHWKeHMe 3aTpaT Ha TeXNoAOepxKY.

2.ToBbILEeHWe YPOBHSA UHTErpaumm ¢ Apyrummn cuctemamm Microsoft.

3.MoBbllWeHne ypoBHA BbesonacHocTu gocTyna.

4. ObecneyeHne paclUMpPeHHOro ayguTta OeiCTBUA aMUHUCTPATOPOB W
nosib3oBaTenen.

5.BO3MOXHOCTb KOHTPO/IS Kak 3a nepefaven MHGopmMaLmm, Tak 1 3a ee xpa-
HeHnem.

6.CHWKEHME U3[EPXKEK Ha NOALEPXKKY MHPPACTPYKTYPbI, annapaTHOro 1 npo-
rpammHoro obecrieyeHus.

3aka3umnky TpeboBanocb obecrneunTb CBOUX COTPYOAHUKOB MHCTPYMEHTaMM

L0151 COBMeCTHOM paboTbl M MONy4YnTb OOHOBMEHHbIE OPUCHDBIE MPUTTOKEHUS.

Hactpoutb UT-cepBuchbl Bb110 HEOBXOAMMO B COOTBETCTBUMN C TpeboBaHUS-

MU KOPropaTUBHOM cUCTeMbl 6e30nacHoCTy.

Ons aHanusa Tekyllen cutyaumm ucnonb3osBanHusa MO Microsoft, cneumanu-

ctamu Softline 6611 NpoBefeH SAM-NpoeKT, Mo pe3ynbrataMm KOTOPOro 3akas-

4MK Nonyumnn nofpobHble pekoMeHaaLMmM No peLLleHnto NoCTaBNeHHON 3aaa-

4M 1 IKOHOMMYeckoe oboCHOBaHME UCMONb30BaHUsA 06nayYHbIX CEPBUCOB.

PewweHue

Mocne obcnepoBanus UT-UHPpaCTpyKTypbl HaumoHanbHoro 6aHka cneuma-

nucTbl Softline NnpepnoXunu 3akasunky nepenTn K Cnosnb3oBaHuMio Microsoft

Office 365:

* pelleHMne BKJIOYAET aKTyallbHYO0 BEPCUIO NTOKaNbHbIX npunoxennii Office
(Bce 0BHOBNEHMS BK/OYEHbI B CTOMMOCTb MOAMUCKM), @ TaKxe eduHbIR
LEeHTP aAMUHUCTPUPOBAHUS;

- ncnonb3osaHue Office 365 No3BONAET CHU3NTL 3aTPaTbl Ha AOMONHUTENb-
Hoe MO 3a cyeT NOAKIOYEHUH MO 04HOM noanucke Ao 15 nonb3osaresib-
CKUX YCTPOWCTB;

* nepepnoBble Mepbl 6€30MacCHOCTM peLleHns NomMoratoT obe3onacuTb AaH-
Hble COTPYAHMKOB U 3aLUTUTb HEOBXoaUMble Palibl.

OCHOBHbIE BbITOAb!
nprobpeTeHra NakeTa
Office 365:

- CoBMeCTHasa paborta
BCeW KOMaHObl
B eHOW 3KOCUCTEME

- [loCTyNHOCTb C NMtoObIX
YCTPOMCTB 13 11060ro mecra

- ABTOMAaTMYECKoe
becnnatHoe obHoBMEeHME
BCEX MPUNOXKEHUM

- YoobHasa exemecdyHas
onnarta ot 11,09 BYN
(TapUdbl MOXXHO
MNOCMOTPETb Ha canTe
office365 softlinecloud by)

- MoLLUHble BCTPOEHHbIE
GYHKLMM BE30NaCHOCTU

MpoekT 6bl peanusoBaH B COOTBETCTBUK CO CTaHAapTamu 6e3onacHocTn HauunoHansHoro 6aHka Pb.
Mo 3aBepLUEHMIM HACTPOKM NPOLLEeccoB crneuunannctamu Softline 6b1n10 nposeneHo obyueHue UT-nep-
CoHara 3aka3umka rno Bonpocam UCMOb30BaHWsA CEPBUCOB U UX TEXHUYECKOM NOLLEPXKKE.

[Ons pykoBoauTenei u coTpyaHUKoB 6aHka Bbin npoBeneH TPEHWMHT Mo paboTe C HOBLIMU NMPUTOKEHU-

simu Office 365 1 NokasaHbl OCHOBHbIE CLIeHapUK X UCMOSb30BaHUS.

Pe3ynbTatbl

CoTpyaHUKKM HaumoHanbHoro 6aHka PB nonyunnu ynobHble MHCTPYMEHTbI AN 3GPEKTUBHOM KOMaHL-
HoM paboTbl, C MOMOLLIbIO KOTOPbIX OHW BCErAa MOryT OCTaBaTbCs Ha CBA3M W ONepaTMBHO peLlaTh 3afauu.
BHenpeHue Office 365 no3eonmno HaumoHansHoMy H6aHky PB NOBbICUTL 3PPEKTUBHOCTb BU3Hec-npo-
LIeCCoB W COKpaTUTb 3aTpaThbl Ha MO. [lanbHeRWnMM LiaraMmm no onTMMmn3aLmm 3aTpaT Ha npuobpeteHue/
NPOAJIeHME NPaB Ha NMNLEH3NOHHOe MO CTaHeT NPOeKT BHEAPEHUS CUCTEM yyeTa nnueH3ui (SAM). 1
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LACIT

DIGITAL TECHNOLOGY LABORATORY

<JIALIMT -
- JlasopaTtopun

LWMDPOBbIX TEXHONOrMK>>
nepewsna B oe61ako Office 365

3akasumk: «JIALMNT - labopaTopms LUGPOBLIX TEXHOMOMMIA»

OTpacnb: paspaboTka NporpaMMHO-annapaTHbIX KOMMIeKcos 1 MO

3apauva: obecneunTb ynobHOe NPOCTPaHCTBO A1 KOMaHAHOW paboTbl, cO34aTh KOPNOPATUBHYIO
noyty busHec-knacca

PeweHue: npunoxenus Office 365

Pe3ynbTaTtbl: COKPaATUAMCH 3aTpaTbl Ha MO, NOABMUAINCH HOBble COBEPLUEHHbIE MHCTPYMEHTbI

0 KOMNaHum

«JTIAUMNT - NabopaTtopus LMdpPOBbIX TEXHOMOTUI» — OpraHmn3auus-pas3paboTumk nporpaMmmMHo-anna-
paTHbIX KOMMIEKCOB U NPOrpamMMHOro obecrneyeHus, cneumnanm3npyoLWwascs Ha aBToMaTaunm un
poboTu3aumm NPOMU3BOACTBEHHbIX MPOLLECCOB MPOMBILLNEHHbIX NPeanpuaTuii, paspaboTtke npu-
KMafdHbIX MPOrpaMMHbIX MPOAYKTOB, OKa3aHWM yC/yr No CO30aHWUI0, BHEOPEHUIO, TECTUPOBAHMUIO,
COMPOBOXAEHMIO MHPOPMALIMOHHbLIX CUCTEM B MPOM3BOACTBE M TOProBJiE.

Cutyauusa

OnHUM 13 BaXkHbIX GpaKTOPOB ycnexa NT-KoMnaHnu aBNaoTca 3PPeKTUBHbIE KOMMYHUKALIMK KaK BHY-
TPpY OpraHn3aumnm, Tak U BOBHE. DTO MOXET OKa3aTbCA HeMpOCTON 3afa4en, eCniv B MPOEeKT BOBIEYEHO
60nbLLOe KONMYECTBO COTPYLHUKOB C pa3HbiM YPOBHEM OTBETCTBEHHOCTU U XapakTepom paboTb!.
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3agaua

TekyLas cMcTeMa COBMECTHOM pa60TbI B KOMMNaHuu «JIALIT» nepectana cooTBETCTBOBATbL Tpe6OBaHVI—
SIM KOMMaHUU 1 YPOBHIO peLliaeMbix 3afay. MotpeboBanncb HOBblE MHCTPYMEHTbI A8 paboTbl € AOKY-
MeHTaMu, yA0bHoe NpoCTpaHCTBO A5 KOMaHAHOW paboTbl, koprnopaTuBHas nouta busHec-knacca.

PeweHue

PykoBoactBoM «JIALUT» 6ObINIO MPUHATO pelleHrMe O MUTpauLMmn KOpropaTUBHbBIX CEPBMUCOB B
Microsoft Office 365, koTopbin 06beanHaeT Habop MPUTOXKEHUN U CUCTEM, HEOBXOAMMBIX B MO-
BCeHEBHOW paboTe, M AOCTYMNeH Mo Noanucke. B kavecTBe napTHepa bbina BbibpaHa KomMnaHus
Softline, obnapatoas onbiTom peanusauum NnofobHbIX MPOEKTOB.

OpfHoW 13 npuunH Bbibopa Office 365 cTano Hanuune B HeM cepBUCca A5 YNPOLLEHUS KOMaHAHOM
paboTbl — Microsoft Teams, KOTOpbI NMpefoCTaBNseT rPynnoBOM YaT, BOSMOXHOCTb NMPOBeAEeHUS
cobpaHuii no cetu, BCTpoeHHble npunoxeHue Office 365, nnaHMpoBLLKMK, 061ayHoe XpaHuIuLLe, a
TaK>Xe BO3MOXHOCTb MOAKOYATLCA K APYTMM CUCTEMAM U CEPBUCAM, UCMONb3YEeMbIM B KOMMNAHUU.
Bnaropaps aToMy B XoAe peanusaumu npoekTta B Teams 6bifia MHTErprpoBaHa cUCTEMa YrpaBieHus
agile-npoektamu 1 otcnexusanuns ownbok Jira.

PesynbTtaTt

CreumanucTbl koMnaHum Softline nomornu 3akasumnky Murpupo-
BaTb C €ro TeKyLLMX CUCTEM W HAaCTpouTb BCe cepauchl Office 365.
Mpunoxenus Office 365 BbIn yCTaHOBEHbI Ha NTOKaNbHble pabo-
4Me MecTa nosnb3oBatesieil. besonacHoOCTb JaHHbIX obecneunBa-
nacb bnarofaps LWMGPOBaHUIO NPU UX NepeMeLLEHNM, CPeACTBaM
3aLMTbI OT CMamMa W BpeAOHOCHbIX Mporpamm. Mocne ctabunumsa-
LMK CUCTEMbI COTPYOHUKM MOTIN MONb30BaATLCA HOBbIMWU UHCTPY- :
MeHTamm 4na paboTbl. N
Mpouecc murpaumm cepaucos B Office 365 3aHsn Bcero 11 gHei. i

uuuuuuuuuuu 18 A

Crapuwee pykosogcreo » Mpopaskm & -

[ PORr SUESPRNE S e ————

......

epre s o e s e

: «BbIbOp B Nonb3y nognucky Office 365 NoMOr 3akasuymky on-
g.u TUMW3MPOBATL 3aTPaThl Ha NporpaMMHoe obecneverye 1 Bus-
=y HEeC-CMCTEMbI 3a CYET NpUobpeTeHns X B apeHady C NoOMecsy-
HOM onnaTton. OTAENbHO XOTENOCh Dbl OTMETUTb BHEApPEeHUE
Microsoft Teams - NepenoBoro UeHTpa KoMaHoHOMU pa6oTb|_
3 3 PelleHre No3BOIMNO COTPYAHWKAM 3aKa34mka COo3[aBaTb pa-
EBreHumn AHOpenuyK, ~
PyKOBOAUTEND boure rpynnbl, 0OMeHMBaTECA GarnamMm, BECTM COBMECTHbIE

Hanpasnexus NPOEKTbI. BaxHOe NpenMyLLecTBO Microsoft Teams 3aknovaeT-
no npopaxe

peweruti Microsoft 1 B TOM, 4TO OHO MOXET MHTErprpOBaThCA CO CTOPOHHMMM Cep-
B CTpaHax BMCamMu, oenasn paboty bonee ynobHoM 1 3pGekTnBHOM. Kpome
BocTouHOM EBPONEl  1org  cOTPYAHMKM KOMMAHWV CMOTYT NOAKMOYaTh K NMpoeKTam

n LleHTpanbHoOM A3uun
CBOUX MapTHEPOB BHE OPraHN3auM», — DACCKA3ad/l PyKOBOL -

Tefb HaMpaBAeHWA MO NpoAaxke pelleHuin Microsoft B CTpaHax
BE 1 LIA EBreHuid AHOpenyyK.
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10 NPU4NH

nepenTn Ha Microsoft
SQL Server 2019

™

Microsofte

SQL Server

Cepaue coBpeMeHHON nnaTgopMbl
06pa6OTKM AlaHHbIX

3a nocnenHue 10 net SQL Server npoien nyTb OT pelleHUa 01 He-
6onbLwmx 1 cpefHnx CYB[, 0,0 MOLWHOM NNaTGOPMbl AaHHbIX YPOBHS npef-
NPUATUSI, PAaCCYUTAHHOM Ha KPUTUUHbIE BU3HEC-MPUNIOXEHMS MO HaJEeXHO-
CTU N OTKa30ycToMUYMBOCTU. C KaXkabIM HOBbIM penn3om SQL Server Bce
6osblie MMeeT NPaBoO Ha3blBaTbCH €AUHbIM LIEHTPOM YMpaBfieHUs BCEMMU
OaHHbIMKW. SQL Server y4nTbIBaeT BCe COBPeMeHHble TpebosaHms no pabo-
Te C AaHHbIMU Pa3HOO6pPa3HbIX POPMATOB U U3 Pa3HOOBPA3HbIX NCTOUHK-
KOB, U CTAHOBMTCS €CTECTBEHHbIM BbIGOPOM ANt MOCTPOEHUS NNATGOPMbI
MHTEerpaLuu, ynpasneHust u aHanmnsa nobbix JaHHbIX.
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TpeeoBaHusl K COBpeMeHHOi nnaTcgopMe 06pasoTKU AaHHbIX

B nocnepHue roabl reHepupyetcs n obpabatbiBaetcs Bce 6onblue AaHHbIX, yBeMynBaeTcs pasHoobpasme ux Gopmbl
M CMbICNa. YacTb AaHHbIX MO-NPEXHEMY MMeeT PeNALUOHHbIN GPOPMAT U reHepupyeTca TpaguLMOHHbIMU TPaH3aKLU M-
OHHbIMU MHCTPYMeHTaMun. OBbIYHO TakMe faHHble CTPYKTYPUPOBAHbI, UX CMbICT U LLEHHOCTb XOPOLLO NOHATHbI U 13-
BECTHbl. HO OrpOMHOE KONMYeCTBO AaHHbIX MMeeT ropa3fo 6osnee cbipoi BUA. DTO AaHHble C AATYMKOB U CEHCOPOB
(TOT caMbI MHTEPHET Bellelt), BuaeoKamMep, 3anmcbliBaloLLMX YCTPOMCTB. TU faHHble, CKOpee BCero, HecyT LLleHHOCTb,
HO M3BJieYb ee NokKa ropasno CroXHee.
Ponb coBpemMeHHOW NnaTdopMbl OaHHbIX — MPUHATb TakMe pasHOPOAHble AaHHble, MHTerpnpoBaTtb nx, obpabortaTtb
M U3BneYb LeHHYto Ans busHeca nHpopmaumio. KpoMe Toro, Takas nnatpopma LoskKHa:
ObpabaTbiBaTb AaHHble KaK B yXe CYLLEeCTBYIOLWMX NOKaNbHbIX MHPPACTPYKTYypax, Tak n B obnakax. 1o rubpupHoe
cocTosiHune ByaeT NpoaomKaTbCs eLle HeornpeaeneHHo JONroe Bpems.
Mo3BONSATL MEPEHOCUTL CYLLECTBYIOLME MHCTPYMEHTbl 06paboTkiu faHHbIX B 06navHyto nnatpopmy 6e3 cepbesHbix
M3MEHEeHUN.
Mo3BonATL pa3pabaTtbiBaTb COBPEMEHHbIe 061a4HbIX MPUTOXEHWUS C HYNS, 3a8ecTByS BCce 0bnayHble MHCTPYMEHTbI.
AHanuM3npoBaTb flaHHble OAWMHAKOBO YCMELWHO KakK B JIOKanbHOM cpefe, Tak U B obnayHon nnatdopme.
Ecnn 3a obnauHyto yactb 06paboTkm OaHHbIX oTBeyaeT Azure SQL, TO 3a NnoKasibHYl COCTaBASIOWY NAaTGoOpMbl
Microsoft onsa XpaHeHua 1 06pa60TKM OaHHbIX — SQL Server 2019.

Jsonouusa SQL Server

NMpousesoguTennb- CamocTtositelbHasaA | FOTOBHOCTb BU3HeC-KpUTUU- Docker u Linux UHTennektyanb-
HOCTb 6u3Hec- K pabote Has u obnayHas Hasa o6paboTka
aHanuTukKa B o6nake npousBoaUTeNb- BCEX AAHHbIX
HOCTb
SQL Server 2008 Mpo3payHoe WnppoBaHue 6a3 faHHbIX
I
SQL Server 2008 R2 PowerPivot | MHTerpauus SharePoint | Master Data Services

SQL Server 2012 AlwaysOn | ColumnStore B namsaTtu | Data Quality Services | Power View | O6nako

SQL Server 2014 O6paboTka B namat ans Bcex pabounx Harpy3sok | Mpon3BoanTENbHOCTL U MacluTabupyemMocTb
ontummusaumns ona rubpuaHoro obnaka | HDInsight | O6bnayHas 6u3Hec-aHanuTUKa

SQL Server 2016 1 2017* Jlyywas Npou3BOAUTENLHOCTb B OTpacan | CkBo3Has MobunbHas busHec-aHanuMTMKa
BCTPOEHHbIN MCKYCCTBEHHbI MHTENNEKT | Bbibop A3bika 1 nnatdopmsl | MpocTtas Murpaums B obnako

SQL Server 2019 MHTennekTyanbHas obpaboTka BCcex AaHHbIX | PaboTa ¢ knactepamu 601bWMX AaHHbIX MPU NOMOLLM
Spark 1 HDFS | BcTpoeHHble R 1 Python | Knaccudukaumns gaHHbIX v KOHTPONb COOTBETCTBUS
HopMaTMBHbIM TpeboBaHusM | Azure Data Studio

*Mopaepxka Linux u Docker Bnepsble peanu3oBaHa B SQL Server 2017

SQL Server ynpoujaet passeptbiBaHHue,
nepejayy U MHTerpawMio 60JiblIMX AaHHbIX

PeweHne ona obpabotkn HonblumMx AaHHbIX Ha ocHoBe Kubernetes, BctpoeHHoe B SQL Server,
NMO3BONSIET NErko pa3BepHyTb kfacTep 6onblMx AaHHbIX U paboTtaTtk ¢ HUM. Kubernetes obecne-
ynmBaeT pasBepTbiBaHMe xpaHunuuy, HDFS, penaumoHHoro mogyns SQL Server 1 cpeacTs aHanuTu-
Ku Spark B BUIe KOHTeMHEepOB B paMkax ofHOro yaobHoro nakerta.

B cocTtaB SQL Server 2019 BxoaaTt Spark 1 HDFS, KoTOpble MO3BO/MAOT BbINOIHATL YTEHWE U 3aMKUCb
HenocpepncTBeHHO B HDFS, ncnonb3ysa SQL Server unu Spark Apxutektypa Kubernetes obecneuun-
BaeT rmbkoe MacltTabnpoBaHne BbIYUCINTENbHBIX MOLLHOCTEN U XPaHWUIULL, MO 3anpocy.
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WHTerpauus CTPYKTYPUPOBaAHHbIX
M HECTPYKTYPHUPOBAHHbIX AaHHbIX

CerogHsilHMe 06beMbl flaHHbIX AeNatloT HePa3yMHbIM U HEBbITOHbIM KOHBEPTALMIO BCEX AOCTYnN-
HbIX AAHHbIX B PENALMNOHHbIE Tabnuubl ong xpaHeHuna B CYB[. Euwle 2 rona Hasap, Microsoft npen-
cTaBuna TexHonoruio PolyBase, no3sonsioLLyto ak3emnnsapy SQL Server obpabaTtbiBaTb 3anpochl
Transact-SQL, koTopble obpatiatoTcs K AaHHbIM Hadoop 1 06beauHaTb faHHble n3 Hadoop 1 SQL
Server. B SQL Server BHelWwHAa Tabnuua UM BHEWHUIA MCTOYHMK OaHHbIX obecneynmBaeT coenm-
HeHue c Hadoop, BUpTyanuaupys BHELWHWE UCTOYHUKM AaHHbIX 6e3 HeobxoAUMOCTH NX NPSIMOro
uMnopTa B penauuoHHyto 6a3y u notom obpatlatbCst K 3TUM AaHHbIM C 3anpocamu.

Taknum 0bpa3oM, faHHble HaKanIMBalTCs B CBOEM eCTeCTBEHHOM popmate, He obsi3aTenibHO pe-
NALUMOHHOM, HO MOTYT BbITb NpeAcTaBeHbl B BUAE BUPTYanbHOM Tabnuubl. BupTyanmsaumsa nos-
BOJIAET MHTErpMpPOBaTh AaHHble Pa3HOro GpopmMaTa, M3 pasHOPOAHbIX MCTOYHUKOB U MEeCT XpaHe-
Hus 6e3 Ux pennrkauum 1 nepemMeLLeHns, co3fanas eAnHYI0 BUPTYanbHY0 MaTpPULy AaHHbIX.

[« ]
il
Analytics Apps

v

SQL Server

PolyBase external tables

' ' '

NoSQL Relational Big Data
% ERADATA.  Srosoft cloudera $pa
mongoeDB DRAC LE ”R‘ ﬁ
HORTONWORKS'
cassandra

BbicOKass NpoM3BOAMTENIbHOCTDb

He nepsbint rog Microsoft noATBepX/AaeT BbICOKYO NPOM3BOAMTENbHOCTb SQL Server TpaH3akum-
OHHbIMW TeCTaMM U TecTaMu NMPOU3BOOUTENIbHOCTU XpPaHUULL, OaHHbIX. Bepcna 2019 otmedeHa
OT/IMYHbIMM pe3ynbTataMu B Clefyumnx Tectax:

+ npowussogutesibHocTb OLTP

+ npowussogutenbHoctb DW ona 1T, 10 Tb 1 30 Tb

* COOTHOLUIEeHMe LeHbl U nponssognTenbHoctn OLTP

* COOTHOLUEHMe LeHbl 1 npoussogutenbHoctn DW ona 1T, 10 Tb n 30 Tb.

MoaAep)XKa nocTossHHOM namaTu (PMEM)

MocTosiHHasa namsite (Persistent Memory, PMEM) — 310 6bICcTpas namaTb, obnapa-
IOLLAs BO3MOXHOCTbIO XPaHUTb [aHHble NOoCc/e OTKIoYeHUs NTaHmsa. OHa Nno3Bo-
nsiet obpabatbiBaTh OaHHble in-memory, 13baBnas oT HeOOXOAMMOCTU NepenaBaTb AaHHbIE MO
KaHanam nepepauu n yckopsis 06paboTky 3anpocos Ha 30% A1 UHTEHCUBHbIX pabounx Harpysok
BBOA-BbIBOMA.

24
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Moboit parn SQL Server, NOMeLLEHHbIR Ha yCTPONCcTBO PMM, Tenepb AOCTYyMNeH HanpsMyto, Mu-
HYs CTEK XpaHEeHUHA onepaLmMoHHON CUCTEMbI, UCMOSb3YHA 3PPEKTUBHbIE ONepaLmmnm memcpy.

f'MepuaHan TpaH3aKLMOHHaA/
aHanuTMyeckan oepaeoTtka (HTAP)

Mopenb HTAP no3sonqer OAoHOBPEMEHHO OCYLLeCTB/IATb OnepaunoHHble TpaH3akKUuMn 1 aHann-
TUKY Ha OOHUX N TeX >Xe OaHHbIX B OLHOW N TOM Xe NaMATK, Takxe peann3ysa nogxon in memaory.

MHTenneKTtyasnbHanA 06pa6o0TKa 3anpocos

Mapannenusauus 3anpocoB U ynyylleHHOoe MacluTabupoBaHMe 4acTbIX 3anNpocoB
6narogapsa MexaHU3MaMm MHTeNekTyanbHoM 06paboTkmn 3aNpocoB AenatT Npous-
BOAMUTENbHOCTb 3HAUUTENBHO Bbilwe., OTNOXKEHHAs KOMOUNALNUS TabNUUHBIX NepeMeHHbIx bonee
4yeM Ha 50% yckopsieT 06paboTKy 3anpocos.

MPUTOXEHNS U MHCTPYMEHTbBI aHAaNMTUKK paboTaloT CO BCEMU PENALMOHHBIMWU U BONbLUMMUK AaH-
HbIMUM Yepe3 Bedywmi ak3emnnap SQL Server npu nomouwm T-SQL.

CeMeiicTBO PYHKUMIA MHTENIEKTYaNIbHOM 06paboTKM 3anpocoB

WHTennekTyanbHasA o6pa6oTka 3anpocos

ApanTuBHas
06paboTka 3anpocoB

OTnoXKeHHass KoMNUNALUA MakeTHbIN peXxxum an6HM3MTeanaﬂ
TabnUuHbIX nepemMeHHbIX Ana AaHHbIX rowstore 06p360TKa 3anpocos

ApanTuBHbIE
COeINHEHMS

YepeaytoLeecs O6paTHas cBA3b Mpu6nu3anTenbHbINn
BbINOJIHEHME Nno BPeMEeHHO noAcyeT pasfimyHbIX
npepocTaBnsieMOMy 3HaYeHun
6ydepy namaTu

[MakeTHbIN
pexum

MakeTHbIN CTtpokoBoi
pexum peXxum

*[locTtynHo ana SQL Server 2019 Ha Linux
YKnpHbIM BbieneHbl HOBbIe U yCOBepLUIEHCTBOBaHHble dyHKumuK B SQL Server 2019

be3onacHoOCTb U COOTBeTCTBMUE
7 TpeeoBaHMAM

3almTa KOHPUAEHLMANbHBIX AAHHBIX MPU MOMOLLM TexHonornn Always Encrypted c 3awmilen-
HbIMUW aHKNaBamMu. LLndppoBaHUE Ha MecTe NMO3BONSAET BbIMOMHATL KpUNTOrpadpuyeckme onepaumm
C KOHOUAEHLMaNbHbIMU OaHHbIMKU 6e3 ux nepemelleHuns 3a npenenbl 6asbl JaHHbIX.

Kpuntorpadpuyeckmne onepauum BkovaloT B cebs wndpoBaHue ctonbuos U 3TK onepauuu Te-
nepb MOXHO BbIMOHATb C MOMOLLbIO Transact-SQL, U oHM He TpebyioT nepemMelleHns OaHHbIX U3
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6a3bl AaHHbIX. BHYTpU 3alMLLEHHbIX aHK1aBOB NMOALEPXKUBAIOTCS BCE MONMHOPYHKLMOHANbHbIE
BbIYUCNEHUA, BKOYAA COMNOCTaBNEeHUA N CPAaBHEHMS OMana3oHOB, YTO 3HAYMUTENIbHO paclinpser
BO3MOXHOCTU UX NPUMEHEHUS.

TexHonoruga Always Encrypted C 3alUMLLEHHbIMW aHKNaBaMK OOCTYMNHa B Windows Server 2019.

+ Client SQL Server 2019
I

' —-

: IA:| Enhanced

I Client

: plaintext Drlvero'n

\ e

n Azure Data Studio

Azure Data Studio (bbiBlwMIA SQL Operations Studio) — 370 ynpoljeHHoe KpoccnnatpopmMeHHoe
rpapuyeckoe CpeACcTBO YNpaBneHUsa 1 pefaktop Kofa. Mo3sonseTt co3faBaTb 3anpochl K pensaum-
OHHbIM U HepensauMOoHHbIM 6a3am faHHbIX C NOALEPXKKOM Pa3HbIX ONepaLUOHHbIX CUCTEM U UC-
TOYHWMKOB faHHbIX. Azure Data Studio no3sonser noaknovaTeca K SQL Server nokanbHo v B obna-
ke, B Windows, macOS u Linux.

n Bbiéop OC u KOHTeHHepoB

SQL Server 2019 otnnyaetcsi rMOKOCTbIO B OTHOLWEHUU Bbibopa nnathopmebl, s3blka nNporpam-
MWUPOBAHUA N CPEACTBA AOCTABKU.
Mopnepxka Red Hat Enterprise Linux, SUSE Linux Enterprise Server, Ubuntu u Windows
KoHTelHepbl Docker ans Linux n Windows YcTaHOBKa CO BCTPOEHHOM Noa,AePXXKOA MHCTPYMEH-
ToB Linux: Yum Install, Apt-Get u Zypper
OnuMH 1 TOT Xe ypoBeHb abcTpakuunm ¢ SQL Server Ha Linux
Bo3MoXHOCTb ucnonb3osaHus R, Python u Java npu pabote ¢ T-SQL. Tenepb pacluMpeHune a3bi-
Ka Java OOCTYMHO 419 BbINONIHEHWA KoAa Java B SQL Server.

m MHTEeNnNeKTyanbHbIA aHANU3 AaHHbIX

Passutme SQL Server nowsio no NyTy nHTEerpauum C pyrumu aHaantuyeckumm nnatpopmMmamm,
B YacTHOCTM Spark, koTopas Bk/loYeHa Ternepb B noctaBky SQL Server.

Spark siBnseTca o4eHb NOMNyNSIPHbIM UHCTPYMEHTOM L1 MalWWHHOTO 0byyeHus, A5 NPOABUHY-
TOM aHaNUTUKU, UMeeT 3PPEKTMBHYIO in memory MallnHy. M BCce 3TO MHTerpupoBaHo ¢ SQL, KoTo-
pbli O4eHb 3P PEeKTUBEH A9 BU3Yyann3aLmm aHaIMTUKK.

BO3MOXHOCTU aHaNMUTUKN U BU3yann3aunmn OaHHbIX. [paBUIbHbIM aHanM3 n 3GPeKTUBHOE Npes-
CTaB/ieHMe pe3ynbTaToB HanpaAMYylo BNAET Ha 3PPEKTUBHOCTb aHaIn3a OaHHbIX U BO3MOXHOCTb
NPUHMMaTb Ha UX OCHOBE ynpasfieH4yeckue peeHums. il

26

Digital Transformation and Cyber Security Solution Provider



| BesonacHocTb

UHBa3uBHOE
oécJiel0BaHMe:

- KTO TaKkue
NeHTecTepbl

Mobast MHPOPMALIMOHHAs CUCTEMA MOXET COAEPXKaTb YA3BUMOCTU. OCOBEHHO
3TO KacaeTcsl KPYMHbIX CUCTEM, B CO30aHUM U OopaboTke KOTOpbIX Yy4acTBO-
Ba/l0 MHOXXECTBO KOMaHp,. Bce M 4acTtn cucTemMbl NPaBUIIbHO U 00 KOHLA Ha-
CTPOEeHbI? He ocTanocb M HEe3aKpbITbIX paboumnx yyeTHbIX 3anucen. He 6bino
NN TEXHONOTMYECKOro YNyLLEHMS eLle Ha 3Tane NpoekTMpoBaHUA? Ha Bce 3Tn
BOMPOCHI MOMOXET HAaUTW OTBETbI NeHTecCT (OT aHrn. Penetration test, pentest -
TECT Ha NPOHUKHOBeHMe)!

Kak paeoTaeTt neHTecrep

MeHTecTep, MCNOMb3ya CTaHOAPTHble W HecTaHOapTHble Ll,mppm roBOpPAT CaMm 3a cebsa*
WMHCTPYMEHTbI, NPOBEPSieT CUCTEMbI, koTopble ByayT B nep-
BYIO oyepefb NoaBepraTbCd arakam, HaxoOuT YS3BMMOCTU
M CMOTPUT, KaKne BO3MOXHOCTM OHW OTKPbIBAIOT Mepef, 3/10- ~5°°/O ~129 OHen
YMbILLIEHHWKaMK. DTa paboTa NoxoXa Ha AeNCTBUS Xakepos, coﬁiﬁ;ﬁi“;‘%ﬁimﬁm {;ﬂfﬁdlaﬁ;‘ﬁrﬁiiﬂ%”oﬁm
O[lHAKO MeHTecTepbl He OOBOAAT OeN0 A0 OeCTPYKTUBHOIO

BO34eiNCTBKA. BMeCTo 3Toro oHun obpaLlatoT BHUMaHMWe 3aKas-
YMKa Ha NOTeHLMasbHblE «OblPbl» M NMOMOraloT UX 3aKPbITb.

KomMnaHuun n OpraHun3auun, KOToOpble BCepbe3 onacatoTcd no- 560/0 360/0
Tepwn OaHHbIX NN MHOTO yLu,ep6a, NOHMMAIOT, YTO TakKas Npo-

00N CUCTEM C TPMBUATIbHOM A0Ns yCNeLHbIX atak
BEpKa NMOMOXXET UM NnyyLle 3alnTUTb CBOUN CUCTEMDI. CROXHOCTbIO NPEoaoNeHIs C nonyueHrem aocTyna

MeHTecTepoB 6bin0 6bl HEMPaBWUbHO Ha3bIBaTb JleranbHbIMM SIS TN SURTEE R BN

unm «6enbiMu» XakepamMu, CKopee OHW TanaHT/InBble Mpo-

rPaMMMUCTbI N UHXXEHEPbI, MPOpECCUOHasbl, KOTOPble OT/INY- * o gamHbim Application Security Stetistics Report 2017 u Positive Technologies 3a 2016-2018 rr.
HO 3HAOT CBOUN MHCTPYMEHTbI, C MTOMOLLbIO KOTOPbIX NpOBeEpPS-

0T CUCTEMbI Ha MPOYHOCTb.

B komnaHusx Softline n Infosecurity HakonneHa obLumpHas akcnepTi3a no neH-TecTMpoBaHUio. Ham xo-

POLLUO 3HAKOMbI KaK CTaHAapTHble MHCTPYMEHTbI U pernamMeHTbl MpOoBepPKU Ha yA3BUMOCTb, TakK U cob-

CTBEHHble NpuemMbl HapaboTkuM, cBoeobpasHble Hoy-xay.
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Kakue BuabI yrpo3 4acto HaxoafT NeHTecrepbl

HecBoeBpemeHHOe
obHoBneHune NO

8 5 (e

YA3BKMblE BEG-NPUIOXKEHNS, HesakpbiTble MopTbl B OTKPBLITOM
Hanpumep, ons SQL-MHBbEKLM paﬁoqme NOTUHbI pocryne

Tonsko 8 5% Cny4aeB MeHTecTep He HaXOA4UT HU OJHOM YyA3BUMOCTHU

Buabl TecTUpoBaHUA CueHapum TeCTUPOBaHUA

PasHble npepMeTHble obnactm

OXBaTbIBalOT pasHble BUAObl Te- ’& @

]
CTMpOBaHus. Mpex e Bcero, Crie- ~ ’ NGO &, X
AyeT ckasaTb 0 meTonax 6enoro, " "
CEpPOro 1 YePHOro ALLMKOB.
Yawe Bcero 3akasumku npocat  Black Box Grey Box
I'IpOTeCTVIpOBaTb UX UMEHHO Mme- nEHTeCTEp BOCNpPOU3BOAUT ﬂeHTeCTep nMnTUpyet I-IeHTeCTep o6na,u,aeT
,D,GHCTBMQ BHELWHero ,ELel‘/'ICTBI/IR 3!10yMbIU_I!'IeHHMKa, r‘lpaBaMM /:LOCTyI'Ia
TOOOM YEPHOrO ALLMKA, TaK KaK  3/10yMbluneHHNKa, MMelowero obnaparoLiero 3HaHUIMM agMuHMCTpaTopa
obLee npencraBneHne 06 atakyemom obbekTe. U UMeeT NonHoe
OH Haunbonee I'Ipl/l6}'l MXKEH K pe- o6 atakyemom obbexte YpoBeHb U rnybuHa 3HaHUi npencrasneHue
13 OTKPbITbIX NCTOYHNKOB onpeaensatTca 3akazymkom. ob MH¢paCprKType

anbHOM CUTYyaLuun.

3ayeM 3aKa3uyuKy neHTect?

Yacto MOTUBOM, 4TOObI 06PaTUTLCA 3@ TECTUPOBAHMEM Ha MPOHUKHOBEHWE, CTAHOBATCA AN 3a-
Kasunka TpeboBaHUs perynsTopoB. s OpraHu3aLmii, KoTopbimM TpebyeTcst He3aBUCUMMOe NOATBEp-
XOEeHWe 3alUULLEHHOCTU, MeHTEeCT CTaHOBUTCS [0Ka3aTeNnbCTBOM OnaroHanexHocTu nepep npo-
BEPSAOLMMW OpraHaMmu. BTOpPoW MOTUB — MHUWMOEHTbI MB B Npowwnom. TpeTuii — HeobXxoanmMocCTb
3aLLMLLEHHOrO yAaneHHOro 4OCTyMna COTPYAHWKOB A1 yAaneHHo paboTbl.

A B oTpacnsix, rae ot 6e30nacHOCTM 3aBUCUT XKM3HecnocobHocTb BM3Heca, perynspHoe TecTupoBa-
HWe nepep ayAMTOM CTaHOBUTCS CTaHOapTOM KadecTBa UMb, cBoeobpasHbiM TpeboBaHnem «Lnuppo-

BOM TMITMEHbI».

9

OGnacTu NnpoeepeHUn NEHTecTa

BHeLUHMIA NEeHTECT U TecTupoBaHue Be6-npunoxenuit (Black, Gray box)

370 CamblIii pacrpoCcTpaHeHHbINA BU neHTecToB. Mbi obcnienyem nyn IP- unm Beb-agpe-
COB, UCIOJIb3yeMbIX CepBepamm KOMMnaHmm, CKaHMPYyeM 1xX 1 UCTbITbIBaeM Ha MPOYHOCTb,
NCXOLS U3 3HAHWI TEXHOJIOMM aTak.

MouCK B MHTEpPHETE CanToB 3aKa34ymKa 1 NogaoMeHOB

CkaHMpOBaHWe NOPTOB 1 onpepeneHue ciyx6, MCNONb3YLWNX X
NoeHTuduKaumsa ncnonb3yemMoro MO 1 TexXxHonormm

MouCK M aHann3 ysa3BMMOCTEN MPUNOXEHUHA, BXOOAWMX B KACCUPUKALMIO
OWASP

MpoBefeHWe atak, HanpaBeHHbIX Ha 3KCMIyaTaumio YA3BMMOCTeN (Mo cornacosa-
HUIO C 3aKa34MKOM)

AHanu3 pesynbTaTtoB 1 NOAroTOBKa peKoMeHgaLumm

BHYTpEHHMI NeHTECT MHPOPMALIMOHHBIX cucTeM (Black, Gray box)

BTOpOV¥ M0 pacnpoCTpaHeHHOCTHM BUA, MEHTECTUPOBaHMS. [NbiTaeMcs BOCrpomn3BecTu
araky BO BHYTDEHHEM KOHTYpe 3aKa3umka.

MoaknoyYeHne K Nosib30BaTeIbCKOMY CErMeHTY CeTu

AHanus Tpadurka NPOTOKOIOB KaHa/IbHOrO 1 CETEBOrO YPOBHEN

Ddusmyeckoe BHeApPeEHNE U MHCTPYMEHTaNIbHOE CKaHMPOBaHME PEeCypCoB BHY-
TpeHHen cetu

Mouck ysi3BUMOCTeR Ha 0BHapy>KeHHbIX pecypcax

MpoBeneHue ceTeBblX aTak M atak, SKCrIyaTUPYOLLNX YI3BMMOCTH

Mony4eHne nokanbHbIX N JOMEHHbIX YY4ETHbIX 3anncen

AHanu3 pe3ynbTaTtoB M1 NOArOTOBKAa peKoMeHaaLumn
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MeHTect Touek pocryna Wi-Fi (Black box)

P S OcyuiecTBnsemM BHeLLHIOW ataky Yepe3 Wi-Fi
‘“' - M3yuyeHune xapaKkTepucTuku u ocobeHHocTel cetelt Wi-Fi Ha 06bekTe

MpoBeAeHWe aTak Ha ayTEHTUPMKALMIO U aBTOPMU3aLMIO B BECNPOBOAHbIX CETAX
MonyyeHne KoYen LUIMPPOBAHNS MeX Y KIMEHTOM M TOUKOW AOCTYyMa
MpoBefeHWe aTak Ha annapaTHoe obecneyeHue ceTei Wi-Fi

YcTaHOBKa NoAAenbHOM ToukK AocTyna Wi-Fi, npoBeeHWe aTak Ha KJIMEHTOB CeTeM
O6paboTka pe3ynbTaToB M NOATOTOBKA PeKOMeHA AL

CouuotexHuueckui neHrtect (Black, Gray box)

() _
oVeVe CHUMYIMPYEM BHELLHIOI aTaKy C UCr0/1b30BaHUEM TEXHUK COLMATbHOM MHKEeHepumn
'n!!w"'w - C6op paHHbIX 06 06bekTe 1 Nosib3oBaTensx

- MNoArotoska NPOBOLMPYIOLWMX OaHHbIX

Paccblifika cOOBLLLEHMIA MO 3NeKTPOHHOM NoYTe, Yepes MecCeHaxKepbl

JInyHble 3BOHKM (TenedoH, Skype)

ObLeHMe Yepes coumanbHble ceTu

PacnpocTtpaHeHue HocuTenen nHpopmaLnm C NPOBOLMPYIOLLMMIK OaHHbIMN
AHanus pe3ynbtaToB W npoBeneHne obyyeHus

B3/10M naponer Ha cepBucax JIMHYHOIO UCMONb30BaHUS W X Nofbop Ha Kopropa-
TUBHbIX pecypcax

Ayaut cetn (White box)

MHBeHTapu3auus cetn
u - TpoBepka akTyanbHOCTK Bepcuii MO, ownboK KOHGUrypaLMmM XOCTOB U Mexce-

TEBbIX 3KPaHOB
MOoUCK 1 aHanu3 ysa3BMMOCTEN ceTeBbIX CNyx6

lpoBepka COOTBETCTBUS MEXCETEBbIX 3KpaHoOB cTaHaaptam UMb (PCI DSS, NIST,
NERC n op.)

OnpepeneHve MoAenu atakyiollero, pasMelleHne ero B MHTepecyiollem cer-
MeHTe CeTu

MpoBeaeHue ceTeBbix aTak (Spoofing, MiTM)

MocTpoeHne BEKTOPOB aTak M NOAroTOBKaA NjaHa ang MMHMMM3aunm puckos Nb

OTyeTHOCTb

Pe3ynbTaTOM MeHTecTa CTAaHOBUTCS OTYET C PEKOMEHAauMsiMU Mo MOAEPHU3ALMN NMPUITTOXKEHWIA, Ce-
Tel, HaCTPOEeK CepBEPOB AJ151 3aKPbITUS CYLLECTBYIOLMX «Ablp» B 6e3onacHocTu.

NpuMep peanu3auuu

KOMIMAHUSA «A»: 5000 cOTpyAHUKOB, 6 Gpunnanos, 160 B2B-KIMEHTOB (KPYMHbIX N CPEAHUX WH-
TepHeT-MarasmHoB).

PE3YJNIbTATbI: BbiiBneHo 12 yA3BMMOCTEN C HU3KMM YPOBHEM pPUCKA, 5 — CO CpedHUM, 2 — C Bbl-
cokuM. Camast KpUTUYHas YA3BMMOCTb — SQL-MHBbekuMsa Ha Beb-nopTarne, KOTopasi MO3BOSET 3/10-
YMBbILMEHHUKY MONYYUTb KOHTPOSb Hag cepBepoM 6a3 AaHHbIX. [JaHbl peKoMeHAaLMK, Kak noBbi-
CWUTb 3aMLLEHHOCTb CUCTEMbI C YYETOM BCEX BbIAB/IEHHbIX YA3BUMOCTEN.

MEPOMPUATUSRA: BHELLHWIA NEHTECT, BK/IOUasi TECTUPOBaHWE BED-MPUNTOXKEHNIA METOAOM «HEPHOTO SLLMKa»
CPOKM: 25 pabouunx gHeit

HALUU NPEMMYLLEECTBA

CepTndunumnpoBaHHble cOTpyaHuKkK (Pentestit, OSCP)

MMbkuit noaxon;: oT 0bcnenoBaHMs OTaeNbHbIX KOMNOHEHTOB (Wi-Fi, caliT 1 T.4.) [0 KOMMIEKCHOTO
obcnenoBaHusa

OnbIT paboTbl € pa3HbIMK KOMMNAHUAMU: GUHAHCOBLIMMW, FOCYAAPCTBEHHbLIMW, MPOMbILLIEHHbLIMU

Mcnonb3oBaHWe COBCTBEHHbIX HOY-Xay, BbICOKOTEXHOMOTMYHOMO annapaTHoro obecneyeHus u
metogonorunin il

KoHTaKTbl

3a NoApOBHOCTAMM M KOHCY/bTaLMIA MO MPOBELEHUIO NeHTeCTa obpallanTecs K creuuanucty Softline:
AnekcaHpap Aly6uHa, pyKoBOLUTENb HanpaBieHus MHGopMaLMoHHOM HesonacHocTu Softline:

+375 (17) 336-55-95 106.4496 | Alexander.Dubina@softline.com

| BesonacHocTb
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BesonacHocTb |

be30nacHOCTb MOG6MJIbHbIX
YCTPOUCTB

PbIHOK MOBWIIbHbBIX YCTPOMCTB NPOAOSIHKAET aKTUBHO Pa3BUBATLCS U 3aBOEBbIBATb
pa3Hble chepbl HaLLer XM3HW. COTPYOHUKM aKTUBHO MOJb3YHOTCS MOBUbHBIMU
feBaricamu Ha paboTe, B NOBCEOHEBHbIX AeNax U y>ke He NPeACTaBstoT CBOE CyLLe-
CTBOBaHWe 6e3 cMapTPOHOB W NNAHLLIETOB. B CBA3M C 3TUM YBENIMUYMBAETCS KONMUYe-
CTBO BCEBO3MOXHbIX aTak.

BCTPOEHHble aHTUBMPYCHbIE MPUNOXEHUS YXKEe He CNPaBASIOTCS C 3aLUMTON, YTO
TpebyeT oT UT-cneunanmcToB NpUMEHEHMS HOBbIX MOAXOA0B A5 obecrneyeHums
6e30nacHOCTN OaHHbIX. MeHeaykep No npoga)kam peleHuin MHPopMaLMoHHOM He3-
onacHoctn Softline KOpuh Boryw pacckasan 0 COBPEMEHHbIX aTakax Ha MOBubHble
YCTPOWMCTBA U HOBbIX TEXHONOTUAX UX 3aLLMUTbl.

— KaKum aTakam cerofHsi noaBepraioTcs MoGunbHble yCTPOUCTBa?
- C KaXOblM OHEM YBENMYMBAETCA KOMMYECTBO BPELOHOCHbLIX MPOrpamMM, KOTOpPblE UCMOMb3YOT
YS13BUMOCTM CMApTGOHOB U MnaHLWeToB. BpegoHocHoe HaHkoBckoe MO, KOTOpPOe HampaBfieHo Ha
OHNanH-baHKUWHT, WnuoHckoe MO, cobupatoLlee Baln NUYHbIE AaHHbIE, MPOrPaMMbl-BbIMOraTeNu,
SMS-TPOSIHLLbI — OAHWU U3 CaMbIX MOMYNAPHbBIX HA CEFOAHSALWHUIA OeHb.

- Kakue pelueHUsi MOMOraloT 3alWMnTUTb MOOUIIbHBIE YCTPOMCTBA OT COBPEMEHHbIX
BPeAOHOCHBIX Nporpamm?

HOpwin boryL, - Jlloan nonb3yoTca Ha pa60Te pas3inYHbIMU ragyketamMmu, HO faneko He Bce NT-oTaenbl Cnepar 3a
MeHenyep nx 6e30nacHoOCTbIO, @ 6osbLIas YacTb CYLLECTBYIOLMX HA TEKYLLMA MOMEHT aHTUBUPYCHBIX NPOAYK-
Mo npopaXam TOB YCTPaHsieT, B OCHOBHOM, OTAeNlbHble Npobnembl, HO He obecneyrBaeT KOMMIEKCHYIO 3aLuTy.
peLleHui M3-3a 3TOrO 3/10yMbILWEHHUKM MOTYT UCMOMb30BaTh YA3BUMOCTU MOOUbHBIX YCTPOMCTB COTPYA-
MHPOPMALIMOHHOM  HMKOB KOMMaHWI, 4TOObI MONYUYUTb [OCTYN K 3aKPbITOM KOPNOPaTUBHOM MHPOPMaLIUK.

6e3onacHocTU Ha TekyLinit MoMeHT pelueHue SandBlast Mobile komnanum Check Point sBnseTcs ogHUM 13 nyydLLmx
Softline. Mo 3aLwmTe MOBUbHBIX yCTPOMCTB Ans iOS 1 Android. OHo obecneunBaeT 6€30MaCHOCTb KOMMNaHUK

M NO3BONAET COTPYyAHUKAM paﬁOTaTb C NMOMOLLbIO CBONX MOBUbHbIX yCTpOVICTB.
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— Kak pab6ortaet SandBlast Mobile?
- MponykT obHapyXunBaeT BPeLOHOCHbIE MPOrPaMMbl, HAXOAUT U3BECTHbIE U COBEPLUEHHO HOBbIE
TUMbI YrPO3 C MOMOLLbIO 3MYNALMMK, PACLUIMPEHHOTO CTaTUCTUYECKOrO aHanm3a Kopaa, penyTauum
MPUNOXEHUI N MALLIMHHOTO 0byyeHus. Bo Bpemsi 3arpy3ku Kakoro-nmbo npunoxxeHust Ha Mobusb-
Hoe ycTpolcTBO, SandBlast npoBepsieT ero B BUpTyanbHOM 0b6nayHom cpefe, npexae Yem paspe-
WNTb ero YCTaHOBKY W AasibHeliLlee UCMOoJb30BaHMe.
KnbepnpecTynHWKM 3HaOT camble crabble MecTa B MOBUbHbBIX YCTPOMCTBAX — YS3BUMOCTU B Ore-
PaLMOHHbIX CUCTEMAX, MpUNoXeHusX. SandBlast Mobile B pexxunme peanbHoOro BpemeHu oLeHuBaeT
pUCKK Ha ypoBHe ycTpoiicTea (OC) U yMeHbLUAET NOBEPXHOCTb aTaku nyTem oOHapy>XeHUsi ya3BK-
MOCTEW, U3MEHeHW B KOHUTYpaLmax 1 axennbpeiika.
Mpu obHapy>XeHUWN Yrpo3bl peLleHne aBTOMATUUYECKM CHUXAET PUCK ee MPOHUKHOBEHUSI B CUCTEMY
BMJIOTb [0 MOJNTHOTO yaaneHus u faxe 6e3 yyactusa nonb3osatens. SandBlast Mobile Takxe akTn-
BupyeT VPN npu HeobXoOMMOCTU TYHHeIMPOBaHUS Tpaduka A5 AOCTYNa K KOPNOPaTUBHbLIM pe-
cypcam. Mpu obHapy>XeHUn yrpo3bl Ha YCTPOMCTBE KOPMOPATUBHBIN AOCTYMN K AaHHBIM MOMHOCTbHIO
6nokupyercs.

- Kako# ¢pyHKumnoHan y pewenus SandBlast Mobile?

- MNpoayKT aHanu3upyeT noBeAeHWe yCTaHaBMBaeMbIX Ha MOBUIbHOE YCTPOMCTBO MPUIIOXEHUI,
obHapyxMBaeT BpPeLOHOCHOE MOBeAeHWEe M aBTOMATUYECKM OTKIIIOYaeT MoAO3PUTENbHbIE CETU.
Takxe MpOBOAMTCS aHanM3 MOBUNbHBIX YCTPOMCTB W BbiSIBIEHWE YSI3BUMOCTEN, KoTopble Kubep-
NPeCcTYMHUKU UCMOSb3YIOT AJ1F KPAXM KOPNOPaTUBHbIX AaHHbIX. O4HOBPEMEHHO C 3TUM pelleHne
duneTpyetT URL, Bnokupys mocTynbl nonb3oBatenei k HebesonacHbiM Beb-cailTam, npenoTtspa-
WaeT GULLIMHIOBbIE aTaku Ha BCe MPUNOXeEHUs, BNIOKMPYeT 3apaxeHHble YCTPOMCTBA OT OTMNPaBkM
KOHOUAEHLMANbHbBIX OaHHbIX B 6BOT-CETb M 3alULLaeT KOPNOPATUBHbIE MPUNOXEHWUS U OaHHble OT
3apa>keHHbIX YCTPOMCTB.

Brnaropapst SandBlast Mobile komnaHus Check Point yxe BTOpoW ropg nogpsin sBnsetcs nuae-
pom IDC MarketScape cpenm NoCTaBLUMKOB peLleHnin ansa mobunbHon 6besonacHocTn (otuyet IDC
MarketScape Worldwide Mobile Threat Management Software 2018-2019 Vendor Assessment, fe-
kabpb 2018 r.).

— O6ecneunsaet nu SandBlast 3awuty cetn?
- MpunoxeHune SandBlast Mobile nocTosiHHO nNpoBepsieT MOBUIbHBIN TpaduK Ha ycTpoilcTee He3
MapLUpyTU3aLMK JaHHbIX Yepe3 KOPNopaTMBHbLIN W3. 9To obecneynBaeT KOHPUAEHLMANBHOCTb
[aHHbIX 1 Nonb3oBaTesnen.
PellieHWe npeAnaraeT WMPOKWUIA CMEeKTP BO3MOXHOCTE ceTeBOM 6@30MacHOCTU, KOTOPbIE BKITIOUAIOT:
AHTU-DULIUHF. BNOKMPYET GULLNHIOBbIE aTaKW Ha BCE MPUIOXKEHWUS: SNIEKTPOHHYIO MOUTY, MeCCeH-
[>Kepbl, COLManbHble CeTu.
BesonacHbIi NPOCMOTp. BNoKMpyeT JOCTYN K BpeOHOCHbIM CaiiTaM BO BCex bpay3epax Ha OCHOBe
OMHaMMWYecKoro aHanmsa 6esonacHoCTy, npenocTaBiaeMoro KpynHenien B Mmpe 6a30M gaHHbIX
yrpo3 Check Point ThreatCloud.
YCNOBHbIN AOCTYN. BNOKMPYeT LOCTYN 3apaXkeHHbIX YCTPOMCTB K KOPMOPaTUBHBLIM MPUIIOXEHUSM.
Anti-Bot. O6Hapy»u1BaeT 3apaxeHHble HOTOM yCTPOMCTBa M aBTOMaTUYeCKM BIOKMPYeT CBA3b C
cepsepamu ynpasneHus un koHtpons (C&C).
ounbTpaumio URL-agpecoB. MpefoTtspallaer fJocTyn Kk Beb-caiiTam, KOTOpble 3anpeLleHbl Kop-
NOpaTMBHOWM MONIMTUKOW OpraHmM3aumu. STO NO3BOMSET NPEeANPUATUSM UCMNONb30BaTh YEPHbIN U
6enbiit cnucok Beb-caToB C AeTanbHOM JeTanu3auuneit U NpUuMeHeHneM NoUTUK Ha MOBUbHbIX
yCTpoWCTBax BO BCcex Bpay3epax 1 NPUIOXEHUSX.
Wi-Fi Network Security. O6Hapy>uBaeT 3noHamepeHHoe noBefeHWe B ceTh n Man-in-the-Middle
aTaku, aBTOMaTUYECKM OTKJTIOHAET NOAK/OYEHWUS K BPEAOHOCHbBIM CETSIM.
3awuTty Mo6unbHOMi cBAsU. [MobanbHOe UCNob30BaHWe NPOTOKONa SS7 03HayYaeT, YTO MOTeHL M-
anbHO KaXKAbli cCMapTdOH NoABepXKEH aTakaM 3M10yMbllLeHHWKOB. SandBlast Mobile o6HapyxwmBa-
€T W NpefoTBPaLLAEeT CMIOXKHbIE aTaku, KOTOPble UCMOMb3YIOT YA3BUMOCTU MOBUBbHOWM ceTu, Takue
Kak aTakun SS7, KOTOpble BKJIIO4AOT B3/10M 06MayHbIX CEPBUCOB, NepexBaT Bbi30Ba U SMS-coobue-
HWIA, UCNONb3yeMblX A5 ABYXPAKTOPHOM ayTeHTUpUuKaLumu. i

OcTanucb BONPOCbI? O6paluaiitecs k MeHeaXepy Mo NPofiaXam peLueHMit
MHdOpMaLMoHHol Be3onacHocTu Softline KOputo Borywy

no tenedoHam +375 (17) 336-55-95 no6. 4482 | +375 (29) 326-63-92

unu e-mail Yuriy.Bogush@softline.com.

| BesonacHocTb
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FHS5WORD

MOLLEHHWUYECKMX omnepaLmnin:
aHTUdpos Softline

«YT0b6bI NOVMaTh NpecTyriHnKa, Hy>XHO OYyMdaTb, KaK rnpectyrHumK»

4

66%

66% KoMMaHuit 56% KomMnaHui yBenuinnm B 22% cnyuaes yuiepb 39% — oona pykosogutenen
CTanu xepTeamu pacxofbl Ha 6opbby OT 3KOHOMMYECKNX cpeau BHYTPEHHUX
3KOHOMMYECKMNX C 3KOHOMWYECKNMM npecTynneHuni npaBoHapyLmTenen
NPeCcTynieHni c Havana NpecTynieHnamm coctasun bonee B 2018 rogy
2018 ropa 3a nocnegHue 2 roga $1MIH (15% - B 2016 rony)

*r1o AaHHbIM UCcnefoBaHms KoMmnaHum PwC (ayauTopckmne n KOHCYy/bTauMOHHbIe yCryrn) B Poccum 3a 2018 .

B nocnenHee Bpems 3alMTa OT MOLIEHHUYECKUX OeNCTBUIA 3/10YMbILLNIEHHUKOB ABAETCH OAHOM 13

Hanbonee akTyanbHbIX 3a4ay A5 6ONbLIMHCTBA PUHAHCOBbIX OPraHn3aLmii.

MOLLEHHWKM eXefHEeBHO HAHOCAT KPYMHbIR yuiepb HaHKkam:

* NMepexBsaTtblBalOT UHTEPHEeT-COeOUHeHUs KneHTa ¢ cuctemor B0 un BbINOMHAT pUHAHCOBbIE
TpaH3akuumM OT ero MMeHy;

- U3roTaBMBAIOT AybnmKaTbl GaHKOBCKOM KapTbl M CHUMAIOT EHbIM C KapTbl B APYroi CTpaHe/ropoae;

* BbIMNOJIHAOT HECAHKLIMOHMPOBAHHbIE TPaH3aKL 1K,

- yCTaHaBNMBalOT Ha KOMMbloTepe kineHTa BaHka BpefoHocHoe MO ¢ Lenbio NepexsaTta napamet-
pOB ayTEHTUPUKALMN U BbIMOSTHEHUSA TPAH3aKLMIA OT €ro UMEeHM.

OpHolt 13 Hanbonee pacrnpOCTPaHEHHbIX YTPO3 CErofHs ABSETCS Tak Ha3blBaeMbli «Benblii MacTuks» —

KOMWM NeranbHbIX KapT, KOTOPbIMW HaYMHAIOT BbICTPO OTOBAPMBATLCS B OHNAMH-MarasmHax, Kak npasusio,

CO3[aHHbIX TEMW Xe CaMbIMW 3/10YMbILLIIEHHUKAMMW. YacTo NI Bbl CMOTpUTE SMS-coobLLeHMst OT BaHka

C H$OpMaLMelt Mo onepaLmsmM 1 cHeTy? Ay MHOMMX SMS-MHPOPMUPOBaHKME Aaxke He NMoLak/oYeHo. B

TaKUX CIy4asix KIMEHT He CMOXeT 3abnoK1poBaTh KapTy BOBPEMS U O4eHb ObICTPO ULLMTCS BCEX AeHEr.

Kak BbISIBUTb NOTEHLMAbHYIO YrpO3y eLlie Ha 3Tane ee NoaroToBkKu?
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Cuctema BbissBneHus yrpo3 ETHIC

CepBl/IC ETHIC npeHa3Ha4dyeH 0149 BbIABIEHUA Ha PaHHUX CTagudax noTeHuMnanbHO ONacHbIX nen-

CTBUI U cOBbITUIM B rNobanbHOM MHGOPMALIMOHHOM NPOCTPAHCTBE. DTO MNO3BO/SET CBOEBPEMEHHO
pearnmpoBaTb Ha Yrpo3bl, He AOMNYCKas HaCTYMNIeHUs HeraTUBHbIX MOCNEeACTBUN.

Bo3mo)xHocTu ETHIC:

* AHanunsumpyert faHHble CoLManbHbIX CeTen.

* ApX1BUPYET 1 aHaNN3MPYyeT Pecypcbl «T@HEBOro» MHTEpHeTa.

 MWweTt Ha TOproebIxX Mnolagkax MHOMKATOPbl MOLLIEHHMYeCTBa B OTHO-
LLEeHMM KOMMaHUN.

- BbIABNAET pecypcbl GULLMHIA UM LeNeBOi aTaku (OT CaiToB A0 MO-
BUNbHBIX MPUNOXEHUI).

- AHanusupyeTt NybnnyHble yTeYKn faHHbIX.

* BbIAB/IAET COTPYAHMKOB, FOTOBALLNXCA K YBOJIbHEHUIO.

- MpOBOAUT MOHUTOPUHT IOPUAMYECKMX 3HAUYMMbIX OMACHbIX COObITUI B
0eATe/IbHOCTU KOHTPAareHToB.

ETHIC nomoxkeT cobcTBeHHMKaM BU3Heca COXpaHUTb CBOM aKTUBbI, OTAe-

Ny MapKeTuHra u PR — onepaTMBHO pearnposaTtb Ha U3MeEHeHne cutya-

LMW1 Ha PbIHKE W OTCIEXMBATb NMPOBOKALMKN CO CTOPOHbI KOHKYPEHTOB.

CucteMa npeaoTBpaLieHUs MOLUEHHUYECKMUX onepau.m‘i
FDS

Fraud Detection System — cucTemMa aBTOMaTU3UPOBAHHOIO BbISBIEHNS
MOLLEHHUYECKNX onepaLnin B MHPOPMALMOHHbBIX CUCTEMAX.

bnarogapa BCTPOEHHbIM MexaHu3MaM MNpPoPUIMPOBaAHMA peLleHne
Nno3BOJNIAET aBTOMATUYECKU BbIABMATL Lie/IeHanpas/ieHHble aTaku, Bbl-
BOO, OEHEer, HeTUNMYHOe noBedeHne nonb3osBaTesnen. Hanpumep, 4eno-
BEK MPOM3BOAMN TPaH3aKLWUK, B OCHOBHOM, M3 MMHCKA. BHe3anHo OH
OKkasancqa B bpecTe, a NnoToM CHOBa B MUHCKe. Onepatop KOHTPONMpY-
eT Takoe NnoBefeHne U CMOXXET YyBUOETb NOO03PUTENIbHbIE TPaH3aKLuK,

npenoTBpaTvB BbIBOO OEHEXHbIX CpencTs. BO3MOXXHO, aTaka COCTOMUTCS, HO YesIOBEK He nortepsder

CBOMUX [EeHer.

3N0YyMbILWNIEHHUKX MOTYT HanpaenaTb CBOM aTakM Ha nnatexXxHbie Wno3bl. DOpMUPYOTCA CneLn-
aNlbHO NOArOTOB/IEHHbIE AOKYMEHTbI, KOTOpPble NepeaatTca B NiaTexHy cncteMmy. AHTUdpona FDS

No3BOJIAET KOHTPOSIMPOBaATb IETMTUMHOCTbL NnaTexa.

KnroueBbie oco6eHHocTH FDS

1. [iBa pexkuma paborbl:

- NepBbIi — aHTUPOA aBTOMATUYECKM BNOKMPYeT TpaH3aKLuu;

- BTOPOW — aHTUPPOL, BbISIBNSET NOL03PUTESIbHbBIE TPAH3AKLMKN U MHOP-
MupyeT 06 3ToM onepaTtopa (TpaH3akuus BCE PaBHO NMPOU3BOAUTCS, HO
ee MOXHO 0TO3BaTb, UTO He HapYLLUUT PYHKLMOHMPOBaHWe BusHeca).

2. Bonbluoe KOMMYecTBO MCTOYHWMKOB A5t cbopa MHPopmMaLmm O TpaH-
3akuusx (Microsoft SQL Server, MySQL, Oracle, DB2, Postgres SQL, MQ,
REST API).

3. BO3MOXHOCTb 00y4YeHMs CUCTEMbI /151 YMEHbLUEHUS KONTMYECTBa J10XK-
HbIx cpabaTbiBaHM.

AHTUdpOL pa3bupaeTt B aBTOMATUYECKOM pexkume Hornee 98% TpaH3ak-
uui. Ha pyyHyto obpaboTky ocTaercs nuib 4yTb bonee 1%.

4.70 npenycTaHOB/IEHHbIX NPaBM BbiABNEHNA MOLLIEHHMYecTBa. 1

no Ten. +375 (17) 336-55-95 no6. 4496
unu e-mail Alexander.Dubina@softline.com.

| BesonacHocTb

Kak pa6oraer ETHIC

e e [y B

aaaf”

MOHUTOPUHT
ABTOMAaTUYECKUIA aHanmn3
WUCTOYHUKOB BHE
nepvmMeTpa KoMnaHum:
OT couceTten fo
pecypcos DarkNet

OMNOBELWEHUE
OTnpaBska
npenynpexneHuni

06 yrposax ans busHeca
WUNY MHLUMAEHTAX Yepe3
cneuunanbHbii Beb-noptan

OLEHKA

AHanuTu4yeckasa skcnepTm3a
YPOBHS OMacHOCTU

1 onpeneneHue

TaKTUKM pearnpoBaHng

PEATUPOBAHUE
B/IOKMPOBKA UCTOUYHMKOB,
U3MEHEHUE TEXHUUECKMX
HacTpoek cepBsuca,
npoBefeHue paccinefoBaHms

Kax paGoraer FDS

TpaH3aKuMs nocTynaeT B CUCTEMY

Mposepsietcs no “6enbim”

1 “4epHbIM” cnmnckam

MpoxoanT Yepes cuctemMy npasun
BbISIBNIEHUs] MOLLEHHUYECTBA

Ecnv onepauus npusHaetcs
COMHWTENbHOW, OnepaTop aHTudpoaa
obpabaTbiBaeT ee BPy4HYto

[Ang nonyyeHUs AONOSIHUTESIbHOM uudmpMau.uu Bbl MOXeTe
06paTUTbCS K PYKOBOAUTENIO HanpaBAeHUsi UHPOPMALMOHHOWM
6esonacHocTn oTAena KoHcanTuHra Softline Anekcanapy Ay6uHe
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‘Cucrema
MHOrgypoBHeBOM

3allUTbl
PT MultiScanner

PT MultiScanner — MHoroypoBHeBas cMcTemMa 3aLmTbl OT BPeOOHOCHOIO
KOHTEHTa, NO3BO/NAIOLLLANA BbIABNATL U BNOKMPOBATb Yrpo3bl B Pa3fIMYHbIX MO-
TOKax JaHHbIX, HaxXoOALWMXCA B MHPPACTPYKTYype. B OCHOBE pelleHUs NeXXuT
YHUKaNbHOE coYeTaHne OONONHALWUX OPYr Apyra aHTUBUPYCHbIX OBUXKKOB,
CTaTMYECKOro aHanmn3a u penyTaumoHHbIX CMcKoB Positive Technologies.
CucTtema gokasana CBoe COOTBETCTBME TpebOBaHMSAM TEXHUUYECKOrO perna-
MeHTa Pecnybnuku Benapycb «MIHGOpMaLUOHHbIE TexHoNorMm. Cpencrea
3aWwmTbl MHGOpMaumn. MHPopmaLmoHHas besonacHocTb» (TP 2013/027/BY).

Tenepb ee MOXXHO NpMobpecTn Ha TeppuUTopumn Pecnybnmku.

M POLIECC YCTAaHOBKM Bo3Mo)xHocTu PT MultiScanner

peweHnAd 3aHrMaeT

MeHee Yyaca. |' ‘| ]
HoOBble UCTOYH MK

019 CKaHMPOBaHMS r .|
nobaBngaoTCy )
3awura ot awmra ot
B HECKOTbKO K/TMKOB. o MaccoBbIX
aTak BMpryccl;l:IX
Daii/bl NPOBEPAHOTCH e
BHYTPW CUCTEMDbI
PT MultiScanner n
He NOKMOAT NeprUMeTp
KOMMaHMM.
PelueHme nmeeT WnpokKme
BO3MOXXHOCTM BbicTpas BnokupoBsaHue
nokKkanulauua yl'p03bl B KaHanax
MacLITabnpoBaHMA. yrpossi pacnpocTpaHeHus

(N

&

BbisiBneHue
CKPbITbIX
BPEeAOHOCHbIX
nporpamm

D )
N

Jlerkas u GbicTpas
MHTerpauus B
CyLLECTBYOLLYIO
UHQPACTPYKTYypy
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Mpeumywectea PT MultiScanner

OsbeauHeHue Ub-akcnepTusbl Ans 3apeKTUBHOro
BbISIBJIEHWS Yrpo3

- PT MultiScanner ucnonb3yeT A5 NpoBepKM 0OBEKTOB Ha-
60p OOMONHAKLWMX APYr APYra aHTUBUPYCHbIX OBUXXKOB,
obecneumBaloL il MaKCUMabHO BbICOKMA YPOBEHb OEeTeK-
TUpoBaHUA BpeaoHocHoro MMO.

- MpoAyKT MPOU3BOAMUT CTaTUYECKUI aHann3 obbekToB U
NPOBEPKY MO penyTauMOHHbIM CMUCKaM, KOTOpble NOCTaB-
NIAET 3KCNepTHbIN LeHTp PT ESC, perynapHO npoBOAALLUIA
paccnenoBaHUsA peasibHbiX MHUWOEHTOB Wb B KpPYMHbIX
KOMMaHMAX.

3awuTa Bcex BO3MOXXHbIX KaHanoB pacnpocTpaHeHUs AaHHbIX

- PT MultiScanner nosBonser BbiABNATL M GROKMpoBaTb
Yrpo3bl B PasfiMyHbIX KaHanax pacnpoCcTpaHeHns AaHHbIX:
Ha Beb-mopTanax, B noyte, GainoBbIx XpaHUIULLaX, ceTe-
BOM 1 MOJMIb30BaTENLCKOM BEO-Tpapuke.

PETPOGI'IEKTMBHbIﬁ aHanum3

- bnaropgaps peTpocnekTMBHOMY aHanu3y PT MultiScanner
MOXET BbIAIB/IATb HOBEMLIME YrpO3bl U CKPbITOE MPUCYT-
cTBMe BpenoHocHoro MO. MNoBTOpHOE CKaHMPOBaHME yrKe
NMpOBepeHHbIX 0OBEKTOB 3amnyckaeTcs aBTOMaTUYeCKn Mo-
cne obHoBMeHWs 6a3 3HaHUI UM MPU HaNMYUKM CBOBOAHbIX
pecypcoB, He BINASA Ha NMPOU3BOAUTENIbHOCTbL CKaHMPOBAa-
HUMA TeKYLIMX MOTOKOB AaHHbIX.

3KCI18|JTHbIﬁ WHCTPYMEHT ANA paccriefoBaHUsa UHLUAEHTOB

| BesonacHocTb

«CepTndrKaumsa NpoayKTa no3sosng-
€T KOMNaHWAM benapycu 1cnonb3o-
BaTb PT MultiScanner onq 3allmThl OT
Yrpo3, CBA3aHHbIX C BPeOOHOCHbLIM
[MO. CerogHd 3TOT TUM YrpO3 Hau-
bonee akTyaneH: Kak NOKasblBatoT
HalW nccnegoBaHua, 56% Km6epaTaK
MPOM3BOLATCA C MOMOLLIbIO BpeoOHOC-
Horo 1O, — roBOpuUT AMPEKTOP NO pas-
BUTUMIO OM3Heca Positive Technologies
B Pecnybnuke benapycb AnekcaHap
MaHkoB. — PT MultiScanner no3Bo-
NAET BbIABNATb BUPYCHbIE YTPO3b,
ONOKMPOBaTL UX PaCNpPOCTPaHeH Ve

B H(DPACTPYKTYpe 1 0ObHapy>K1MBaTh
CKPbITOE MPUCYTCTBME BPEOHOCHbIX
NPOrpaMm, MCNosb3ya ONTUMarb-
Hbl1 HADOP aHTMBMPYCOB, NepPeaoBbLIe
TEXHONOTMW AMHAMWYECKOrO aHanm-
3a B «MNeCoYHULIEe», penyTaLnOHHbIe
CMUCKKN 1 MEeXaHW3M PETPOCMEKTUBHO-
ro aHanusa Positive Technologies».

- 9kcnepTbl SOC 1 cneymannctbl no Nb MoryT ncnonb3sosatb PT MultiScanner kak MHCTPYMEHT a9
paccnefoBaHUs MHLUMOEHTOB: CUCTEMA NMO3BOMSET 0OHAPY>XUTb TOUKM BXOAa BpefoHocHoro MO B
MHPPACTPYKTYpPY, OTCNEeANTb YH4aCTHUKOB M BCE 3Tamnbl PAacnpoOCTPaHEeHUs Yrposbl.

MNpocToTa u YA06CTBO

- LleHTpann3oBaHHbIM MOHUTOPUHI BPeOOHOCHOW aKTUBHOCTU BO BCEX NOTOKAaxX OaHHbIX NO3BONSET
JIErKO OTC/IEXMBATbL U JTOKANIM30BaTh Yrpo3y B MHPPACTPYKTYpe OpraHmn3aLuu.

- ObbennHeHe O[HOTUMHBIX 3/TEMEHTOB aTakm U3 Pa3HbIX MOTOKOB AAHHbIX B €4WHYIO Yrpo3y no-
Moraet crneumanmctam no UB bbicTpee U TOUHee pearnpoBaTh Ha MacCOBbIE 3apaXKeHUs.

- CuctemMa MMeeT MHTYUTUBHO MOHATHLIN MHTepdenc, BCa Heobxogumas cneumanncty no NB mnH-

dopmaLms BU3yanusmpyetcs Ha gawbopnaax.

- Pa3BepTbiBaHue PT MultiScanner 3aHMMaeT MeHee Yaca. MICTOUHUKM 0OBEKTOB A1 CKaHUPOBaHMS
(nouToBbIE CEPBEPDI, MPOKCU-CEPBEPDI, GaliNoBble XPaHUNNLLA, CETEBbIE CEHCOPbI) fobaBnsoTCS

B HECKOJIbKO KNMKOB. 1
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2018 rop okasancsi boraT Ha MHLMAEHTbI B chepe ACY Tl (aBTOMaTU3MPOBAHHOM CUCTEMbI yripaBrie-
HWS TEXHONOTMYECKMM MPOLLECCOM): aTaku C UCMonb3oBaHMeM knbepopysxus Triton, MHUMAEHTbI B
MPOMBILLIEHHBIX KOMMAaHWUAX (B YaCcTHOCTH, Boeing 3asiBun 06 atake WannaCry, a CnycTs HECKOJIbKO
MeCsILLeB TOT Xe BUPYC CTasl MPUUYMHOM MPUOCTaHOBKM 3aBofoB Taiwan Semiconductor Manufacturing
Company). XoTs 3T1 ataku Hbinn HaueneHbl Ha VT-MHGPACTPYKTYpY, UX NOCNEACTBUS HEraTMBHO
OTPa3nNCb U Ha NPOU3BOACTBE. [oNyyYaeTcs, YTO 3MI0YMbILLIEHHUKY He BCerna Hy>xHo obnamatb
KaKMMU-TO CneumnanbHbIMU 3HAHUSIMU O TEXHONIOMMYECKOM npoLecce, YTobbl MOBAMSATL Ha HEro.
Mocne ycrnewHon aKcnayaTaunm yassumocten B UT-MHPPaCTPYKType MOSBAAETCA BO3MOXHOCTb
[0CTyna K TeXHONornyeckoMmy cermeHTy. CornacHo nccnenoBaHuam, 82% MNPOMbILLIEHHbIX Opra-
HM3aLMN He TOTOBbI MPOTUBOCTOATb BHYTPEHHEMY HapPYLLUMUTEO, KOTOPbIM CTPEMUTCA MPOHUKHYTb
B TEXHOJIOTMYECKYIO CeTb M3 KOPMOPaTUBHOW. A Mocsie NosydYeHnsd 0OCTyna K TeEXHONOrM4YecKoMy
CErMeHTy CeTU Y 3/I0YMbILLNIEHHMKA MOABASIOTCA WMPOKME BO3ZMOXHOCTM O 3/TOHAMEPEHHOro
B/IMAHNA HA KOMMOHEHTbI ACY TI. CaMblii pacnpoCTpaHeHHbI NMyTb — 3TO 3KCrulyaTaunsa M3BecT-
HbIX YSI3BMMOCTEN. [03TOMY Tak BaXKHO 3HaTb 00 yS3BMMOCTSAX, MMetoLmxcs B obopynosaHumn ACY
TN — 3TO NO3BONIAET BIaAe/bLy BOBPEMSA OLLEHNBATb BO3MOXHbIE PUCKWU N MPUHMMATL afeKBaTHbIe
3alUTHbIE MEpbI.

3a 2018 n Hayano 2019 rofa akcnepTbl Positive Technologies, napTHepa Softline, Hawnu 54 ya3sumo-
CTU, B KOMMOHeHTax ACY TIM Takux npousBopuTenei, kak ABB, B&R Automation, Hirshmann, Moxa,
Phoenix Contact, Schneider Electric u Siemens. Mpu 3ToM 14 13 HMUX NPUCBOEHA KpUTHUYeckas, a 11
— BbICOKaf CTeMeHb p1cka.

Hanpumep, B koMMyTaTopax Moxa bbina obHapyXeHa BO3MOXHOCTb Noabdbopa y4eTHbIX AaHHbIX C
MCMONb30BaHNEM MPOMNPUETAPHOro NPOTOKO/a Ha nopTe 4000/TCP, koTOpasi MO3BONSET NOMYUYNUTb
KOHTPOJIb KaK HaJ, KOMMYTaTOpPOM, Tak M1, BO3MOXHO, HaJ, BCEM MPOMbILLIEHHOM CETbIO.
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Schneider Electric

Siemens

Advantech

Y43BMMOCTHM MO NPOU3BOAUTENAM

B 2018 rogy nnaepom rno KonmM4ecTBy HOBbIX YA3BUMO-
CTel Bce Tak »e ocTaeTca komnaHusa Schneider Electric
— [aXKe HECMOTPS Ha TO, YTO KOJIMYECTBO OOHapyKeH-
HbIX Ysi3BUMOCTel B 0OOpYyAOBaHWW MNPOM3BOACTBA
Siemens BO3pocfo noyTu B ABa pasa. MNogobHoe nu-
[,epCTBO 3TUX ABYX KOMMaHWUM BrosiHe 06bACHUMO: MOo-
NynspHble MPOU3BOAUTENN UMEIOT LUMPOKME NTIUHENKN
NPOAYKTOB, NCMOJMIb3yeMblX MOBCEMECTHO.

Y43BMMOCTH NO KOMMNOHEHTaM

B 2018 ropy pacnpepeneHve
YA3BMMOCTEN MO KOMMOHEHTaM

| BesonacHocTb

Wago ACY Tl 3aMeTHO WU3MEHWOCh. 21%
6 Ecnn B 2017 ropy 6onblias naK/Tya
é‘wﬁa‘”a [0S YA3BMMOCTEN MPUXOLU- 11%

Nacb Ha TaKWMe KOMMOHEHTbI, Apyrue
SRS kak SCADA/YMU, To B 2018
L rogy pacrnpepeneHve ysassu-
6 10 20 s 4 s e 7 s MOCTeR Mexay SCADA/YMMU, ""'180/

(o]

ceTeBbIM 060py0OBaHNEM NPAKTUYECKU OOUHAKOBO.

Mo CpaBHEHWIO C MpeabiayLWnM rogoM, A0S YS3BUMOCTEN B KOMMOHEH-
Tax NNK/TY[ Bbipocna Ha 7%. CTOWUT OTMETUTb, YTO 3KCMepTbl Positive
Technologies obHapyxwunu 10 yassumocTeir B mMopynsx MJIK KomnaHui

Siemens n Schneider Electric.

35%

Apyrue

HeKoppeKTHbI’
MexaHU3M
ayTeHTUPUKaLumn

MexcavitoBoe
BbINONIHEHUE
cueHapues
BHeppeHue
onepatopos SQL

HeKoppeKTHbIN

MAK/TYA W NpPOMBIWAEHHBIM
no Acy Tn

YA3BMMOCTH MO TUNY

3HauuTenbHas gongd YyA3BUMO-
CTen CBA3aHa C HEKOPPEKTHOM
ayTeHTUdMKaLMen nnu n3bbi-

WN36bITOUHbIE
npasa u TOYHbIMU NpaBaMu. I'IpM 3TOM

npueuneruu,
110/ HeAO0CTaTOuHbIU Oo/blle MOMOBUHbBI 3TUX yA3-

(o] KOHTpOnb _
Aoctyna  BUMOCTEM (64%) MOTyT 3KC-
nayatnpoBaTbCd yoaneHHo.
(o)
9 /O HenpaeunbHas

npoeepka BeBoAa

8%

Avaliability

23%

MpombiwneHHoe

ceteBoe

obopynoBaHue

23%

SCADA/YMU

KOHTPONL AoCTyna

Impact
NONE 25,7%

6% 7%

PackpbiTne
uHpopmMauun

Ya3sumocTu npu

BHeapeHue komaHA pabore ¢ namaTbio

Integrity
Bbixopn 3a npeaenb! Impact

Ha3Ha4YeHHOoro Karanora

NONE 27,3%

Confidentiality

Impact
YA3BUMOCTH MO UX
BO:!AEHCTBHEO Scope UNCHANGED 91,8%
° o P CHANGED 8,2%
Okono 75% yA3BMMOCTEN CBA3aHbl C
BO3MOXHbIM HapyLleHWeM fOCTYNHOCTH user Bl 78,4%
Interaction [GIZelVI:{H] 21,6%
(MONHBIM WMAM YACTUYHbIM) KOMMOHEH-
o)
ToB ACY TI. 2KcnnyaTauma Takux yas- Privileges S0
< Required 20,8%
BMMOCTEN, K NpuMepy, B ceTeBoM 060-
pynooBaHUM MOXET HapyLlWWTb ceTeBoe Attack HIGH 6,5%
B3aMMOOENCTBME M HEFTATUBHO NOBIUATH Complexity Il 93,5%
Ha TexHONOrnyecknit npoLecc; cete- PHYSICAL 0, 4%
Boe obopynoBaHWE — OAMH U3 KIOYe- Attack 14,3%
Vector ADJACENT 3 3%
BbIX 3n1lemeHTOB ACY TI1, NOCKONIbKY OHO NETWORK
obecneynBaeT nepenayy KOMaHA Mexay
r—rrrrrrr T T T T T T T
KOMMNOHEHTaAMMW. [ 10 20 30 40 50 60 70 80 90 100 %
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Y43BMMOCTHM NO CTeneHu pUckKa

bonblie nonoBMHbI BbIABMIEHHbBIX YA3SBUMOCTEN OTHO-
CATCA K KPUTUYECKOWM U BbICOKOW CTEMEHSAM PUCKa B CO-
250/0 OTBETCTBUMU C oueHlfoFI CVSS Bepcuu 3. Mpu aTOM fond

TaKUX yA3BUMOCTEN BbIpocna Ha 17% No CpaBHEHUIO C

Kputuueckas
npenbiaywmmM rogom.
B53% Ecnu yA3BMMOCTb MMeeT BbICOKYIO CTEMEHb PUCKa, TO B
Bbicokas HONbLUMHCTBE C/ly4yaeB OHa CTaBWUT MoL YAAp Cpasy Tpu
cBoWcTBa 6e30MacHOCTU MHPOPMALMM — KOHOUAEHLN-
21 O/o aNbHOCTb, LLeNIOCTHOCTb M JOCTYMNHOCTbL. B 2018 roay Ta-
CpeapHssn KOe KOMIJIeKCHOe BO3aencTBue nMmenm 58% yassumo-

cten. Mpu 3TOM Cpeam HUX TONbKO AN 4% CNOXHOCTb
aTtaku bbina oueHeHa Kak BbiCOKad. DTO O3HayaeT, YTo
B DONbLUMHCTBE C/yYaeB 3/10yMbILNEHHUKY He Tpeby-

10/0 €TCS HUKaKMX CreunanbHbIX YCOBUM, 4TOObI HapyLWnTb
Huskas 3alMLLLEHHOCTb 31eMeHTOB ACY TT1.

PacnpocTpaHeHHOCTb KOMNOHeHToB ACY TI B MHTepHeTe

B pesynbraTe nccnenoBaHua ObIN0 BbIABMEHO 224 017 KOMMNoHeHTOB ACY T, OOCTYMHbIX B UHTEP-
HeTe. 9T0 Ha 27% 6onblue, Yem B 2017 rofy. Kak 1 paHee, CaMbiM pacnpoCTPaHeHHbIM MPOTOKO/IOM
asnaetca HTTP. B 2018 rogy yctponcts ACY T, nogaep>xusatowmx npotokon HTTP, npuMepHO Ha
10 Tbicay 6orblle, YeM B NpeAblayLleM. Mpu 3TOM KONIMYECTBO YCTPOWCTB, NOAAEPXKMUBAOLLMX MPO-
Tokon Ethernet/IP, yBenununnocb Ha 25% no cpaBHeHWio ¢ 2017 rogoM, B pe3ynbrate Yero OH cTan
BTOPbIM MO pacnpocTpaHeHHOCTH nocsie HTTP. KonnyecTBo e YCTPOMCTB, AOCTYMHbIX MO NPOTOKO-
ny Fox, yMeHbLMA0Cb Ha 9%.

Ha nepBoM MecTe Mo KONMMYeCTBY HarMOeHHbIX B MHTEpHEeTe KOMNOHeHTOB ACY Tl ocTatotca CLUA,
npv 3TOM MX [0S BbIPOC/A Ha TPETb W COCTaBNSAET 42% oT obuiero uncna. CToOUT OTMETUTD, YTO B
Ton-15 Bowna Poccus, koTopasi B 2017 rofdy Obina TONbKO Ha 28 MecTe, a Tenepb 3aHMMaeT 12 (3993
YCTPOMCTBA).

Moyt TpeTb KOMMOHEHTOB, OOCTYMHbIX B MHTEPHeTe (27%), OTHOCUTCA K CUCTEeMaM YMpaBieHns
(SCADA, YMMW, PCY). Ha 6% yBENUUUANCH [ONW CETEBLIX YCTPOUCTB 1 MJIK (B npoLunom rogy bbino
no 13%).

3akoueHue

KonnuyectBo ys3BUMMOCTEN, BbiSiBAsieMbIX B 060pyAoBaHUM pa3nuyHbIX Npon3BoguTenen, us roga
B rof, pacrert, a KOIMYeCTBO AOCTYMHbIX B MHTEPHETE KOMMOHEHTOB ACY Tl He CHMXaeTca. Hy>KHO
OTMEeTUTb, YTO CpefHee BpeMsl YCTPaHeHUs YA3BMMOCTE OCTaeTcs J4OCTaTouHO fonrmm (bonee 6
MecsLueB). McnpaBneHne oTAeNbHbIX YA3BUMOCTeN (OT yBeAOMIIEHUS MPOU3BOANTENS OO0 BbiMycKa
obHOBNEHWI) 3aHMMaeT bonee ABYX NeT. 151 KOHEYHOrO Nob30BaTeNs TOT GaKT, 4HTO OOHOBNEHUS
He BbINYCKaTCA ONepaTuBHO, MOBbIWAET PUCKM BO3MOXHOM 3KCMyaTalmMmn ya3BMMOCTEN B NpU-
Hapnexatem emy obopynoBaHMu.

MccnepoBaHue komnaHuu Positive Technologies B ouepenHoi pa3 gokasbiBaeT, YTO B HacTosllee
BpeMsi KOMMOHeHTbl ACY TI Hesb3s Ha3BaTb NOTHOCTbIO 3aLLUMLLEHHbIMUW. Bonpocam ux 6esonacHo-
CTW HeoOXOAMMO YLensaTb NPUCTaNbHOE BHUMaHWe, a NPy OTCYTCTBMU afeKBaTHOM 3aLUMTbl Takux
KOMMOHEHTOB BCEerAa CyLeCcTByeT PUCK HapyLLEHWUs LUTaTHOrO peXxumnma ux paboTbl.

MCTOYHMK AaHHbIX: nccnenoBaHus Positive Technologies — 0HOro U3 INLEepoB eBPOrerCcKOro pbiHKa
CUCTEM aHanM3a 3aluMLLEeHHOCTU 1M COOTBETCTBMSI CTaHAapTaM 1 napTHepa Softline. 1

Ecnu Bbl He yBE€peHbl B MaKCMMallbHO Ha4EXXHOM 3aLmTe Balmx pecypcos, O6paTVI-
TeCb K cneynanmnctamM KoMmnaHum Softline Ona nposefeHna ayanta 6e3onacHoCTu.

KoHTaKTHble aHHble:

AnekcaHap Ay6uHa,

PYKOBOAMUTENb HamnpaBfieHns MHPopMaLMoHHOM Be3onacHocTu Softline:
Ten.: +375 (17) 336-55-95, 006. 4496

E-mail: Alexander.Dubina@softline.com
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PeweHnsa pna 6usHeca |(aSpe I'Sl(Y

s _, I\ \7
B MUHYTY

938 oTparkaemblix aTaK
/ YPOBHEMU 3aLUThI
1 peweHue

Balwua 6e30nacHOCTb — 3TO Hawa pa60Ta.

PacluypeHHble MHCTPYMEHTbI 3aLMThl 415 Ballero 613Heca,
BK/IIOYas WMPPOBaHME AaHHbIX, MATY-MEHELKMEHT
N CUCTEMHOE aAMUHNCTPUPOBAHME.

advanced.kaspersky.ru
Kaspersky®
Endpoint Security
Ans 6usHeca

PacwupeHHbIn

MonyunTb KOHCYyAbTaLMIO NO NpoaykTam JSlabopatopum Kacnepckoro
Bbl MOXeTe y akcnepta Softline:

Butanun WWaBenb

+375 (17) 336-55-95 n06.4440

Vitaliy.Shavel @softline.com



UH}pacTpyKTypHbie peleHus |

Buptyanusayusa
cerolHq

AnekcaHap JlaBpuUHOBMY, PYKOBOOWUTENb KOMMIEKCHbIX MPOEKTOB OTOENa
KOHCanTuHra, 1 Uropb BONOKUTUH, CNeLManncT otaena KOHCanTmMHra Softline,
pacckasanu O BbIrOAax BUPTYyanm3aLmmn n 0 TOM, Ha 4YTO HY>XHO obpaluaTtb BHU-
MaHWe Npu BHeOPEHUN peLleHUN.

BupTyanmsauys — 310
OLHO 13 CaMblIX C/1b-
HbIX HanpaBneHu1mn
komMnaHmu Softline ¢
NPOdEeCcCMOHaNbHOM
KOMaHOOM TEXHNYEe-
CKMX CNeLmanmcTos.
Mbl obnagaem bora-
TbIM OMbITOM, TaK Kak
paboTaeM C AaHHbIMM
TEXHONOIUAMM MpPak-
TWYECKK C Ha4ana

X CYLLLECTBOBaHUA.

B HalLMX MHTEpecax
npennaratb NnpoBe-
PEHHbIE, HaOEXKHbIe
PELLeHNs 1 peani-
30BblBaTb MNPOEKThI

C MUHMMaNbHbIMM
CPOKaMU ¥ pUCKaMW.

- Kakue pelwueHus npepnaraer Softline B o6nactu Bupryanusaumumu? Yro Haubonee
BocTpe6GoBaHo ceropgHa?

- KomnaHus Softline npennaraeT WMpoKUiA CNeKTp pelleHnin Mo BUPTyanusauum: cep-
BEpPbI, AECKTOMbI, MPUNOXEHWUS, CUCTEMbI yrpaBneHns n obecneyeHuns besonacHocTu
BUPTYyanbHOM cpedbl Ha nnatpopmax VMware, Citrix, RedHat, Microsoft. OcHoBHOE
HanpaB/ieHWe — nporpamMmMHo-onpenensiemble LIOObl 1 nonb3oBaTeNbckas MObUb-
HOCTb. COBpeMeHHble aTta-LeHTPbl NOAPa3yMeBatoT UCMOb30BaHNE TEXHONOTMIA BUP-
Tyanu3aumm BblYUCINTENbHbIX MOLHOCTeN, CX/, ceTen, CMCTeM aBToMatu3aumm 1 1.4,
K KoprnopaTnBHOM MOBUNBHOCTM OTHOCUTCS BUPTYyanusauus paboumx CToNoB Nosb30-
BaTenei 1 AONONHUTENbHbIN Knacc peweHnin EMM (Enterprise Mobility Management),
KOTOPble OTBEYaloT 3a yrnpasieHne MOObUIbHbIMU YCTPOMCTBAMM.

HanpasneHWe nonb3oBaTeNbCKoM MOBUMBbHOCTU cerofHs ocobeHHo BocTpeboBaHo.
YpaneHHble COTPYAHWKM BCerga Ha CBsi3W, MOTYT BbIMONHATL CBOIO paboTy npaktuye-
CKU B NioBbIX ycnoBusix, byab TO KOMaHAMPOBKA UK APYroe BbIHY>XOEHHOE OTCYTCTBUE
B opuce. K Tomy e 310 Ha 100% COOTBETCTBYET TEHAEHUMN LNPPOBON TpaHCPOopMa-
unn busHeca. MogknoyeHUst Nonb3oBaTeNen BCeraa 3allMmLieHbl U NO3BONSIOT OCTaB-
NATb faHHblE BHYTPW KOMTMaHMK, @ 3TO XOPOLLIO eLle U C TOUYKK 3peHns 6e3onacHocTu.
Taknm 06pa3om, Nonb3oBaTesbckas MOOUIBHOCTb — 3TO Ceilyac TPeHA, HOMepP OAMH.
BupTyanusauma cepBepoB Mosib3yeTca CNpoCOM ANA pelleHnsa 3aaa4y opraHusaumm
KaTacTpopoyCTOMUYNMBOCTU MHPPACTPYKTYP. PaHbLUe CTOMMOCTb KaHaI0B CBA3N MeX-
Oy AaTta-ueHTpamu Obifia BbICOKOMW, M 3TO LOBO/MIbHO CWUIBHO TOPMO3WIIO PasBUTUE
HamnpaBJieHWs, HO CeiMyac OHa 3HAYMTENIbHO CHU3MNACh, U Bnarofapst 3TOMy MNOSBUICS
[OBOJIbHO BBICOKMIA CNPOC. MOXHO CpaBHUTENbHO 3a Hebornblwne feHbru obesona-
CcUTb CBOM BU3HecC pgaxke B Criyyae Yype3BblyaliHbiX 0OCTOSATENbCTB. [TO3TOMY BMPTYya-
NMU3aung cepBepoB — 3TO TPeH[ HOMEp [ABa.

MMNepKOHBEPreHUns UK LeHTpain3oBaHHoe ynpasneHme CX[l, ceTeBbiM 060pyno-
BaHWEM U CpedcTBaMUM BUPTYanmM3aumm — 0OCTaTOYHO CBeXad TexXHOorus. MepsbiMu
Ha Hee 0bpaTWUIM BHUMaHMeE KpYrHble KOMMaHuK, Takue kak Google, Facebook, «BKoH-
TakTe». Y HMX O4YeHb OOMbLIOI NPUPOCT AaHHbIX, BbICOKas Harpyska u ocobas Tpebo-
BaTE/IbHOCTb K MPOU3BOAUTENIbHOCTM OMUCKOBbIX CUCTEM. TeM He MeHee TMMNepPKOoH-

BEepreHTHble peleHns cenyac ctanm ropasno gewesne, U UMW aKTUBHO Ha4YMHaOT MHTEpPEeCOoBaTbCA
3aKa34nkn n3 cpenHero cermMeHTa busHeca.

— KakoBbl OCHOBHbIE npeuvmyiuecrtea Ansa KJIMeHToB, UCNOJIb3YIOLWUX BMpTyanusaumo?

— TexHOOrusi BUPTYanu3aLummn peanmayeTcs 3a CHeT MPOrpaMMHbIX MPOAYKTOB, U 3TO yxe camo no cebe
BbIFOAHO, Tak Kak MO He NoABEPXKEHO aMOPTU3aLIMU B OT/IMUME OT punyeckoro obopynosaHus. K npu-
Mepy, cepBepbl 1 CX[ cny>at 5-7 n1eT, a 3aTeM Hy>HO npuobpeTaTb HoBble. CeTeBble YCTPOMCTBA CyKaT
[0ObLUe, HO NPKY 3TOM CKOpee YCTapeBatoT MOpasibHO — TEXHONOIMM Cernvac pa3BMBaloTCa C paHTacTuye-
CKOM CKOPOCTbI0. 3a4acTyto /159 yCTapeBLUNX YCTPOMCTB YXKe HET HOBbIX MPOLUMBOK, MO3TOMY [AaXke eC/iv
yCTpanBaeT MPOU3BOAUTENIBHOCTb, TO KaKoro-To PyHKLIMOHaNa MOXeT HavaTb He XBaTaTb, M A8 TOro,
4TOBObI €ro pacLUMpUTb, HEOBXOOAMMO MOMHOCTBLIO MEHSTb XeNeso.

C BUpTYyanu3aumeit He CyLLeCTBYeT Takux Npobnem, MoTOMY UTO OHa OMMPAETCS Ha KIACCUYECKYHO apXu-
TEKTYpY X86, KOTOpas yHWBepcasbHa U NoanepKmBaeT ntobble 0bHoBNeHKs MO, a OHW Bcerga NpUxXoasT
BOBPEMS 1 COXPAHAOT AOMKHbIN YPOBEHb MHPPACTPYKTYpPbl.

Mpenmyulectsa BMpTyanmusaumm A9 3aka3dnka — 3TO BCerfa camMble HOBble MPOLUMBKK, Nporpec-
CMBHbIE TEXHONOTUM, LWWMPOKME GYHKLIMOHANbHbIE BO3MOXHOCTHW. MNoaaepxka, npocToe Macwtabu-
poOBaHWe, CBOEBPEeMEHHasi 3ameHa 060pyA0BaHUs, LIeHTPaiM30BaHHOe yrpaBrieHue, MporpaMmmMHas
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aBTOMATM3aLMSA — BCE 3TO NO3BOIFET 3HAUYMUTEIbHO MOBbLICUTbL KAYeCTBO AOMUHUCTPUPOBAHUA, a Tak-
e rmbko ynpaB/iaTb CBOMMMU MHq)OpMaLI,MOHHbIMVI pecypcamMum 1 Cokpalwiatb pacxonbl.

— lMouyemMy pPyKOBOOAMUTENM 4YACTO HE MOrFYT pPelMnTbCA Ha peanusauMio NOJIHO-

MacwtabHOro BUpTyanuMsaLMOHHOro NpoeKkrta?
— OyeHb 4acTo B KPYMHbIX KOMMNaHUAX COTPYOHUKM UT-0oTOena oTHOCATCS K cywecTBytowen NT-nH-
$pacTpyKType O4YeHb KOHCEepPBATMBHO, Monaras, 4To BHEOPEHME HOBbIX TEXHONIOTMIA MOXET OTpU-
LaTenbHO ckaslaTtbCsl Ha Ux paboTte. Hanpumep, agMuHUcTpaTopbl CX[, MOryT onacaTbCsi, YTO U-
nepKoHBEpreHuus caenaet Ux MeHee BoCTpebOBaHHbIMU CneLMannCTamMu, UKW «He B3NEeTUT» MO
NPUYMHAM HM3KOW NPON3BOAUTENBHOCTU UTNM HELOCTAaTOYHOMY YPOBHIO OTKa30yCcToM4MBOCTU. Of-
HaKO 3TO He TaK, W CMeLnanncTbl AO/MKHbI MOHUMATb, YTO Yem Bosiblle OHU UMEIOT KOMMETEHLNN,
Tem Bonee LeHHbIMU KafpaMn OHU SBNSIKOTCS.
Nnn, Hanpumep, HEeKOTOpPble KOMMNaHUN He XOTAT peasin30BbiBaTb NMPOEKTbl MO MOAEepHMU3aLmn ce-
Ten 13-3a paspocLllencs 3a MHOrO JIeT CeTeBOM MHPPACTPYKTYpbl. CeTb — 3TO KPOBEHOCHad CUCTe-
Ma LeHTpa 06paboTku AaHHbIX, U TaM OYEHb BaXKHa MOCTOSIHHASA OOCTYMHOCTb. BupTyanusauus xe
OrPOMHOrO0 Konu4yecTBa Gpu3nyeckoro obopyaoBaHuns NpeacTaBnserTcs oveHb 60MbWNM U CNOXKHBIM
NPOeKTOM, rAe OYeHb Nerko AOoMyCTUTb OWMOKK, KOTOpble MPUBEAYT K MPOCTOSM, OTK/IIOUYEHUIO
psifa CEPBMCOB WU MOJSIHOM HEOOCTYMHOCTU. KOHEYHO, BCE 3TO HYXXHO YyUMTbIBaTb U ObITb fOCTa-
TOYHO KBaNMPULMPOBAHHbBIM /19 PeLleHMA OaHHbIX BOMPOCOB.

— Ha uto cTouT 06paTUTL BHUMaHUE NpPU NMPUHATUU PELLUEHUU O BHEAPEHUU?

- [NaBHOe, 4TO Mbl Obl COBETOBaNM, — 3TO AOBEPUTb BHEAPeHWe npopeccruoHanam. MIHorna 3akas-
YMKM CaMM MbITAIOTCS Peann30BbIBaTb TXKE/ble PelleHus, B pe3ysibTate AoMyCKaloT OWwrbKu 1 no-
nyvatoT HeapdekTUBHO paboTatolyio UT-cuctemy, nnbo TpaTaT Ha ee BHELPEHUE B HECKOJTbKO pa3
6osbLie BpEMEHW, YeM OMbITHbIE CreLManncTbl. Y NpodGeccrMoHanoB 3a nneyamu ganeko He oauH
[LecsiTOK pa3Hoobpa3HbIX MPOEKTOB, 3a 3TO BPeMs yxe faxke Ha MHTYUTUBHOM yPOBHE NOsIBNSeTCs
NMOHMMaHKe TOTo, FAe MOTYT BO3HMKATb NPObneMbl 1 Kak nx nsbexars.

K npumepy, NpoekTbl Mo ¢pusmyeckoMy nepeesny obopynoBaHWs [OCTaTOYHO COXHbL. UM npea-
LIeCTByeT O4eHb Cepbe3Hasi MOAroToBKa, pa3paboTka 3anacHbIX MaHOB, pe3epBHOE KOMMPOBaHMe,
CTpaxoBaHWe YyCTPOWMCTB, OpraHn3aLmna NogMeHHoro poHaa obopynoBaHus Ha cnyyain Gpopc-Maxo-
poB. Takxe TLiaTebHO He0OXOAMMO COCTaBUTb NNaH-rpaduk paboT, YUTobbl He 4OMYCTUTL MPOCTOEB
B paboyee Bpems. LleHa owMOKKM 30eCb OYeHb BbICOKA, MO3TOMY MPOAYMaHHOE MNaHUpOBaHME U
OMbIT peanmsaummn aHanornYHbIX MPOEKTOB UTPAIOT KKOUYEBYHO POSlb.

— Kakue pelueHusi No BUPTyanusauumn cerogHsa Haubonee nonynspHel? U ecTb nu
BO3MOXHOCTb NPOTECTUPOBATb UX Nepepn, MOKYNKOW?
— BO MHOroMm BCe NpoAyKTbl MAEHTUYHbBI U OTAIMYAIOTCS TOMBbKO NOAXOLOM NnpounssoauTeneit. Softline
— MyNbTUBEHAOPHAs KOMMaHUs, MO3TOMY Mbl MOXeM NOMOYb NogobpaTbh ONTUManbHOe peLleHue,
NCXOAs U3 MHOMBWUAYANbHbIX MPEeANoOUTEHUI. Yallle BCEro MMeloT 3HaYeHne yCI0BUs Tex-

AnekcaHop
NaBpnHOBMY

nropb

BONOKUTUH

HMYECKOM MOAOEPXKKM, YPOBEHb TEXHONOIMYECKOrO Pa3BUTUA, MHTErpauus C yxe BHe- I_Ipe[/ll\AyLLLeCTBa BMP-

LAPEHHBIMW B UHPPACTPYKTYPY PeLLeHUIMU.
BupTyanusaums — 3T0 OAHO M3 CaMblX CU/bHbIX HanpaBneHuii komnaHum Softline, cobpas-

Tyanm3aunm A

Wwei NPOGECCUOHaNbHYIO KOMaH/y TEXHUYECKMX CeunanmcToB. Mbl obnagaem 6orateiv  SAKd34MKA — 5TO
OMbITOM, Tak Kak paboTaem C AaHHbIMU TEXHONOMUAMM NPAKTUYECKM C Havana wx cywe-  BCEl1a CaMble

CTBOBaHUA. B HaWmMX MHTEepecax npennaratb NnpoBepeHHble, HafeXXHble peleHnd 1 peanu-
30BbIBaTb NPOEKTbl C MMHUMAJTbHbIMW CPOKaMU U PUCKAMMU.

HOBbIE MPOLLNMBKW,

Mbl MOCTOSIHHO ClIEAMM 3@ TPEHAAMM U HOBbIMU TEXHONOTMAMU U yxe cerogHs rotosel [ 1PDOIPECCHIBHBLIE
NPeANOXWTb BCEM XENAKoLMM NOCETUTb HalW BOPKLWONbI B odpuce Softline (np. Mobean-  toxHO 10N LUIMPO-
)

Tenew, 108, MUHCK), rae Mbl eMOHCTPUPYEM BOMbLUIMHCTBO peLleHnin VMware. 3T0 OTiny-
Hasi BO3MOXHOCTb NPOTeCTUpPOBaTb NnaTGopMbl BUPTyanu3auunmn vSphere, NSX, Horizon,

Ke QyHKLMOHab-

NporpamMmMHoOe XpaHunuie faHHbiX VSAN, nnathopmy ans MobunbHon pabotbl cotpynHu-  HblEe BO3IMOXXHOCTI.

koB Workspace ONE, 1 3apaTb BCe MHTepecyloLLne Bonpochi. i

NMpuMepbl peanu3oBaHHbIX NPOEKTOB

NPSM & BIC-CBEPBAHK = BTBE

BMNC-CHepbaHk —

il
OAO

Life - BHeopeHue o bark BTE (Benapycb) - MoO3bIpbCKKNI HepTe3aBO, —
. NMPOEKT MO BHEAPEHUIO €AMHON .
nnaT$popmMbl CETEBOM MOJepHM3aLMA CETEBOM BHe[peHMe NPorpamMmMHoro
BUpTyanm3aumm NSX MnarpopMbl AN ynpasnerms MHPPaCTPYKTYpbl XpaHuIuLLa gaHHbIX VSAN
MOBWBbHBIMK YCTPOMCTBaMM
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0 npoekTe

3aka3suumk: OAO «blMNC-CbepbaHk»

OTpacnb: PUHAHCOBAsA OeATeNbHOCTb

3apava: BHeApeHWe enHoli NnatgopMbl AN YNpaBaeHus MOBUIbHBIMKW YCTPOMCTBAMM

PewweHue: VMware Workspace ONE

Pe3ynbTaTbl: ONTUMM3ALIMSA BHYTPEHHUX DU3HEC-NPOLEeCCoB, MOAEPHU3aLMs paboueit cpefbl NyTem
BHe[peHUsl COBPeMeHHO be3onacHoin MoBUIbHOM MHPPACTPYKTYpbI

0 KnueHTe

OAO «BlMC-CbepbaHk» BxoauT B rpynny «CobepbaHk POCCUM». DTO OAUH U3 CaMbIX KPYMHbIX 6aHKOB
Benapycu. ObcnyxuBas cyeTa npeanpusTUii U npegnpuHumMatenen, 6aHk NnpefocTaBnseT pasHo-
obpasHble ycnyru B 06nactm pUHaHCUPOBaHUS, KPeAUTOBaHMS, eN03UTOB 1 NpoYero. B uncne ero
K/IMEHTOB 3HaYaTCs KPYyMHenLmMe NpeanpuaTus Bcex oTpacniei 6en1opycckoi 3KOHOMUKU. DuUnnansl
1 noppasgeneHusa baHka MMEKTCs BO BCeX pernoHax benapycu.

Cutyauus

Pa3BuTME MHPPACTPYKTYpbl U pacluiMpeHne cepencos obycnoBunn notpebHoOCTb BO BHeOpeHUU
MOBUNBHOM NNaTpopMbl 45t ONTUMMU3aLMK PaboTbl COTPYAHUKOB, MPUBIEYEHUST HOBbIX KJTIMEHTOB,
pa3BepTbiBaHUA HEOOXOAMMbIX CepPBUCOB. MOHaAo0bunoch LeHTpann3oBaHHOE yrpaBieHne BceMu
MOBUNBbHBIMUK YyCTPOMCTBaMMK, obecrneyeHne yaaneHHoro ocTyna K KoprnopaTMBHOW cpefe C Bbl-
nonHeHnem Bcex TpeboBaHmit cnyx6bbl HeaonacHocTU. B kayecTBe napTHepa Bbibpanu KOMMNaHWio
Softline, cneunanucTbl koTopoi obnagatoT HEOBXOAMMbBIM OMbITOM U MOATBEPXKAEHHBIMW KOMIe-
TeHUMAMM B 06nacTu cnuctem ynpaeneHns MobUnbHbIMU ycTporncTBaMmun (MDM).

OfHUM u3 TpeboBaHMn kK MDM-cucTeme Bbinia BO3MOXHOCTb pa3BepTbiBaHUS BCE MHPPACTPYKTY-
pbl B LIO[ 3aka3unka 6e3 npmBs3ku k 06nayHbIM CepBUCaM, a TaKXKe HallMine BCTPOEHHbIX pecypcoB
ans obecneyeHmsa 6e3onacHoOro 4ocTyna K kopnopaTnaHoM cpene u 6a3oBblit DLP-pyHKUKMOHaN. B
paMkax MpoekTa npefnonaranocb 3afeicTBoBaTb BHYTpu npeanpusatus 6onee 500 MobUnbHbIX
YCTPOMCTB Ha nnatpopmax iOS u Android.
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pHble pe

3apava

C nomMolubio MDM-cucTembl HeE0bX04UMO ObIIO opraHus
YCTPOMCTB K Criefytowmnm cucteMam baHka:

* 3/IEKTPOHHadA NoyTa;

- CRM-cuctema;

* [EeMOHCTPALMOHHbIE BEPCUU MOOUIBHBIX MPUTOXEHWI AN KN
* CUCTEMa BUOEOKOHpEPEHLNI;

- BHYTPeHHUIA nopTan baHka;

- cuctemMa Help Desk.

Kpowme Toro, TpeboBanocb obecrneunTb NOMHYK MHTErPaLMIO C KaTanorom
Tpanu3oBaHHOE ynpaBfieHWe npaBaMu OOCTyna K MOBUIbHBIM pecypcam yepe
HOCTU OOMeHa.

PeweHue

B xome npoekTa 6bino npoaHannsmMpoBaHo 60MbLIOe KOMYECTBO NAATGOPM MO Pa3HbIM KpUTEPU-
AIM: BO3MOXHOCTb pa3BepTbIBaHWA MHPPACTPYKTYpbl «Ha 3emne» (On-premise); ynpasneHue npu-
noxeHusiMu; obecnedveHne 6e30MacHOCTY; NPefoTBPALLEHNE yTeuyeK MHPOPMaLMK; NMOALEPIKKA
Pa3fiMyHbIX YCTPOMUCTB M OMEePaLMOHHbIX CUCTEM; CTOMMOCTb pelleHus. o ntoram cpaBHeHus on-
TUManbHbIM BbIIO MpU3HaHO pelleHne VMware Workspace ONE, koTopoe oTBevano BceM Tpebo-
BaHWsM. Hanbonee BakHbIM GaKTOPOM, MOBAMUSBLIMM Ha UTOrOBbIM BbIGOpP, HBbla BO3MOXHOCTb
peanusauunn NpoaykTa on-premise. 310 ObINO KOYEBLIM TpeboBaHMEM K NnaTdpopme. KoMnaHms
Softline npenocTtaBnna BO3MOXHOCTb MPOTECTUPOBATL peLleHKne, nocsie Yero Obin 3anyLlieH nu-
NOTHBIA NPOEKT C BHeApPEHWeM B MHGPaAcTpyKTypy BaHka. [is peanusaLunu MUIOTHOrO MpoeKTa
6b1n1 UCNONb30BaH AEMOHCTPALMOHHDIA 0bnayHblin cepsuc VMware TestDrive, roe co3ganu nuioT-
Hyto cpefly, K KOTOPOI NpefoCcTaBUAN [OCTYN COTPYAHMKAM Npeanpustus. boin onpeneneH Habop
YCTPOWMCTB, NMPUIIOXKEHUN U CcepBUCOB. NHXeHepbl «CodT/lanHben» COBMECTHO C TEXHUYECKMMU
cneumanuctamm «bMNC-CbepbaHka» npoBenu passepTbiBaHME HEOOXOAMMbIX CEPBUCOB B TECTOBOM
30He AaTa-ueHTpa baHka Ans uHTerpaumm c obnakom. B nepByto ouyepefb UCMbITbIBATMCh BO3MOX-
HOCTU LLEHTPa/IM30BaHHOIO yNpaBieHUst TPOdUASMM HE30MaCHOCTU 1 MPUNOXKEHUSAMU HAa MOBUITb-
HbIX YCTPONCTBAX.

Cnepnytowum atanom bbina nposepka pabotocnocobHOCTH NonHoro Habopa Bcex HeoOXOLUMbIX
MpUNoXeHin 1 Beb-cepBncoB nog ynpasneHneM MDM-cucTeMbl. [ocie yCnewHoro 3aBepLueHus
3Tana TexHU4YeckKme CneunanmcTbl NPUCTYNUAN K NIaHUPOBAHUIO Pa3BepPTbiBAHUA MOJTHOLLEHHOro
pelleHusi B paboueii cpefe «BMNC-CbepbaHka». bbina BbibpaHa Heobxoaumas apxuTekTypa npo-
OyKTa, onpeeneHbl U BblAeneHbl pecypcbl Ans pasBepTtbiBaHna VMware Workspace ONE. Cne-
[OM 3a npuobpeTeHneM NULEH3UI B fAaTa-LeHTpe 6aHka — pa3BepHyTa UHPpacTpykTypa VMware
Workspace ONE 1 BbINOJIHEH NMEPEHOC BCeX padpaboTaHHbIX MOMUTUK, MPOPUNEN U KOHPUTYpaLUiA
13 obnayHoro cepsuca VMware TestDrive Ha MOArOTOBNEHHYO pabouyto cpeay.

Pesynbrart

B pamkax peanusaumm npoekTa «bMNC-CbepbanHk» nonyynn MDM-cuctemy Workspace ONE — nnat-
dopmy umdpposoit paboueit obnactu, obecneunsatoLyio yoobHoe 1 besonacHoe npegocTaBneHue
MoBbIX MPUNOXEHWUI U yripaBieHne UMK Ha nobom ycTpoictse. Y «BMNC-CbepbaHka» nosiBMnach
efvHas nnatpopmMa As ynpasieHus MOOUIbHbIMU YCTPOMCTBAMM HE3aBUMCUMO OT MOAENW Bna-
OeHusi (B TOM 4MClie B Cly4ae UCMONb30BaHWUS NIMYHBIX YCTPOWMCTB B MOMHOCTBIO YNpaBrisemMoin
MHPPACTPYKType) 1 obecriedeHns KOHPUAEHLNANBHOCTU OaHHbIX NPeAnpUSTUS U COTPYAHWUKOB.
Bbino BBeAeHO B akcnyatauuio 6onee 500 MOBUbHBIX YCTPOMCTB. Bce 370 no3sonuno «brnc-c-
H6epbaHky» ONTUMU3UPOBaTb BHYTPEHHME BU3HEC-NpoLeccsl, MogepHU3npoBaTb pabouyto cpeny
nyTem BHELPEHUsi COBPEeMeHHOM He3onacHoi MOBUNLHON MHPPACTPYKTYPbl U NEPEenTH Ha Cylie-
CTBEHHO HOBbIN YpOBEHb LMPpoBOro paboyero npoctpaHcTsa. i
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Softline vonepHuzvpaosana
CEeTEeBYH WHPACTPYKTYPY
baHka BTb (benapycb)

0 npoekTe

3aka3suuk: baHk BTb (benapychb)

OTpacnb: pUHaHcoBada O0edTebHOCTb

3apaya: opraHM3aLms HOBbIX CETMEHTOB CeTU, NoBbILLeHWe ypoBHS 6e3onacHoCTu

Petterne: VMware NSX — nnatgpopma BUpTyanmsaumnm cetm

Pe3ynbTaTtbl: NoBbiWeHWe 6€30NacHOCTU 1 3PPEKTUBHOCTU BU3HEC-NPOLIECCOB, CHUXEHME onepa-
LIMOHHbIX 3aTpaT Ha obcny>xxmBaHue ceTn

0 KOMMaHuU

BaHk BTE (benapycb) paboTtaeT Ha pbiHke benapycu ¢ 1996 roga u cTabunbHO BXOOWUT B OEeCATKY
KpynHenwmnx 6aHKoB B cTpaHe. baHk NPUHaONEXUT K MexayHapoaHOM GUHAHCOBOW rpynmne u pe-
LaeT 3afayn KIMeHToB NMtoboro ypoBHs CMOXHOCTK, obecneunBaeT GUHAHCUPOBAHUE KPYMHbIX
MPOEKTOB, NPefoCTaBNsaeT UHANBUAYANbHbIE TAPUPbI KOPNOPATUBHBLIM KJIMEHTaM.

Cutyauusa

C pa3ButieM brsHeca u pacllMpeHmrem criekTpa okasbiBaeMblix ycnyry baHka BTb (benapycb) no-
sIBUNacb NoTpebHOCTb B HOBOM MOAXOAE K OpraHM3aL M KopnopaTUBHbIX ceTei. Bo3HuKNa Heobxo-
AMMOCTb BbICTPOro pa3BepTbiBaHUS HOBbIX CEPBMCOB M He30MacHO opraHM3aL MM HOBbIX CermeH-
TOB CeTH.

Ha KOHKYpCHO OCHOBe B KauecTBe napTHepa bbina BbibpaHa koMnaHus Softline. SkcnepTbl koMna-
HUW NPOAEMOHCTPUPOBANYU NyYllne peLleHUs Ha PbiHKe B 3TOM 0611acTu 1 MOMOMNIU CPaBHUTL MX.
Mocne aHanM3a CyLecTBYIOLLMX TEXHUYECKMX peLleHnit baHK OCTaHOBWACS Ha NnatdopmMe BUPTYya-

«OCHOBHbIM pe3y/1bTaToMm
npoekTa ond badHka BTb
CTano BHeApeHye HOBOro
noaxona K opraHm3aum
KOPNopaTUBHbIX CETeN.
bnarogaps nnatpopme
NSX Mbl MOXeM ObICTPO
1 6e30nacHO pasBopa-
YMBaTb HOBbIE CEPBUCH
6e3 NoKyNKK1 AONONHM-
TeNbHOrO 0O0PYLOBaHMA
N TPYOo3aTpat Ha ero
HaCTPOMKY», — OTMETNT
OMPEKTOp AenaprameHTa
O3AHKOBCKMX 1 MHPOP-
MaUVOHHbIX TEXHOMOMM
baHka BTb KOpuin Kazak.

Pesynbtart

nn3aunm cetn VMware NSX. PelleHune nydlie Bcex OTBeYasio NocTaBeHHbIM TpeGOBavaM.

3apauum

Bbibrpaemas TEXHONOrMs CerMeHTUPOBaHUS [OMKHA Bbina peLlmnTsb 3agaym no op-
raHu3aLunmn ceTeBoi MHGPaCTPYKTypbl BaHka:

- CerMeHTauumn ceTu;

- MOCTPOEHUIO YPOBHS abCTpaKLMM OT anmnapaTHbIX CETEBbIX PeLLeHU;

* MOBbILLIEHWIO YPOBHSI 6@30MacHOCTM NPU CO34aHNU HOBbIX BUPTYarbHbIX CETEN;

* 3almTe MHBECTULINI 3a CHET BHEOPEHUA [ONTOCPOYHOIO peLleHus.

Mocne onpeneneHns OCHOBHbIX 3aay akcrnepTbl baHka npu nopaepxke Softline n
VMware Hayanu nostanHoe BHegpeHune NSX.

PeweHue

VMware NSX - nnatpopma BMPTyanm3aLnm CeTnm HOBOIO YPOBHSA. PelleHue
NMO3BOAET MOSIHOCTLIO BOCMPOM3BECTU PUBNYECKYIO CETb NPOrPaMMHbIM Me-
Tonom 6e3 npmBs3sku K 06opynoBaHUio.

MpoaykT 6bin ycnewHo pa3eepHyT B LIO[ax baHka BTE. YnpaBneHue nponcxo-
OUT N3 efUHON KOHcoMM VMware, 4To COKpallaeTt BpemMa 1 ynpoLlliaet npouecc
aAMUHNCTPUPOBAHUS.

Ona cotpynHuko 6aHka bbin NpoBefeH TPeHUHT o paboTe ¢ HOBOM nnathop-
MOM. DkcnepTbl Softline obyunnu MHKeHepoB yrnpaBneHUIO CUCTEMOMN, UHTe-
rpauunmn NSX ¢ OpyrumMun peleHnamMm, YCTpaHEeHUI0O HEMCMNPABHOCTEN, a TakxXe
OKa3a/in 3KCMePTHYIO MOAAEPXKKY MPU HacTPOMKe TEXHONIOMMKU Ha HayasbHbIX
3Tanax. Mofaepxka OCyLeCcTB/ISN1aCh Ha BbICOKOM NPOpeccMoHaribHOM ypoB-
He W NpakTUYeCKM KPYrnoCyTO4HO. Bo3HuKalowme npobnembl onepaTUBHO
YCTPaHAIUCh B TOM HYMCJIe C MPAMOW MNOOAEPXKKOW 3KCNEePTOB BEHO0PA.

Mnatpopma NSX no3Bonuna coTpyaHukam baHka:

- NoNy4nTb rMbKIMe NONNTUKM Be30MacHOCTU, AUHAMUYHOCTD, Yy4LLEHHYIO cucTemMy Be3onacHoCTy;

- COKpaTUTb BpeMs pa3BepTbiBAHNA HOBbIX CEPBMCOB C HECKOJSIbKMX AHEN [0 HECKONTbKUX MUHYT;

- nepeHocUTb pabouue Harpysku Mexay LIOL 1 BHYTPU HUX C COXPaHEHWEM CETEBOM MHPPaCTPYKTYpb!. I
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Gartner: Ton-10

CTPATErMyecKmnx TPeH40B
DAa3BUTNAG TexHomornm B 2019 roay

KaxxObIv rod, uccnenoBaTenbckasa KoMmnaHua Gartner obbasngeT oecaTb
OCHOBHbIX TPEHAO0B U TEXHOOTUW, CTPaTErMUYECKM BaXKHbIX A9 Pa3BUTUS
bu3Heca. Mo MHeHUo aHanuTuKoB, B 2019 rogy obnayHble cepBUCHI

n 3D-neyatb OTCTYNAT Ha BTOPOW MJiaH.

[MaBHbIMU TpeHOamMu CTaHyT NW-gesenonepsbl, KBAHTOBblE CEPBUCHI

M YMHblI€ NPOCTPAaHCTBA.

CamoynpaBnsieMble YCTPOHCTBA

B 6nmkariwme rogbl aBToTpaHCnopT, poboThl, netawwme
LPOHbI ByayT akTUBHO MUCMOJMb30BaTh MCKYCCTBEHHbIN UH-
TENNeKT ANs aBToMaT13aumm pyyHor paboTbl. Mo nporHo-
3aM aHanUTUKOB, yxe k 2021 rofy 10% HOBbIX aBTOMOOMU-
net 6ynyT BbINyCKaTbCs CO BCTPOEHHOM BO3MOXHOCTbIO
AaBTOHOMHOIO BOXAEHUS.

Buue-npesnaeHT KomnaHum Gartner [O3Bug Kupnan oTMedaet, YTO 3TOT TPeH[ C YCMexoM pasBu-
BaeTCs B ropHoA06bIBaloOLLIEM CEKTOPE, U CKOPO ero MoXKHO Bynet HabnopaTh B TakMxX cepBuUcax,
KaK [oCTaBKa MuuLbl OPOHaMW UM aBTOHOMHbIM LOPOXHbIM TpaHCcnopToM. Mo cnosam [.Kupnu,
OXnpaetcs cABUT OoT paboTalolWwmMx B OAMHOYKY YMHbIX Bellei K rpynnam. Hanpumep, OpOH, KOTO-
pbli CNefUT 3a CeNbCKOXO3AMCTBEHHbIMU NMOMSAMU, MOXET YBUOETb CO3PEBLUNI YPOXKaKn 1 Bbi3BaTb
ABTOHOMHbIN KOMbaH.

K 2020 ropy, 6naro;|,ap<;| [OMONIHEHHOM aHaNUTUKe, farta-CaneHTM3M YynpoCTUTCH, U UM CMOTYT 3a-
HMMaTbCA He TONbKO KBaMMPULMPOBAHHbIE CNELMNANNCTbI, HO U OUIETAHTbI.

Digital Transformation and Cyber Security Solution Provider 45



Undpposusauus |

4

( 4

LS s 5 JlononHeHHasa aHaNMTUKa

| [JononHeHHas aHannTUKa MCMnonb3yeT MalnHHoe obyye-
HWe onsa aHanu3a 6onbloro obbemMa AaHHbIX, nonyyaer
~ = | M3 HUX HOBYIO MHPOPMALMIO U BU3yanusunpyet ee. Mpo-
- J rPaMMHbIe peLLEHUs], KOTOPble UCMO/b3YOT AOMONHEHHYIO
% ‘ \ aHanuTMKy, OyoyT akTMBHO BHELPATbCS B MPUNOXKEHUS
KOMMaHWii 1 ONTUMM3UPYIOT paboTy He Tonbko [AaTa-
Cali€HTUCTOB W aHANIMTUKOB, HO U ByXranTepoB, MEHEAKEPOB MO NPOAAXKaM, MapKeTUHra, crneLua-
nucTos no nonbopy nepcoHana.

McKycCTBEHHbIH MHTENNeKT

Mo MHeHWto nccneposartenen Gartner, 8 2022 rogy He Mme-
Hee 40% HOBbIX NMPWUIIOXeHU ByayT co3paHbl KOMaHaa-
MU, paboTatoLWwmmMm BO B3aMMOLENCTBUN C UCKYCCTBEHHbIM
MHTeNNekToM. C NOMOLLbIO TakUX pelueHuit, kak Google
AutoML paspaboTunku cmoryT pabotatb B OAUMHOYKY U
HabupaTb B CBOIO KOMaHAY «BUPTYasibHbIX» MOMOLLHUKOB
C onpefeneHHbiM PYHKLMOHANOM 019 BbINOMHEHUA TeCcTUpoBaHua MO, AM3anHa MHTEpPEencos 1
[axke 019 reHepupoBaHMga NPorpaMMHOro Koga.

LiucppoBoit ABOMHMK

LUndppoBon OBOMHUK — 3TO BUPTYyanbHaa Momenb Gpuamnye-
CKOW CUCTEMbI, KOTopasi MOCTOsIHHO 0BHoBAsIETCS Mo cre-
OaM M3MEHEHUI CBOEro peasnibHOro NpoToTUna. Yxe cero-
OHA 24% KOMMNaHWKM, UCMONb3YIOWKUX WHTEPHET Bellewn,
Y NPUMEHAIOT UMPPOBbLIX ABOMHUKOB. BUpTyanbHaa Moaenb
nomoraet BbIsiBUTb cnaboe MecTo peanbHON CUCTEMbI U
NpPOBECTU AOMONIHUTENbHYIO MPOBEPKY.
Y undpoBOro ABOMHMKA OFPOMHbIN NOTeHLMan — ero 6yayT MCNONb30BaTh A5 pa3paboTok pelle-
HWIA, UCCNefOoBaHWN, MOHETU3aL MKW AaHHbIX, TECTUPOBAHUS HOBbIX BU3Hec-cTpaTeruii. C NoOMOLLbO
LUMPPOBOro OBOMHMKA OHMIAMH-MarasmHbl CMOryT noabupatb ofexay ANf NokynaTenen, Bpayn —
onpepensTb Hanbonee NOAXOAALLYIO XMPYPruyecKyto onepaLmio A5 naumeHTa, He pUCKysi ero 340-
poBbeM.
OrpoMHble NepcrnekTnBbl UMeIoT «LMudpoBble ABOMHUKKN OpraHu3aLmii», KoTopble bnarogaps one-
PaLMOHHBIM U APYTMM LaHHbIM CMOTYT MOAenmpoBaTh paboTy 613Hec-npoLieccos.

!! Osnako nepemMelyaercs B Edge

lpaHW4YHbIE UK TyMaHHble BbluMcneHus (Edge) asnsioTcs
[LeueHTpann3oBaHHoW 06paboTkol [aHHbIX, MPOUCXO-
AsLWel OKOMo MeCTa UX reHepaLumn — Ha rpaHuLe Mexay
ycTporictBoM (npubopom, Aatumkom) u ceTbio. ObpaboTka
MHPOPMaLMM MPOUCXOONT Ha MecTe, a B 06nako nonagatot
roToBble pe3ynbTaThl.

Edge-BblunCnieHNs BaxKHbI A5 Pa3BUTUS MHTEpHeTa BeLlei. C UX MOMOLLbIO MOAK/TIOYEHHbIE YCTPOWA-
cTBa 6e3 3aaepkM 0OMEeHMBAOTCA OaHHbIMW C aHATMTUYECKOM CUCTEMOM M YCTPaHSIOT 3aBUCK-
MOCTb OT MHTEPHET-COeAUHEHUS.

B 6nvkariee BpeMs faHHas TEXHOMOMUs cTaHeT Honee ycoBepLIeHCTBOBaHHOM Bnarogapst pocTy
MOLLHOCTU FPaHMUYHBIX YCTPOMCTB 1 MOSIB/IEHNIO CBEPXCKOPOCTHOM CBSA3M.

Mo MHeHwuIo aHanMTUKOB Gartner, obnako nepemectutcs B Edge. paHUYHbIE BbIYMCNEHUS CTAHYT He
NpOCTO OOMOSIHEHMEM BbI4YMCNEHUI B 0bNlake, HO U CaMW CMOTYT UCMOMb30BaTb OBMaYHYI0 apxu-
TekTypy. C NOMOLLbIO BCTPOEHHOI0 MCKYCCTBEHHOTO MHTEeNNekTa Edge-BbluMCNeHNst CMOryT peluaThb
CNOXKHble 3a43a4u.

MsToe nokoneHne MobunbHOM CBA3M 5G HauHeT pa3BepTbiBaHMe ¢ 2019 roga 1 B bnvkanwme 5-6
neT oxBaTUT BOJbLLYIO YacTb MWPa, CO34aB HEOOXOANMYIO MHPPACTPYKTYPY A5 CBA3U Mex Ay COo-
6or munnunappos Edge-ycTpoincTs.
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MMMepcuUBHbIE TeXHONOrUM

K 2022 ropy okono 70% komnaHuii 6yoyT npuMeHsTb B pa-
60Te MMMepPCUBHbIe TEXHONOMUK — CPeaCTBa BUPTYaslbHOM U
[OMNOJTHEHHOW peanbHOCTU. C NOMOLLLIO AaHHbIX TEXHOSIOTUI
6ynyT NPOBOAUTLCS TPEHUHIU, MapKETUHIOBbIE aKTUBHOCTH,
BU3yanu3auus fu3saiiHa, TexHuyeckoe ob6cnyxumsaHume.

MpousonaeT «nepeBopoT MOLeNM B3aMMOLEUCTBUSA» C KN~

| unpposusauusa

€HTOM, B pe3ynbTaTe Yero CMcTeMbl HauHYT 0ByyaTbCs M afanTUPOBaTLCS K JIIOASM, @ He Ha0bopoT.
TekCToBble W FONOCOBbIE YaT-6OTbl 3BOMIOLIMOHUPYIOT U CTAHYT NOACTPaMBaTbCsA MNOA Ntoaen, obua-
ICb C HUMU Yepe3 pasHble OpraHbl YyBCTB, CTaB CBOE0OPa3HbIM MOMOLLHUKOM.

BnoKYeuH-TeXHOoNorum

Pa3BuTHeE BM3HECA C UCMONb30BaHWEM HBOKYENH-TEXHOO-
rMin NpodoMmKUT HabupaTb 060poThl 1 K 2030 roady nepe-
LarHeT oTMeTKy B $3 Tp/IH. HO 3TO He 3HauuT, 4TO OH O0-
CTUMHET CBOEro nuka.

CerogHsawHue B6NOKYENH-TEXHOMOTMU HEO0CTAaTOYHO Ha-
OEeXHbl, 4acTO MensmTeNbHbl, KOHQIUKTYIOT C 3aKOHO-
hartenbHbIMKU opraHamu. 1o MHeHUIO aHanuTUKoB Gartner,

>
>

>
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MUP ABWXKeTCs K Boniee coBepLUEHHbIM

6nokyenH-nnatpopmam, koTopble ByayT MCNONb30BaTbCA AN COBEPLUEHUS MOKYMOK, XpaHeHUs

CcpencTs, BefeHusa byxrantepuu.

YMHOe NpocTpPaHCTBO

YMHbIM MPOCTPAHCTBOM Ha3bIBaOT PUINYECKYIO WU BUPTY-
anbHyto Cpemy, rae NoAU U TEXHONOrMYeckue CUCTEMbI B3au-
MOLENCTBYIOT Mexay coboi U 06pasyloT aBTOHOMHYHO 3KO-
cuctemy. B bnvkaiillee Bpems 3TO NpUBEAET K MOSIBIEHUIO
NOOKIIOYEHHbIX NMPOW3BOACTB, B KOTOPble ByAyT MHTErpupo-
BaHbl LM(pPOBbIE LIENOYKM NOCTABOK C UCMONb30BaHWEM [O-
MOJTHEHHOTO UHTENNEKTa U LIMPPOBLIX OBOMNHUKOB.

YMHOEe NpOCTPaHCTBO CTAHET MPOHMKaTb B ropofa, LMdposble paboune mMecTa, yMHble foma. JTOHOOH
y>Ke ceiyac OTKpbIBAET CBOM rOpPOACKUE AaHHble, lybar akTMBHO BHeapsieT 6nokyeliH, CuHranyp cho-
KyCMPOBascsi Ha Pa3BUTUU MHTEPHETa BeLLe, MoHpearsb NPUMEeHSIET TEXHOMOr M0 YMHOM YOopKku cHera.

LiucppoBas 3TMKA UM NPUBATHOCTb

C KaxpabiM rogoM Bce 6osblue [eHEeXHbIX U penyTaLoH-
HbIX NoTepb DyAeT CBA3aHO C HecobNoaeHNEM NPUBATHOCTM.
B Mupe yctaHoBneH mMunnunappn Ttodek cbopa HdaHHbIX. Ho,
4TObbI M36EXKaTb KPYMHbIX NOTEPb, CBA3AHHbIX C KOHPUOEH-
LManbHOCTBLIO AaHHbIX MO/Ib30BaTeNIel, KOMMaHUAM CTOUT
M3y4nTb MeXayHapoOHble 3aKOHbI, TakKMe Kak leHepanbHbIn
pernameHT o 3alimTe NepcoHanbHbIX AaHHbIX EBpocoto3a.

OTpenbHble YneHbl 00LLecTBa, OpraHn3aLmm U NpaBMUTeNbCTBA HaUMHAOT HECMOKOUTLCS MO NOBOAY
TOro, YTO NMEpPCOHasbHbIE flaHHblE NONb30BaTeNel MoryT HbITb UCMOMb30BaHbI 419 3/IOHAMEPEHHOTO
BTOPXXEHUS B YAaCTHYIO XKU3Hb, CO3[aHUs CUCTEM KOHTPOIS B LeNIIX KOMMEPYECKOro Uin NosinTu-
4eckoro MaHUMyIMpoBaHus. YeTkoe criefoBaHue LMGPOBOM 3TUKE B BefeHUU Bu3Heca NMomMoxeT

KOMMNaHUAM YKpenuTb oBepue CBOUX KITIMEHTOB.

KBaHTOBbIE BbIYMCNIEHUSA

K 2023 rony 20% KomnaHum 6y,u,yT BK/1a[blBaTb CBOM Cpea-
CTBa B KBAHTOBble BblY4MCIEHUA. Te, KTO MepPBbIM CMOXET
NONy4YnUTb OOCTYN K CEPbe3HbIM KBAHTOBbIM BbIYUCIIEHU-
M, CMOTYT CUMYNMPOBATb XMMUUYECKME peaKLMn Ha ato-
MapHOM YpPOBHE M HaWTW HOBble Matepuasbl, Hanpumep,
JIIOMUHECLIEHTHbIE MONEKYbl O OUCTIEEB UNN aKKYMY-
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nsTopHble 6aTapen HOBOro TUMNa. KBaHTOBble MPOEKTbl MOXHO ByneT npuobpetatb Kak CepBuUCHI,
MO3TOMY MHOTrMe KOMMaHUK CMOTYT COBEPLUNTL HOBAaTOPCKME OTKPbITUS 6e3 KPYMHbIX BIIOXEHUI B

MOKYMKY PeBOJIIOLMOHHBIX KOMMblOTEPOB. 1
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CEepBEpoB
Dell EMC
PowerEdge

Moptdenb HoBOro 14-ro nokoneHus cepsepoB Dell EMC npeg-
ctaBnset cobor besonacHyo MacliTabrupyemyto BbIYUCINTENb-
HYIO NnaTthopMmy, KOTopasi ABNSETCS UAeabHOW OCHOBOW ANs
06nayHbIX BbIYUCIEHUIA, aHANUTUKM MW NPOrpaMMHO-onpeae-
NeMbIX LLeHTPOB 06paboTKM AaHHbIX.

HoBYIO TMHENKY CEPBEPOB OTNIMYAKOT MHHOBALMU B TPEX KJTIOYEBbIX 0bnacTsx.
rb6KocTb M MacTabupoBaHue [/15 COOTBETCTBUS U3MeHsIoWMMcs TpeboBaHmam BusHeca.

PaHblue cepBepbl pa3pabaTtbiBanncb A1 UCMOHEHMS NOObIX KaTeropuin 3afa4y, HeCMOTpPst Ha To
4TO KaXKgas 13 HUX MMeeT CBOM 0cobeHHoCTU. Bbibop MoAen 0CHOBbIBANCS Ha KOonnyecTse 1 Bbl-
CTPOAENCTBMM NPOLLECCOPOB, a Takxe obbemMe onepaTUBHOM NamsiTU. CerofHsa apxmMTekTypa u Tex-
HOJIOTUM KaXkaoM MOOeNn CePBEPOB 14-ro NOKONeHUA ONTUMU3NPOBAHbI A9 ONpefesieHHon rpyn-
Nbl paboymx 3a4ay C BO3MOXHOCTbIO rMOKOM afanTaumm, yunTbiBatoLelt BO3pacTaloLLyo HarpysKy,
TpeboBaHUsS K XPaHEHWIO 1 TOYHOM NoACTpoke. K TakMM 3ada4aM OTHOCATCS: KPUTUYECKU-BaXKHbIe
6a3bl JaHHbIX, 6onblUKe faHHble, MallMHHOE 0byYeHme, MHPPaACTPYKTYpa yaaneHHbIx paboumnx cTo-
NIOB, NPOrpaMMHO-onpeaensemMble CUCTEMbl XPaHEHUs, BbICOKOMPOM3BOOMTE bHbIE BblYMC/IEHUA
n bupxesas Toproens. Hanpumep, B cepepe PowerEdge R740xd peanu3oBaHa TEXHOOIUsS 3HEpP-
rOHe3aBMCUMOM NaMaTK C HU3KOW 3adepxkor (NVMe), koTopas npu MCMONb30BaHUN B peLleHnn
VMware vSAN no3sonut obpabatbiBaTh 40 BOCbMU pa3 bonblie onepauunii ¢ 6a3oi AaHHbIX, H4TO
cnocobcTByeT pelleHunio 3aaa4m ele bonee 6bICTPOro 06CNYXMBAHUS KIIMEHTOB MO CPaBHEHMIO C
cepsepamu PowerEdge R720 12-ro nokoneHums.

ABTOMAaTU3aLMUA 019 CHMKEHUA pacxonoB 1 NPOCTOTbl 3KCNTyaTaunn.

HoBble cepsepbl PowerEdge rotoBbl MOMOYb KOMMNaHUAM B peanu3aunmn ctpaterum UT-TpaHcdop-
MaLMK, NMOBbICUTb 3PPEKTUBHOCTbL MPOLLECCOB 3a CYET aBTOMaTM3aLnM BCEro XXM3HEHHOro LMKa
cepBepa OT pa3BepTbiBaHWA OO0 €ro BbiBOOA W3 3KCM/yatauun. BCTpOEHHble UHTENNeKTyaNbHble
BO3MOXHOCTHU, TaKMe Kak paclimpeHHble API-mHTeppenchbl M COBepLIEHHO HOBasA KOHCO/b ynpaBssie-
HMa OpenManage Enterprise, No3BonsT uneHamMm UT-KomaHAab! yaenuts 60osblle BpeMEHU BaXXHbIM
3aavyaM 1 MOBbICUTb CBOIO NMPOAYKTUBHOCTL. bonee Toro, ynyylleHHbin iDRAC 9 (KoHTponnep, Ko-
TOpPbIM OnoBellaeT afMUHUCTPATOPOB O CUCTEMHbIX HeMoNaaKax, NoMoraeT yaaneHHo ynpasnaTb
CUCTeMOM 1 cokpallaeT noTpebHOCTb PU3MYecKoro JocTyna K Heit) obecneunBaeTt B YeTbipe pasa
JYYLUYHO MPOU3BOAUTENIbHOCTb CUCTEMHOIO YNpaB/ieHUs NO CPaBHEHMIO C NpeAblayLMM NOKONEeHU-
em cepBepoB PowerEdge.
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3awumTta 6unsHeca M rapaHTUsi HEMPEPbIBHOCTM.

AnnapaTHoe obecneueHue u MUWKPOKOL YeTbipHaauUaToro nokoseHnda cepseponB PowerEdge OCHalweHbl BCTPOEHHbIMU
cpenctBaMum 3aliTbl Ang npenoTBpaweHna MaMeHeHnq KOHq)VIpraLI,MVI 1 Kpaxkun KOH(DMLI,GHLI,MaJ'IbeIX OAHHbIX. KpOMe
TOro, Takne q)yHKLJ,l/IVI, kak 6e3onacHas 3arpy3ka, BO3MO>XHOCTb BOCCTAaHOBJIEHUA BIOS, nognucaHHble NnpownBKKM COBME-

cTuMble co ctaHpaptamu Redfish APIiIDRAC RESTful, obecneunBatoT NOBbILLEHHYIO 3aLlMTy OT aTak.

NMopTdonuo
14-ro noKkoneHus
cepBepoB

Dell EMC

E g
=

PowerEdge R540 - 2-10HMTOBbIN, 2-X MPOLECCOPHbIN
cepsep [O/19 YCTaHOBKWM B CTOMKY, 00 20 agep Ha coket
(Intel Xeon Scalable), 512 b onepaTuBHOM NamMsATU U A0
140 TB OUCKOBOM EMKOCTM.

Ha3sHaueHwue: cbanaHCMpPOBaAHHOE BbIYUCTIEHWE, XPaHEHWE
W ajantaums K pasnuyHbiM NpUNoXeHusM. BugeoHabnio-
LeHue, CeEpBUCHI 31eKTPOHHOWM MoYTbl U 0bMeHa coobuue-
HUSIMW, CepBepbl Pe3epBHOIO KOMUPOBAHMS, NMPOrpaMm-
HO-onpenenseMoe XpaHeHe faHHbIX.

PowerEdge R740 - 2-10HWTOBbINM, 2-X MPOLECCOPHbIN
cepsep O/19 YCTaHOBKW B CTOWKY, 4O 28 Anep Ha coket
(Intel Xeon Scalable), 1,5T6 onepaTuBHOM NamsTH, C NOA-
[ePXKKOM rpadUYecKnx yCKopuTesnen.

Ha3sHaueHue: obecneunBaer cbanaHCMpOBaHHOE XpaHe-
HWe 1 BbIYMCIIEHWE B COYETaHUMN C TMOKOM KOHpUrypaum-
eit. VIH$pacTpyKTypa BUPTYasbHbIX paboynx CToN0B, Ma-
WKHHOE obyyeHune, BUPTyannsaums, 4acTHble obnaka.

PowerEdge R440 - 1-lOHWTOBbIN, 2-X MPOLECCOPHbIN
cepBep O/19 YCTaHOBKM B CTOWMKY, 0O 22 a4ep Ha COket
(Intel Xeon Scalable), 512 I'b onepaTUBHOM NaMaTw.
HasHaueHWe: nporpaMMHO-ONpenensieMoe XpaHeHue
[.aHHbIX, Be6-CepBUCHI, ONTUMU3UPOBAH A1 BbICOKOMIOT-
HbIX MacLUTabupyembixX BbIYUCTIEHWNIA.

NN TR A

PowerEdge R640 - 1-IOHWTOBbLINM, 2-X MPOLECCOPHbIN
cepBep [O/19 YCTaHOBKW B CTOMKY, OO 28 AOep Ha coket
(Intel Xeon Scalable), 1,5T6 onepaTuBHOM NamsT, MOA-
Oepxka go 8-mu Hakonutenen NVMe.

HasHaueHWe: wpeanbHas KOMOGWHALMSA  BbICOKOMIOTHbLIX
LeHTpoB 06paboTkM [aHHbIX Ha [OBYXMNPOLLECCOPHON Of-
HOOHWTOBOM Nnatdopme. TpaH3aKLUOHHble 6a3bl JaHHbIX,
CEPBUCHI 371EKTPOHHOWM NOYTbI U 0O6MeHa cOobLLEHUSIMU, Bbl-
COKOMPOW3BOAMTENbHbIE BbIYMCAEHMS, NnatTopmMa BUPTYa-
nunsaumm.

PowerEdge R740xd - 2-10HWTOBbI, 2-X MPOLLECCOPHbIN
cepBep /19 YCTaHOBKM B CTOMKY, [0 28 a0ep Ha COKeT (Intel
Xeon Scalable), 1,5 TB onepaTMBHOM NamMsTH, C NOOLEPXK-
Kow 00 24 NVMe gmckoB mnm 0o 32 guckos 2,5 giorma.

HasHavyeHuWe: wuaeanbHO MOAXOAUT ANA MPUIOXKEHUN,
TPebyoLWmnX NyYLIMX XapaKTepPUCTUK XPaHEHUs, MacLuTa-
61pyemMoCT1 U NNOTHOCTW. MpekpacHas nnatpopma ans
KOHBepreHTHbIxX peweHnin (VSAN, MS Storage Spaces,
Nutanix, ScalelO), 6a3 gaHHbIX 1 pelueHnin s 0bpaboTkm
O0/bLWNX OaHHbIX.
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PowerEdge R840 - 2-10HWTOBbIN, 4-X MPOLECCOPHbIN
cepsep AN YCTaHOBKW B CTOMKY, 0,0 6 Tb onepaTnBHOM Na-
MATK, C NOAAEPXKKOMN 0,0 24 NVMe OnCKOoB, NoaaepKka o
2-X rpapuyecKmnx yckoputenen.

HasHaueHuWe: yckopuTenb OW3HEC-aHaNMUTUKM U KpUTUYe-
CKW-BaXHbIX BU3HEC MPUNOXEHWUIA. BbICOKONMPON3BOAUTEb-
Hble BbIYUCIIEHUS, KOHCONUAALMS pabounx Harpysok, BbICO-
KonnoTHast BUpTyanu3sauus, 6a3bl AaHHbIX B OMepaTUBHOWM
namsaTu.

PowerEdge C6420 - rvinepkoHBepreHTHas nnatgopma,
4x Hofbl B O HOM 0bLeM Laccu BbiCOToM 2U.

HasHauyeHMe: aHannTMKa, PUHaHCOBOE MOOeNMpoBaHue,
rMNepKOHBEPreHTHble WHPPACTPYKTypbl, Beb-npunoxe-
HUSA, BbICOKONPOU3BOAMTE IbHbIE BbIYNCIEHUS.

PowerEdge T440 - 2 npo-
LleCCOpPHbIN CcepBep B MNbene-
CTalbHOM UCMNOJTHEHUMN.

HasHauyeHue: ynaneHHble opu-
Cbl 1 CepBepbI MasbIxX Npennpu-
ATUI.

PowerEdge T640 -
2 NpOLECCOPHbIN CepBep B Mbe-
OeCTanbHOM UCMONHEHUN C NOA-
nepxxkon Hakonutenen NVMe n
rpadUUecKmnx yCKopuTesnen.

HasHaueHune: yganeHHble opuchl
M cepsepbl Manbix U 6obLINX
npeanpuaTuiv, BUPTyanM3aunm
N KoHconupaums 6as gaHHbIX U
BU3HEC NPUOXKEHUIA.

PowerEdge R940 - 3-t0HUTOBbIN, 4-X MPOLECCOPHbIN
cepBsep 419 YCTaHOBKM B CTOMKY, A0 6Tb onepaTnBHOM na-
MATH, C nogaep>xkon 0o 12 NVMe OncKos.

HasHaueHWe: obpaboTka upesBblualHO TpeboBaTeNbHbIX,
KPUTUYECKM BaXKHbIX paboumnx Harpy3ok 1 6onblumx 6a3 gan-
HbIX. SAP Hana, Oracle 12C, SQL, 6busHec-aHanuTuKa, KpUTU-
Yyecku BaXKHble BU3HEC NPUNOXKEHUS.

PowerEdge C4140 - peLueHue BbICOKON MAOTHOCTY Bbl-
coToi 1U, nopaepxka no 4 kapt GPU/ FPGA.

HasHauyeHWe: MawuHHOEe 0OyYeHWne, UCKYCCTBEHHbINA WMH-
TennexT, rnybokoe obyyeHune, BbICOKONPON3BOAUTENbHbIE
BbIYMCIIEHUS, PUHAHCOBbIE NMPUTOXKEHUS, HAayUHble pa3pa-
60TKM, HedTerasoBble U3bICKAHUS.

£ o <

PowerEdge FC640 u M640 — 2-x MpoLeccopHble cep-
Bepbl 4719 MOAY/bHbIX Waccu FX2 n M1000e.

HasHauyeHue: BMPTyanusauwus, YacTHble obnaka, BbICOKO-
NPOW3BOAUTESNIbHbIE BBIYUCTIEHMS.
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[lopT@eslb cUCTem
XpaHe—IWr‘I NAaHHbIX
KoMmnaHuu Dell EMC

Tekylne BUsHeC 3adaun CTaBsaT nepep 3akasunmkamu HoBble TpeboBaHus K UT-MHPpacTpyKType.
Ecnu paHblue ana UT-o6opynosaHus Hb1nm BaXKHbI HAAEXHOCTb U GYHKLIMOHaNbHbIE BO3MOXHOCTH,
TO cerogHs Bce 6onbliee 3HayeHWe NpuobpeTatoT NPOCToTa IKCMyaTaLUn U HaNMUYne UHTENNEeKTY-
anbHbIX CUCTEM MallMHHOro obyueHus. Cpean UT-cneunanmncTos Bee Yvalle 0bcyxaaeTcs NoHaTue
«COBpeMeHHbIN LIO[» 1 Te 0COBeHHOCTU, KOTOPbIMKW OH AoeH obnagate. Mo MHeHuto Dell EMC,
COBPEMEHHbIN LIeHTp 06paboTKK faHHbIX, Npex e BCero, B CBOE OCHOBE J0/HKEH MMETb TEXHONO-
rMun XpaHeHus Ha 6ase All-Flash, notomy 4T0 310 BbLICTPO, HAAEXKHO U SKOHOMUYECKU 3PDEKTUBHO.
CoBpeMeHHbI IO fomKeH MMeTb BO3MOXHOCTb JIErko NePeHOCUTb AaHHble B NyHMYHbIe 1 YacT-
Hble obnayHble cepBuUCbl. TOPU30OHTaNbHOE MaclTabupoBaHue nnu Scale-Out nogxon NossonsitoT
NT-uHppacTpykType BbICTPO pa3BMBaTbCS BMeCTe C pOCTOM BU3Heca, MCnonb3ys CTaHOapTU3NPO-
BaHHble CTpouTesibHble 6110kM. CerofHsLWHWI faTa-LeHTP B CBOE OCHOBE A0SKeH ObiTb MporpamMm-
HO-OMnpeaensiemMbiM U UCMONb30BaTb TEXHONOTMU MaLLMHHOTO 0byyeHus.

<<Build>> u <«Buy>>

B noctpoeHun LIO[Ja MOXXHO BbIAeNM1Tb AiBa OCHOBHbIX MOAX0Aa — MOAXO/, Build («nocTpoii») 1 noa-
xop, Buy («kynwu»). Moaxopn Build npennonaraet camoctositenisHoe noctpoeHue UT-MHGpacTpyKTy-
pbl C UCMOMIb30BAHMEM CEPBEPOB, KOMMYTALMOHHbLIX CUCTEM U CUCTEM XPaHEHUs OaHHbIX. [Togxon,
Buy npepnonaraet npuobpeTeHne roToBbIX KOHBEPIrEHTHbIX U FTMNEPKOHBEPreHTHbIX PeLUeHU ons
obecneyeHns MT-3afay. Korga peyb naet o CX/, To npexae BCero ucnonbayertcs noaxon, Build, u
cerogHsa komnaHug Dell EMC LIMPOKO MpeacTaB/ieHa BO BCEX LLEHOBbIX CErMEHTax CUCTEM XpaHe-
HUA OAHHbIX.

PowerVault ME4. MpocToTa, CKOPOCTb, AOCTYNHOCTb

B nuHelike Entry-Level 12 ceHTabps komnaHus Dell EMC npepcTtaBuna fonroxnaHHoe obHoBNeHWe
C HOBbIM peLleHnem PowerVault ME4. 3Tta CX/[] aBnseTCcq camMbiM 6100)KeTHbIM MaCCUBOM B JIMHENKE
Dell EMC c nogkntoyeHmemMm SAN. Maccus npencrasieH B TpeX MoOenax c nognepxKomn ot 2 0o 336
OUNCKOB U npounssoanTenbHocTbio 4o 320 000 I0Ps. PowerVault ME4 [OCTyneH Kak B rM6pM,ﬂ,Hb|x,
Tak 1 B All-Flash koHdUrypaumsax c nonHbiM Habopom codPTBEPHbIX GYHKLMIM MpU NEPBOHAYaNbHOM
NnokKynke Maccmsa. Cpeaoun GyHKLMOHANa MOXHO BbIOENNUTb 3-X YPOBHEBOE XpPaHeHMe, TOHKOe Bblae-
NEHNE, CHUMKU CUCTEMDI, YAANTEHHYIO PENINKALUIO U Opyrne GyHKLMN, KOTOPbIe NpeacTaB/ieHbl B
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DellEMC PowerVault ME4012

coBpeMeHHbIx CX[. MaccuB o4eHb MPOCT B 3KCMyaTalMn 1 HacTpanBaeTca B
TeYeHUM 15 MUHYT CMNaMM KOHEYHOrO Nosib3oBaTen .

CpeAHMHM Knacc

o X F Cpeon cuctem cpepHero kjacca
komnaHusa Dell EMC umeet maccu-
Bbl SC 1 Unity. OHM UMeIoT e ANHYIO
cucTemy ynpaeneHus Unishpere
Ha 6a3e HTML5, a Takxe nocTtyn K
MHTENNIeKTyalbHOM cpeae aHanm-
Tkn Cloud|Q, KoTopas NO3BONSIET M3y4aTb COCTOSTHME MAcCUBa 1 JaBaTb PeKo-
MeHJaLUn C UCNOJIb30BaHMEM TEXHOMOIMIA MalMHHOTO 0byyeHns. SC un Unity
LOCTYMNHbI Kak B rubpuaHbix, Tak n B All-Flash koHduUrypaumnax n gaoT Makcu-
MasibHO LLIMPOKME BO3MOXHOCTH 3aka3umkam DellEMC.

OTnnymTeNbHLIMKM 0COBEHHOCTAMU MacCcMBOB cepun SC ABNSIOTCS BblCOKas
NpOV3BOAMNTENbHOCTb, 3KOHOMUYHOCTb U HoraTtbiii GyHKUKWOHan. MocnenHee
MaxKopHoe 06HOoBNeHMe MUKpoKoaa Ha SC Bepcln 7.3 fano nouTu AByKPaTHbIN
NPUPOCT NPOM3BOOMTENBHOCTU MAaCCUBOB. VIHTeNNEKTYyaslbHble CUCTEMbI OMNTK-
MU3auUMnN XpaHeHUs, TakKne Kak TOHKOe BblaesnieHure, genynnnkaums u komnpec-
Cu4, AT MaKCMMasbHY0 3PPEKTUBHOCTb XPaHEHMA Ha BNIOXXEHHbIe CpeacTBa.
BCTpoeHHbI MeTpoknacTep LiveVolume no3BonseT KOHeYHbIM NOJIb30BaTeNsIM
06beMHATL HECKObKO MaccnaoBs SC B pefepaLmio A5t CKBO3HOrO nepeHoca
OAHHbIX M Harpy3kun Mexay cucreMamm xpaHeHuna SC.

CucteMa xpaHenusi Unity ynobHa cBoel yHWBEPCanbHOCTbIO, 3GdEeKTUBHO-
CTbiO WM MPOCTOTON. YHMBepcanbHOCTb Maccuea CX[ Unity xapakTtepusyert-
CA M3HaYaNbHOM YCTaHOBKOM OCHOBHbIX MPOTOKO/OB focTtyna SAN u NAS Ha
OByx Active-Active koHTponnepax. B CX[ Unity ncnonb3yoTca MexaHU3Mbl
KOMMPECCUM U CXKATUA B PEXXUME «Ha NIeTY», NPefoCcTaBiAd KOHEYHbIM NOb30-
BaTe/IAM MaKCMMasbHYO 3QPEKTUBHOCTb XpaHeHMa. MpocToTa cMCTeMbl nNoa-
TBEPXXOAETCA BO3MOXHOCTbIO 3anycka CX/[ Bcero 3a 30 MUHYT CM/TaMKU CUCTEM-
HOro agMMHKUCTpaTOpa.

Crapumin Knacc

Cpenm cuctem cTapLuero knacca y komnanuu Dell EMC MOXHO BbIAenuTb elle
nBa maccua — XtremlO u PowerMax.

XtremlO gaBHO 3apekomMeHgoBasn cebs kak MaccuB-nuaep Ha pbliHKe TBepAo-
TeNbHbIX CUCTEM U M3HAYaNIbHO CO34aBasiCH Kak pelleHne UCKIUYMUTEIbHO Ha
6a3e SSD HakonuTenen. MexaHu3Mbl ONTUMMU3ALUKN XpaHeHus B XtremlO, Ta-
KMe Kak KOMMpeccusa u genynnunkaums, BKIKOYEHbl Ha NOCTOAHHOW OCHOBE U
paboTaloT B peXxume «Ha NeTy», NpefoCcTaB/ss HallMM 3aKka3ymMkam B YeTbipe
pa3a 6osbLue NorMyeckoro, YeM puanyeckoro obbema xpaHeHus. ApXUTEKTYpa
XtremlO obecneunBaeT yyeT U xpaHeHUe MeTafaHHbIX B MaMSATU, rapaHTUpys
BbICOKYIO MPOU3BOAUTENBHOCTb C HU3KOM 3a4eP>KKOW. 33 CHET CKBO3HOM MHTe-
rpaumun c NpuUIoXeHNAaMn Ha 3ton CX[] MOXHO cOo34aBaTb MHOXECTBO KOMUI
[aHHbIX 1 3aMycKaTb C UX MOMOLLbIO paboyne Harpyskun Ha ofHON nnatpopme
6e3 kakux-nnbo nocnencTsuini ANa NPOM3BOAUTENIbHOCTU. AnnapaTHbiM 6510-
KoM XtremlO aBnsietcs moaynb X-Brick, koTopbIi NpeAcTaBneH y3fnom C ABy-
Ms KOHTponnepamu Active-Active n ouckoBoi emkocTblo. XtremlO obnapaert
MHOroMepHoOM MacLiTabupyemMocTbio Ha OCHOBe noaxofa Scale-Out — cucrtema
paclmpseTcs nyTeM yBenu4eHus konmyectaa X-Brick.

Dell EMC PowerMax aBngetca Hoso CX[1, cTapliero Kiacca c nogaep>XxKom npo-
Tokona NVMe. Maccus 6bin aHOHCMPOBaH Ha koHpepeHuun Dell Technologies
World 2018 n aBnsietcs pnarmaHom nuHeriku CX[, Dell EMC. NMpoussoguTens-
HOCTb A0 10 MAH IOPS, BCTpOEHHOE MaLIMHHOE 0ByYeHne U KOMMJIEKCHOe UC-
nonb3osaHue NVMe genatoT Dell EMC PowerMax cambim 6bICprIM MacCuUBOM
XPpaHeHWa KOPNopaTMBHOIO Knacca B MUpe. DTOT MacCUB ABNAETCA 3BOJIOLLMN-
OHHbIM pasBUTMEM MaccmBoB Symmetrix 1 VMAX, KOTOpble Y)Xe OaBHO 3ape-
KomeHoBanu cebs Ha pbiHke. PowerMax obnapaet BceMu GyHKLUAMU U cep-
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BMCaMU MO YNpaBneHUIo AaHHbIMU, TakuMe kak obecrneyeHne 6e30nacHOCTU U
3aWKTbl AaHHbIX, MeXaHW3Mbl ONTUMU3ALMK XpaHeHus, Scale-Out macuiTa-
61pyeMOCTb 1 NOCTOSIHHAs AOCTYNHOCTb. PowerMax obecneynBaeT BbICOKYIO
npoun3BOANUTENBHOCTb 6nar0,u,ap9| KOMMJIEKCHOMY MCnonb3oBaHuio NVMe u
nognepxke TexHonornmn NVMeoF (NVMe over Fabric) n HoBoro Tuna XpaHeHus
SCM (Storage Class Memory). leaynnukauus n cxxaTue B pexkxume «Ha nety»
rapaHTUpPYIOT COOTHOLLEHUE JIOrMYeCcKoro obbema K pU3NYECKOMY He MeHee
Tpex K ogHOMY. AnnapaTtHo MaccuB NoxXoX Ha XtremlO, Tak Kak paclumpsaercs
nyTeMm HapalyMBaHus Konmnyectsa PowerBrick, akTUBHO MCMOJb3Yysi KOHLLEMNLMIO
Scale-Out. MaccuB NpoekTMpoBancs U peKoMeHOyeTCs AN pPeLleHUs CaMbiX
BaXHbIX U TpeboBaTe/bHbIX K MPOU3BOAUTENBHOCTU U HAAEXHOCTH Tier O 3a-
Oad npeanpuaTui.

MporpamMmMa NosANbHOCTH

KomnaHua Dell EMC obecneunBaeT O0OMNOMHUTEbHbIE BO3MOXHOCTU KOHeuY-
HbIM 3aka3umkam CX[, ¢ nomolibio nporpammbl Future-Proof Loyalty. 31a
nporpamMma pacnpocTpaHsieTCsl Ha Lefblil psag peleHnin B obnacti UT-uHdpa-
CTPYKTYpbI, Cpeam koTopbix PowerMax, VMAX All Flash, XtremlO X2, SC, Unity,
VxRail, Data Domain, Integrated Data Protection Appliance (IDPA), Isilon un pe-
weHne ECS Appliance.

KomnaHusa Dell EMC npepocTaBnsieT TpexJeTHIo ra-
PaHTUIO YA0BNETBOPEHHOCTU O/ CUCTEM XPaHEHUSt U
YCTPOWCTB pe3epBHOro KOMUPOBaHWUS, B TO BpeMs Kak
CPOK @aHaNOrMyYHbIX rapaHTUiA y KOHKYPEHTHbIX peLleHnit HDLALEMC
He npeBblllaeT 04HOro Mecsilia. 3aKa3unku, npnobpera-
owmre CX Dell EMC, Bcerna MOTYT COaTb yCTapeBLune
WM KOHKYPEHTHble cucTeMbl Nno nporpamme Trade-IN u
NonyyYnTb OOMOSHUTENbHYIO CKUOKY, YTO fBNSeTcs 3a-
LMTOM UX MHBECTULMIA B 0bopynoBaHue. Mporpamma «MporHosnpyemas cTou- DellEMC PowerMax 2000
MOCTb YCNYr noaaepxku» komnarvum Dell EMC rapaHTupyeT HEM3MEHHYIO CTO-

MMOCTb NPOAJIEHMS NMOCTNPOAANKHOIO 06CNYXMBAHWS A1 CUCTEM XPaHEeHUS U

YCTPOWMCTB 3alMTbl AaHHbIX, pacyeT KOTOPOM MOXHO MOMYYUTb NpW NepBOHa-

YanbHoOM nokynke obopynoBaHUs.

Momumo atoro, komnaHusa Dell EMC rapaHTupyeT 3pdeKTUBHOCTb XpaHeHUs

Ha All-Flash maccuBax B pasmepe 4 K 1 C UCMONb30BaHNEM BCEX TEXHOMOMMNN

ONTUMM3aL MK XpaHeHus, becnpobneMHyo MUrpaLmIo C TEKYLLErO NOKONEHUS

CX[ Dell EMC Ha bynyLime pelieHns B 061acTn XpaHeHUs U KOMTIeKCHOe Npo-

rpaMmmMmHoe obecneuyeHue, KoTopoe obecrneymBaeT BeCb COPTBEPHDINA PYHKLMO-

Han CX[] cpa3y npu npuobpeTteHunn cuctembl. bonee nogpobHas MHPopmMaL s

o nporpamme Future Proof gocTynHa Ha opuumnanbHOM cariTe komnaHum Dell

EMC: http://dellemc.com/ru-ru/future-proof.

PowerMax

TexHoNoruyeckoe MAEpcTBO

B 3ak/t04eHmne CTOUT OTMETUTb, YTO LWMPOKKN nopTdhenb CX[ faeT 3aKkasyunkam
Dell EMC pononHuTenbHyo rmbKkocTb M BO3MOXHOCTU B MOCTPOEHUU COBpe-
MeHHoro LIO[la, KOTopbI MakcumanbHo byaeT otTBeyaTb TpeboBaHusAM BUsHe-
Ca N MEHSAIOLLENCH KOHBIOHKTYPbI. [0 MHEHUIO BeayLwmnx NT-aHannTUKOB, Taknx
kak Gartner n IDC, Dell EMC siBNSieTCsi MHOrONeTHUM nuaepoM B chepe CX [ He
TONbKO B pa3pese nNpoaax, Ho 1 B 0611aCTU TEXHONOTMYECKUX BO3MOXHOCTEN.
ExxerogHo KomnaHua Dell EMC TpaTUT He MeHee $4,5 mnppg Ha R&D, pa3su-
Baf TEXHONOMMYECKME BO3SMOXXHOCTM CBOUX PELUEHUN U NPefoCTaBnas HOBbIN
PYHKLMOHAN KOHEeYHbIM nonb3osatenam. il

e
: KoHTaKTbI:
AMUTPpUN XONeHKoB,
Product manager Dell EMC
+375 (17) 336-55-95 f06. 4430
Dmitriy.Kholenkov@softline.com
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25

OptiPlex

YEARS

HoBoE

[TOKOJIEHUNE

Dell OtpiPlex

Yxe 25 net komnbtoTepsbl Dell OptiPlex akTnBHO

BNIMSAIOT Ha CO34aHne KOMPOPTHOM pabouen cpenpbl

M afanTUPYHOTCS NOL BO3HUKaKLWMe NoTpebHOCTM NONb30BaTeENEN.

% 3]

BE3O0MNACHOCTb YIMPABJTAEMOCTb

Dell OptiPlex 7760

MpemuanbHbli MOHOBMOK

Mpoueccopsl Intel® 8ro nokonexus Intel® vPro™ onuuoHansHO
27» InfinityEdge FHD IPS Display, Touch & Non-Touch
OnuwnoHanbHo: 4K UHD Non-Touch Display with HDR & High-Gamut sRGB

be3onacHoOCTb:

BbioBuratoLanca kamepa c onumoHanbHon nogaep>kon IR + FHD
1 Windows Hello

CepTtuduumposaH ana Skype for Business

Bbe3bIHCTPYMEHTa bHbIM A0CTYM, ONUMOHAIbHbIA 3PrOHOMUYECKUIA
KOXYX Anst kabenen, pasnnyHble BapuaHTbl NOACTABOK

Dell OptiPlex 7060

MpemMunanbHbIM KOMMbIOTEP B Tpex GopM-pakTopax
Mpoueccopsbl Intel® 8ro nokonexus, Intel® vPro™, onumoHanbHo
6e3bIHCTpyMeHTanbHbIM gocTyn, USB Type-C

besonacHoCTb:

Kopob nnsa kabenew, pas3nunyHble BapuaHTbl NOACTABOK,
3aLWmTa oT Nbiau

V]

HAOEXXHOCTb
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3000 Cepus 5000 Cepus 7000 Cepusa

KOMMbloTepbl Ans busHeca MONHOPYHKLMOHANbHbIN KOMMEpP- MakcrmarnbHad

C nyyllen B CBOEM Kracce YECKUM KOMMbIOTEP C NOBbILLEHHOMN Npon3BOAUTENBHOCTb, VPro un 4K,
3aLMTOM M YNPaBIAeMOCTbIO Npou3BOOUTEIbHOCTbIO KOMMaKTHOE UCMNOJTHEHWEe

Ccepbl NnpUMeHeHus

MK onga Tpenpepa KoHpepeHL-3an

Mopncraska A9 MOHUTOPOB Canasku gnigd OoNnTUYeckoro KpoHLwwTenH OuUNbLTPbI AN 3aLUTbl
U un P- cepun npueoaa OT MbINn

OPTIPLEX MICRO VESA MopctaBka MoHOBOKaA MHOrogyHKLMOHanbHas Kopob nnsa kabeneit
KperneHue [OJ19 UICMOMb30BaHUA Tay noacraska ons NOAK/YaEMbIX
auvcnnes MOHOB/10KOB yCTPOICTB
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Autodesk Bl
eyayuiee -
CTPOUTENbHI
OTpacu — :

Kak yCKOpWUTb peanmn3aumio CTPOUTENTbHOIO NPOEKTa U CHU3UTb PUCKN? Mbl
MOroBOPMAM C BeOYLLMM CMeuuanncTom no conposoxgeHuio Mo Softline
Onerom EnNMCTpaToBbIM, O TOM, Kakue peLueHust Hanbonee apPeKTUBHbI N4
CTpouTenbHOM cPepbl, U Kak BIM-TexHONormm nomoraroT B CO30aHUMN SKOHO-
MUYHbIX U a0anTUBHbIX COOPYXXEHUN.

Oner Enuncrtparos,
BeOyLNM
crneumanuct no

COMpPOBOXAEHMIO
Mo Softline

- Yro Takoe BIM u AN 4ero oH HyXeH?
- BIM obbeaunHseT npoLeccbl NPOeKTUPOBaHMS, CTPOUTENBLCTBA M 3KCMyaTaun. TeXHONorMm nos-
BOJAIOT LIEHTPAIM30BaTh MPOEKTHYI0 MHPOPMALIMIO U KOHTPONIMPOBATb KaXKOblid 3Tan BO3BeAeHUd
obbekTa.

- Yto paer BIM coBpeMeHHOMY CTPOUTENbCTBY?

— O[HOWM M3 CaMbIX BaXKHbIX COCTaBNSOWMX AN OpPraHn3aummn paboTbl BCEX YHaCTHUKOB CTPOU-
TeNIbHOrO npotiecca asnsieTcs obuiee paboyee NPOCTPAHCTBO U XPaHEHWE BCEX AaHHbIX MO NPOEKTY
B 04HOM MecTe. TexHonornu BIM pellalot 3Ty 3agady. 970 egmMHasa ungpposBasd Moaesb, C KOTOPOW
COBMECTHO paboTaloT cneumanuncTbl Bcex Npodunei, oT apxuTekTopa 4O CMeTuuka. Ecnm npoek-
TUPOBLUUK BHOCUT U3MEHEHUS, 0O 3TOM HeMeAIeHHO Y3HatloT BCE YUYaCTHUKM MPOEKTa: 3MeKTPUK,
CaHTEXHUK, TOT, KTO PacCYMUTbIBAET CTPOMUTENIbHYIO CMeTy. OHM BHOCAT CBOU KOPPEeKTUpoBKU. C
BIM-mopZernbto Bbl JIErKO MOXeTe y3HaTb MapKy MCMosib3yemMoro 6eToHa AN U3roTOBMIEHUS KaKo-
ro-nMbo obbvekTa, ee TUM, pasMmep U faxe CTOUMOCTb. TakMM 06pa3oM, B OQ4HOM MeCTe HaxO4MUTCs
BCS MHPOpMaLums o ByayLiemM 3gaHnm.

- Kakoe pelueHue MCnonb3yloT cerogHa AnA 3pEPeKTMBHOro B3aMMOAEUCTBUSA
Ha cTpoiike?

- JlockyTHag aBTOMaTM3auma yxogut B npowioe. CTpouTtenibHad cpepa MocTeNeHHO nepexoaut
Ha LMPPOBbIE TEXHOMOMMM, HAYMHAET aKTUBHO MUCMOJb30BaTh obnaka. s MakcumanbHO yA06HO-
ro B3aMMOLENCTBUS Ha CTpolike koMnaHus Autodesk paspabotana obnayHble cepsuchl BIM 360.
3[0eCb BECb YXU3HEHHbIN LUK MHBECTULIMOHHO-CTPOUTENIBHOTO NpoekTa obecrneunBaeTcs efuHOM
obnayHou nnathpopmoi.
HoBbii npoaykT Autodesk npeononesaet MHorve HeydobcTBa, CBA3aHHble C 0OMEHOM UHpOPMa-
LMn Mexay y4aCTHUKaMn CTpouTesnbCTBa. MNnatpopma no3Bosiger opraHM3oBaTb COBMECTHYIO pa-
60Ty, BECTU MEHEIXXMEHT, YNpaB/sTh NPOEKTaMu, MIaHUPOBATb CTPOUTENbHBIA MPOLLECC, BbIHO-
CUTb MOAENN Ha CTPOUTENbHYIO NoLLanky. B obnako BIM 360 MOXHO 3arpy»artb O4eHb TaXesble
no cBOMM obbemMaM NMpoekTHble AOKYMEHTbI, pefakTMpoBaTb X Ha mobomM 3Tane 1 onepaTUBHO
obmeHMBaTbC MHGOPMALMEN. He HY>KHa JaXe 2N1eKTPOHHAsA NoyTa U Apyrne CTOPOHHUE NPUIoxe-
Hus. Tpy 3TOM cncTeMa obecrneymBaeT BbICOKYIO CTEMEHb 3aLWMThI — JIMYHbIE AAHHbIE YYaCTHUKOB U
MHPOPMaLMS O MPOEKTE XPAHSATCS B 3alLMLLeHHOM obnake. [1118 HUX CO3[at0TCs pe3epBHbIe KoMUY,
MO3TOMY Bbl JIEFKO MOXeTe BOCCTaHOBUTb BCe HEOOXOAMMble CBEAEHUS.
Kpome Toro, BIM 360 MOXHO YCTaHOBWUTb Ha CMapTOH 1 BUOETb BCe nocnefHne obHOBMEHHbIe
darinbl. Bbl MOXeTe NPOAEMOHCTPUPOBATL MPOEKT, HA KOTOPbIM ceityac paboTaeTe, Koseram nam
3akasymkam. 34ecCb BUAHA aKTMBHOCTb YYAaCTHWKOB NMPOEKTa, OWWUOKMU UM OTKIIOHEHUS, KOTOPbIe
MOXHO ObICTPO OTNPaBUTb NMPOEKTUPOBLLMKAM 4718 UCTIPABIEHUS.

— Yrto npeacraenser coboi Autodesk BIM 3607
- BIM 360 - 3710 Habop obnayHbiX CEpBUCOB. OHU YCKOPSIIOT COBMECTHYIO paboTy Haj, MakeToMm,
Mo3BONSIOT 0OMEHMBATLCS NOCNEAHUMU BEPCUSIMU NIAHOB MPOEKTa C Komnseramu, HbIcTpo Bu3ya-
nunsmpoBaTtb 3D-Mopenu. M camoe rnaBHOE, YTO TeMepb BaM HE HYXKHO HaXOAUTbCS Ha CTPOMNIO-
wanke, 4tTobbl CBEpUTb faHHbIe — BCe Y Bac B cMapThoHe!
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BIM 360 Docs no3posiseT 0bMeHUBaTbCS MHPOPMaLMed, COBMECTHO C KOMaHAO0M NpocMaTpuBaTth
dansbl, pefakTMpoBaTh UX, U He TONIbKO C KOMMbIOTEPA, HO U C TeflepoHa B pexxnume odpranH. 34ecb
npefycMOTpPeH pasHbi YPOBEHb AOCTYyMNa Mnosib3oBaTesien K OOKyMeHTaM: NMpoCMOTp, 3arpyska
dannos, pefakTMpoBaHue, KOHTPOsIb 1 NpoYyKe.

BIM 360 Design — on1a coBMecTHOM paboTbl, ynpaBieHUs NPOEKTHOM [OKYMEHTaLMen U NpoeKTU-
poBaHu4.

BIM 360 Glue — 310 06nauHbI cepBUC, NpefHa3HavyeHHbln Ana obbeanHEeHUst BCell KOMaHAbl U
YCKOPSIIOL M NPOLLeCChl KOOPAUHALMK U MPOBEPKN MOeNe Ha NPOCTPaHCTBEHHbIE OLLUOKW.

BIM 360 Build - c nomouybto 3T0ro CcepBU1Ca Bbl MOXETE MOHUTOPUTbL OEUCTBUA Ha CTPOMUNIOLaaKe
C NOMOLLbIO eXe[HEBHbIX OTYETOB, COKpalwaTb KOMIMYECTBO UCMpPAaB/IEHUN, CNeuTb 3a HOpMaMu
6e3onacHocTU.

— MO)XXHO 11 cKasaTb, 4To o6nayHble cepBuchkl Autodesk ay-

61MpyoT PYHKLMOHAN HEKOTOPbIX JIOKAJIbHbIX MPOAYKTOB?
- Ha, cepBucbl BIM 360 BKIOYAOT QYHKLIMOHA NNOKaNbHbIX NPOOYKTOB
Pa3fIMYHOIO Ha3HaYeHUs.
Hanpumep, BIM 360 Glue BkntovaeT pyHkumnoHan Autodesk Navisworks,
a BIM 360 Docs yHacneposan ¢pyHkumnoHan Autodesk Vault. MpeumyLe-
CTBO 06M1ayHbIX CEPBUCOB — B YMEHbLUEHWUM TpebOBaHUI K NIOKaNIbHbIM _
MecTaM, Tak Kak BCe NMpoLecCbl MePeHOCATCS Ha yaaneHHble cepsepa. —
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- Kak passuatotcsa BIM-texHonoruu B benapycu? BIM 360 Docs. lpocmoTp 3D-monenm

— [JOCTaTOYHO NIAaHOMEPHO. TEXHONOrUs BbIBOAUT paboTbl Ha KaYeCTBEH-
HO HOBbIM YpPOBEHb MPOEKTUPOBAHWUA, CTPOUTENBLCTBA, 3KCMayaTauuu,
3KOHOMMUT CpeacTBa KOMMaHui. loka B Hallen CTpaHe peanni3yeTtcs He
Tak MHOrO MPOEKTOB C UCMOJSib30BaHMeM pelleHuit BIM, HO yxe ecTb
KpYrMHble yCreLHble KeNCbl, HanpuMep, PEKOHCTPYKLUNA CTagmnoHa «[un-
HaMo», HekoTopble 06beKTbI MUHCKOro MeTpononunteHa. Moytu B Kax-
O0M NPOEKTHOW OpraHn3aumm y>ke eCTb OTAe, OCYLLEeCTBAAWMA NPOeK-
TUPOBaHMeE C NPUMEHEHWUEM HOBbIX TEXHOOTUNA.

B HacTtoqulee BpeMss MUHUCTEPCTBOM apXUTEKTYpPbl U CTPOUTENbLCTBA
3anyuweH 6onbliol NpoekT B paMmkax HMOK(T)P no teme: «Pa3paboTka
MHPOPMALMOHHOM TEXHOMOIMKU CO30aHUSA LUMPPOBbLIX MOLENeNn obbek-
TOB CTPOUTENbCTBA NOCPEACTBOM MHPOPMALMOHHOIO B3aUMOLENCTBUSA
YHaCTHUKOB XM3HEHHOTO LiMK/a 06bekTa CTPOUTENbCTBA Ha BCEX €r0 3Ta-
nax Ha 6ase OAO «fomenbCkMin OCK».

A B bnumdkanLume Heckonbko neT 6osbliuas 4acTb CTPOUTENbHBIX 06bEKTOB
Benapycu 6ynet ctpouTbCsi Mo BIM-TeXHOMormnam.

MHorue cTpaHbl y>ke faBHo paboTatoT ¢ BIM-TeXHONOrMSAMU, U Mbl CTa-
paemMcsa 3aMMCTBOBaTb MX OnbIT. Hanpumep, B CMHranype co3naHo efu-
Hoe rocypapctBeHHoe obnavyHoe MHGOPMaLMOHHOE MPOCTPAHCTBO AIs
XPaHeHUs, aHanu3a 1 NpUMeHeHUsa MHGOPMaLMOHHbIX Mogenelt. Jllobo
3aMHTEPECOBAHHbIN YeIOBEK MOXET NMONyYUTb AOCTYN K MHOpMaLumn o6
MHPPACTPYKTYPE U MHXKEHEPHbIX CETAX OKPYXKAIOLWMX YHACTKOB, U MPOEKTUPOBaTb COOCTBEHHbIN
NMPOEKT B COOTBETCTBUM C OaHHOW MHPOPpMaLmen. Bo MHOrMX CTpaHax CTPOUTENLCTBO Nno BIM gB-
nsietcst obs3aTenbHbIM NPU BbIMOSTHEHWW FOCYAaPCTBEHHbIX 3aKka3oB (BennkobputaHus, CLUA, Hu-
nepnangbl, JaHus, ®uHAAaHAMA, Hopserns).

— I'ne ceroaHA MOXXHO 06yuuTbCs pabote ¢ cepeucamu Autodesk?
- KomnaHus Softline aBnsietcs aBTopn3oBaHHbIM y4ebHbIM napTHepoM Autodesk. B Hawem yueb-
HOM LieHTpe Noboi Xenawwmin MoXeT NPorTn Kypcbl Autodesk n obyuntbca paboTe co Bcen nu-
Helkon cepeucos BIM 360.
Kpome Toro, komaHaa Softline nomoraet 3akazunkam ocyL,eCTBUTb KOMMIEKCHOE BHeApeHWe Kak
BCen nnaTtpopmbl BIM 360, Tak U OTAENbHbIX €e KOMMOHeHTOB. i

Octanucb Bonpocbi?

Obpaluaiitecb kK Onery EnMcTparToBy, BefyLleMy CreLunanmcTy no conpoBoxaeHuio Mo
3BoHUTE: +375 (17) 336-55-95, 006.4437
MuuwuTe: Oleg.Elistratov@softline.com

Famatye

I
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BIM 360 Docs. PaboTa c pa3pe3amu
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B SOLIDWORKS 2019 akueHT pa3pa60TqMKM coenann Ha 4-x
OCHOBHbIX MOMEHTax: MHHOBALMN, NPOU3BOAUTENIbHOCTb, SKOCU-
CTeMa NPOEKTUPOBAHMS M BHUMaHMe K feTanam. OcobeHHO 3ameT-
HO ynyuylleHue paboTbl HOBOM Bepcum ¢ 6onblMKM cbopkamm: 3a
cyeT 0OHOBNEHUS rpadUyecKoro ABMXKKA MaHUMYMMPOBaTb CIIOX-
HbIMW obbekTamu ctano yaoobHee n bbicTpee. AHAopen BuHorpa-
[0B, TexHMYecknin meHexkep SOLIDWORKS, Dassault Systemes B
Poccun n CHI, Ha npuMepax pacckasan O HOBOBBEOEHUAX B 3TOM
BEPCUU NPOrpamMmbl

[ eACTBUTENBHO I CO CNOXHbIMKU 06beKTamu cTano ynobHee pabotatb?
MpuBeny npumep. MpeanonoXuMm, y Hac ectb cbopka Ha 12 TbiCaY KOMMOHEHTOB. B HOBOW Bep-
CUW NPOrPaMMbl OH OTKPbINICS 3@ 2 MUHYTbI. Mbl MOXEM fIerko BpaliaTb MOAesb, AenaTb onepa-
LMK, OTKPbIBaTb MOACOOPKK, pefakTMpoBaTh UX. ECM 3TO AenaTb B NpeAblayLei BEpCum, To faxe
OTKpPbITb 3TOT 06beKT ByneT 3aTPyLHUTENbHO, HE TOBOPS Y>Ke O TOM, 4TOObI paboTaTh C HUM. Tak 4To
3[,eCb Ha NMLLO BbICOKAsi MPOM3BOAMTENbHOCTL B MiaHe paboTbl C 60MbLIMMMU, COXHBIMW 06beKTa-
MU,

YTto u3 cebs npeacTaBnseT NOCTPOEHUE CEYEHUI MO CeTYaTor Moaenu?
Bo3bMeM MpuMep C AXXONCTUKOM. XOTsi MOLeflb MOBEPXHOCTU 3TOM PYKOSTKM WU BbIFSAUT rNanKou,
OHa COCTOWT U3 TPEYrofIbHUKOB. 15 MOCTPOEHUS CMNAaMHOBOM MOBEPXHOCTW B NMPeAblayLmnX Bep-
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CUAX NONb30BaTENAM MNPUXOOMIOCH PUCOBATb MPOMEXYTOUHbIE CeYeHMa: KoMaHaa NopTuHra, npo-
TArMBaHWE MO CeYeHUAM, OTPUCOBKA MOBEPXHOCTU. A cevac MOXHO B3ATb 3Ty CeTyaTylo Moaesb
M3 TPeyrosibHMKOB M pacceyb ee OeCATbi0 MMOCKOCTAMM C 3adaHHbIM waroM. SOLIDWORKS-2019
aBTOMAaTUYeCKM puUcyeT crnaiHbl. Mpu 3ToM, koraa Bbl ByneTe co3gaBaTh CeHeHUs, €CTb OMLUs TOY-
HO pUCcoBaTb UMW NPUBAN3UTLCS K 3TOMY CMNalHy, annpoKCUMMPOBaTb. A MOTOM MOXHO CeT4aTyto
Mopenb ybpatb, U MO 3TUM CeveHUsi MOCTPOUTbL HeobxoauMoe BaM Teso.

MoaBmMnacb HoBad KomaHaoa — «CTpyKTypHaa cuctemMa». MNpeanofioxmnm, 4To Mbl [eflaeM pam-
HYIO KOHCTPYKLMIO, COCTOSILLYIO M3 pasHbiX Npopuien. Ha exerogHoM POCCUIUCKOM dopyme
SOLIDOWRKS B cBOei npeseHTaLmMn 9 NoKasbiBasi PaMHYO KOHCTPYKLIUIO, YOEPXXUBAKOLLYIO raB-
HOe 3epKano Ha Tefleckone. PaMHas KOHCTPYKLMA OEUCTBUTENbHO C/IOXKHadA, 3-4 MeTpa A/IMHOW. B
npenblayLLen Bepcun ee Toxe MOXHO 6bINIo MOCTPOUTL, HO AN 3TOFO0 HE0HXOAMMO CTPOUTL 3D-3C-
KM3bl. B HOBOM BEPCUN B [OMOJTHEHNE K MPEXHEN TEXHONOMMK, MOXHO UCMOJIb30BaTh MOBEPXHOCTH.
Hanpumep, ecnm Mbl Hapucyem 2D-3CKM3 NPAMOYTO/IbHUK U BblAAaBUM €ro Kak NOBEpPXHOCTb, TO MO-
nyynm napannenenunes us 12 pebep, X MOXHO UCNOJb30BATL A1 NOCTPOEHUSI PAMHOM KOHCTPYK-
LK. Mbl Ha Nopsaok BbicTpee NOCTPOUIM CKENIeTHYIO OCHOBY ANSt Hallei PaMHOM KOHCTPYKLUK.
37T0 cyLwecTBEHHOE YCKOPEeHMe N0 CPaBHEHWIO C NpeabiayLWwM crnocobamu.

Kak paboTtaeT reHepauusa TEKCTYPHbIX NOBEPXHOCTEN?

MpencTtaBbTe, YTO Y HAC eCTb TEKCTYPHAaA MOBEPXHOCTb. ECAIM 3TO Kakne-To BbICTYMbl (MPAMOYrob-
Hble, UK Kpyrble, Mobble), TO eLLle MOXHO 3aTPaTUTb BPeMS U HapUCOBaTb OKPY>XHOCTb MM MPSMO-
YTONbHWK, BbIOABUTb €r0, MOTOM PAa3MHOXMTb C MOMOLLIbIO KOMaHAbl «Maccus», caenatb OKpyrieHue
M T.0. Ho 3TO A,OCTaTOYHO KPOMOTIMBasA U «reponyeckas» paboTta. ECiv BMECTO NPSIMOYTroIbHUKOB
6yOyT OKPY>KHOCTHM, TO NPUAETCS feNnaTb HOBYI KOHOUIypaLMio U NPOAO/MKaTh MOCTPOEHME.

YTto npepnaraetca B HOBOM Bepcun SOLIDWORKS 20197 Bbibupaem ¢ain ¢ pacinpeHnem .bmp
(370 YepHO-benas KapTUHKa), NpoeuMpyeM 1 MacluTabupyem Ha pefakTUpyemMyto NOBEPXHOCTb —
310 ByneT TpexMepHas TekcTypa. M faem koMmaHay npespatutb ee B 3D. MNepenpuras cnangep, 3a-
naeTcs BenMumnHa — rnybuHa 1 TOYHOCTb TEKCTYpbl. B pe3ynbraTe 3a 04MH Npoxo4 Mbl Monyvyaem Ha
KPUBONIMHENHON NMOBEPXHOCTU C/TIOXHYIO TEKCTYPY.

B HOBOI1 BEPCUM, KaK Mbl 3HaeM, peasiu3oBaHa BO3MOXXHOCTb paboTbl C CEHCOPHbI-

MU 3KpaHamMK. CuMTaeTe IM Bbl CEHCOPHbIE 3KPaHbl NEPCMNEKTUBHOM TEXHONOTUEN

ANA MOAENUPOBaHUS CNIOXKHbIX 06 bEKTOB?
A1 6bl Ha3Ban 3TO MOCTEMNEHHbIM Pa3BUTUEM MHCTPYMEHTapusi Ajsi NMpoeKTUpoBaHUs. CeHCOopHble
3KpaHbl MOSABUNINCH HEOABHO, U Yy HUX ONpefeseHHO eCTb MOTeHLMan. Ha HUX MOXHO 1 HY>HO pabo-
TaTb. Bnagernew CEHCOPHOro 3KpaHa MOXET, K MpUMepy, pUCOBaTb KapPTUHKK, HO He BCe MoryT cebe
NMO3BOJINTb MPOEKTUPOBATb KOHCTPYKLMKM Ha TaKOM 3KpaHe. Takylo BO3MOXHOCTb npefocTtasnser
Kak pa3 SOLIDWORKS-2019. B nHXXeHepHOM cpefie He HACTOJIbKO PacnpOCTPAHUIICA CEHCOPHbIN
3KpaH, HO, eC/I BCMOMHMUTb, HE TaK J,aBHO MOHUTOPbI C TPYOM BMeELLLA/IUCb Ha CTOJ, a TeMepb yxe
TaKMX «TONCTbIX» MOHUTOPOB U He Hanellb.

Kak 06cTofIT flena ¢ AONOJIHEHHOW peanbHOCTbI0?
[lononHeHHas peanbHOCTb peanM3oBaHa B mogyne E-Drawings. K npumMepy, eciv Mbl YTO-TO NMpoek-
TUPYeM: A NPOEKTUPYIO, a Bbl — 3aKa3uuk. Y MeHs MOsSIBUNACh UAaest, U f§ BaM HaYMHalo OOBSACHATD ee
no tenedoHy. M1 eCTeCTBEHHO Mbl HUKOTA4,a He JOrOBOPUMCS: 3TO 3alMMEeT C/TULLIKOM MHOIO BPEMEHMU.
HO y MeHs eCTb BO3MOXHOCTb TPEXMEPHYIO MOAE/b COXPaHUTb B popmate 34 pdf n otnpaButb Bam
Ha nouty. M Bbl MOXeTe HarlaaHO YBUOETb TPEXMEPHYIO MOESb, U3y4yaTb ee, Aenatb Ce4eHus, 3a-
Mepbl, CMOTPETb KOHPUIypaLUm.

EcTb 1M cnoco6bl He packpbiBaTh Nepef 3aKasyMKoOM BCe AeTanu NPoeKTUpyemMoro
06beKTa UM CKpbIBaTb YacTb U3 HUX?
[eicTBUTENbHO, HE BCErfa XO4eTCsi PackpbiBaTb CBOM XUTPOCTH, KaK TOT UKW UHOM y3en paboTaerT.
Ona aToro ectb GyHKUUS ynpoleHns cbopok. B 19-1 BEPCUM MOXKHO YNPOCTUTb MOLENb TaK, YTO
oHa byneT y3HaBaema.
Bo3bMem npumep c nebenkoit. Moce ynpoLLeHns 0OCTaeTCsl BHELLUHWUA KOXYX U KPernieHus K Hanpas-
nsoWnM penibcaM. OCTasnbHble 3IeMEHTbI: raiku, NacTUHbI, GNOKW ynpaBneHus ABuUratenem, kakme-
TO MOXHO YMpOCTUTb B BUAE Napansenenmnenos.
A BOT [OBUraTesNib HENMb3sl YNPOCTUTb, OH ByAeT Hey3HaBaeM. [1/1s1 3TOro eCTb MHCTPYMEHT CO3haHus
CUNY3TOB: AleNiaeM CUyaT C ogHoro 6oka u ¢ Topua, u Solidworks Ham pucyeT TpexmepHbIi y3Ha-
BaeMbli 06beKT. 3anMBaloTCs BHYTPeHHWe obnactu. YnpolueHHas cbopka nepenaertcst 3akasumky. I
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OGyueHume |

HoBble KypcCbl B Y4e6HOM

LueHTpe Softline

MpencraBnsieM HOBble KypCbl
B Hallem y4ebHOM LeHTpe :

v

bl

OLeHKa M YynpaBJieHWe pUCKaMm
HapylWeHUs UHPOPMaLLMOHHON
6€30MacHOCTM 6aHKa

Kypc pa3spaboTaH gns creumanu-
CTOB noppasgenexuii 6aHkoB, oOT-
BETCTBEHHbIX 3@ ay4UT U KOHTPOJIb,
OLleHKY PUCKOB HapyLUEeHUS WH-
(HOpMaLMOHHOM H6e30MacHOCTU U
HermocpeacTBeHHO obecneyeHue
MHPOPMaLMOHHOM HesonacHocTH

Y
OaHka.

OCHOBHOE BHWMaHUWE yoenseTcs:
MpaKTUYEeCKMM acnekTam ynpasieHUs pUCKaMu Hapy-
LeHUs MHPOPMaLMOHHOM Be3onacHocTU B HaHke;
3aHATUSAIM MO OLIEHKE PUCKOB, HaYMHas OT UOEHTUPU-
KaLuu 1 onpefeneHns LLEHHOCTU akTUBOB M 3aKaHuu-
Basi pa3paboTkoit OTHEeTa MO pe3ynbTaTaM OLLEHKW pUC-
KOB M nnaHa ux obpaboTku.

3awmra uHpopMaLum B BUPTYanbHOM
MHpacTpyKType

B kypce paccmartpu-
BaloTCA OCHOBHble
MNPUHLMUMABI WU BUAabI
BMpTyanusauuu, sne-
MEHTbl,  MCMOMb3ye-
Mble 019 NOCTPOEeHUA
BUPTYanbHOW WHPPa-

CTPYKTYPbI.
OCHOBHOE BHUMaHue yaensetcs npakTUYeckKMM acrnek-

Tam obecneyeHus 3anTbl UHPOPMALIMK B BUPTYanbHOM
MHPPACTPYKType B COOTBETCTBUU C TpebBOBaHUAMU NpU-
ka3a OnepaTMBHO-aHaNIMTUYECKOrO LieHTpa npu Mpesun-
neHTe Pecnybnukn benapycb ot 30.08.2013 N2 62 Ha
npuMepe cTeka NpoayKToB KOMMaHumn VMware.

&

Mporpamma Kypca BK/to4aeT ciefyloume TeMbi:

1. OCHOBHbIE MOHATUA B 0bnacTu BUpPTyanmMsaumu.

2.Yrposbl 6esonacHoctu UHbopmMaumu, obpabatbiBae-
MOW C MOMOLLbIO TEXHONOTMM BUPTYanm3aLunu.

3.06ecneveHne MHPOpPMaLMOHHOM Be3omnacHOCTU Npu
MCMOJIb30BaHUM TEXHOOTUI BUPTYanmn3aunu.

4 3awmta MHPOpMaLMM B BUPTYaNbHOM MHPPACTPYK-
Type B COOTBETCTBUM C TPpeOOBaHUAMU HOPMATUBHbIX
npaBoBbIX akToB Pecnybnukun benapyce.

5.PekomMeHpaunmn ctaHgapTa H6e3sonacHocTu PCl DSS Kk
cpenam BMpTyanusauuu.

6.0630p pekomeHpauuii «VMware security hardening
guide».

YnpasneHue UT-aktuBamu (ITAM)

Kypc npeaHasHayeH 015 03HaKOMJIEHWS cryLiatenemn

C K/TOYEBbIMU NMPUHLXNAMU U
NMpakTMKon yrnpasneHms NT-ak-
@ TMBaMMU.

O6yyeHme No3BonnT chopMmnpo-
BaTb NpeAcTaB/ieHne O 3afaqax
M CTPYKTYype OeATeNbHOCTM No
ynpasneHuio UT-akTuBamu, nsy-
UNTb XXU3HEHHbIN LMK UT-akTu-
BOB M 0COBEHHOCTM Ka4oro atana Lukna.

Kypc obecneunt noHMMaHue opraHmn3aLm KOHTPOons
NT-aKTMBOB B T€YEHMNE BCErO UX XM3HEHHOrO LMKNa,

a Takxke MNo3BOJIUT NO3HAaKOMUTbLCA C PUHAHCOBbLIMU
acrnekTamMmu ynpasneHua UT-akTnesamu.

XoTuTe 3anucaTbCl Ha Kypcbi?

3axoauTe Ha Haw cauT http://edu.softline.by, 3Ha-
KOMbTECh C pacrnuncaHnemM u nporpaMmmMammn obyueHus,
HaXXnmamTe «3anucatbCs» O 0OPOPMIEHUS 3asBKU, K
HaLLKM CneLuanumcTbl CBSXYTCS C BaMU A1 OPOPMIEHUS
LOKYMEHTOB.
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OGyueHume |

[ (] Ha3zBaHue Kypca Aun/uacol
Microsoft

Kypcbl Windows Server 2012

20410 YcTaHOBKa W KOHUrypuposaHue Windows Server 2012 R2 5 /40
20411 AOMUHUCTpUpoBaHWe Windows Server 2012 R2 5 /40
20412 JononHutenbHble cnyx6bl Windows Server 2012 R2 5 /40
20413 MpoeKkTMpoBaHue 1 peanunsaums cepBepHOr MHPPACTPYKTYpPbI 5 /40
20414 Peanusauma NnpoaBUHYTOM CepBEPHOM MHPPACTPYKTYPbI 5 /40
10961 ABTOMaTM3aLUs aOMUHUCTPUPOBAHMS C ucnonb3oBaHnem Windows PowerShell 5 /40
10969 Cnyxbbl Active Directory B Windows Server 5 /40
Kypcbl Windows Server 2016

20740 YCTaHOBKa, OpraHu3aums xpaHunuuia u pabora B Windows Server 2016 5 /40
20741 Hacrtpoiika cetn B Windows Server 2016 5 /40
20742 Cny>x6bl NpoBepKKn NogJIMHHOCTM B Windows Server 2016 5 /40
20743 ObHoBeHMe HaBbIkoB 00 MCSA: Windows Server 2016 5 /40
20744 ObecneyeHne H6esonacHocTn Windows Server 2016 5 /40
Kypcbl Windows 10

20697-1 BHenpeHwue n ynpasnexnve Windows 10 5 /40
20697-2 Pa3BepTbiBaHuWe 1 ynpaeneHve Windows 10 ¢ NOMOLLbIO KOPMOPATUBHbIX CNy>6 5 /40
20698 YcTaHOBKa M KOHPUrypuposaHve Windows 10 5 /40
10982 Mopfepka 1 ycTpaHeHue HemncnpasHoctert Windows 10 5 /40
20695 Pa3BepTbiBaHWE KOPNOPATUBHbIX MPUIOXEHUI U ycTponcTs ¢ Windows 5 /40
Kypcbl SQL Server 2014

20461 CospaHue 3anpocos k Microsoft SQL Server 5 /40
20462 ALMUHUCTpUpOBaHUWe H6a3 faHHbIX Microsoft SQL Server 5 /40
Kypcbl SQL Server 2016

20761 CospgaHune 3anpoCcoB AaHHbIX Npu nomoLum Transact-SQL 5 /40
20762 PaspaboTka 6a3 faHHbIx SQL 5 /40
20764 AOMUHUCTPUPOBaHME MHOPACTPYKTYpbl 6a3 gaHHbIX SQL 5 /40
10987 HacTpolika Npon3BoamuTeNbHOCTU M onTUMM3aumns 6a3 gaHHbIX SQL 3 /24
10988 YnpasneHue onepaunsamMmm BusHec-aHannTUKK SQL 3 /24
10990 AHanun3 gaHHbIX npu noMmowm SQL Server Reporting Services 3 /24
Kypcbl Exchange Server 2016

203451 AnmuHucTpuposaHue Microsoft Exchange Server 2016 5 /40
20345-2 MpoekTnpoBaHue 1 paseepTbiBaHue Microsoft Exchange Server 2016 5 /40
Kypcbl Microsoft SharePoint 2016

20339-1 MnaHWpoBaHWe U agMUHUCTPUpoBaHue SharePoint 2016 5 /40
20339-2 PaclumpeHHble TexHonornun SharePoint 2016 5 /40
Kypcbi Visual Studio

20480 MNMporpammuposaHmne Ha HTMLS ¢ ncnonb3oBaHmeMm JavaScript n CSS3 5 /40
20483 MporpaMmupoBaHue Ha C# 5 /40
Kypcbl Azure

20532 PaspaboTka pelueHunin Microsoft Azure 5 /40
20533 MprMeHeHWe MHPPACTPYKTYPHbBIX pelleHnin Microsoft Azure 5 /40
Kypcbl no Office 365

20347 MopkntoyeHure u ynpaeneHue Office 365 5 /40
Kypcbl Systems Center Configuration Manager

207031 ALMUHUCTpUpoBaHuWe System Center Configuration Manager 5 /40
20703-2 MHTerpaums MDM un obnayHbix cepBucoB ¢ System Center Configuration Manager 3 /24
10748 MnaHWpoBaHuWe u pa3BepTbiBaHue System Center 2012 Configuration Manager 3 /24
Kypcbl no BUpTyanusaumm cepesepoB

20409 BupTtyanusaumna cepBepos C nUcnonbsoBaHmnem Hyper-V u1 System Center 5 /40
20694 BupTyanusaums KopnopaTMBHbIX paboynx CTONOB WU MPUIOXKEHUI 5 /40
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| O6yuenue

Kop Ha3BaHue Kypca Aun/uacel
Kypcbl Microsoft Project
55054 OcBoeHure Microsoft Project 2013 3 /24
55056 YnpasneHue npoektamu ¢ Microsoft Project 2013 5 /40
55180 BeeneHue B Microsoft Project 2016: Ha4ano paboTbl 2 /16
55201 YnpasneHue npoektamu ¢ Microsoft Project 2016 5 /40
Kypcbl Microsoft Office — nporpamMmbl KOpnopaTMBHOro o6yuyeHus
VBA-Excel MporpaMmmupoBaHue Ha VBA gns Microsoft Excel 4 /32
BI-Excel-Adv  Bu3Hec-aHanutuka cpeacrtsamu Microsoft Excel, Power Bl u Power Bl Desktop 4 /32
Cisco
Kypcbl Cisco no MaplipyTM3auum M KOMMyTaLum
ICND1 Mcnonb3oBaHue ceteBoro obopyaosaHus Cisco. Yactb | 5 /40
ICND2 Mcnonb3oBaHue ceteBoro obopyposanus Cisco. YacTb |l 5 /40
CCNAX Co3paHue ceTeit Ha H6ase obopynosaHusa Cisco: YCKOPEHHbIM Kypc 5 /60
ROUTE IP-mMapLipyTu3aums Ha 6ase obopyrnosaHus Cisco 5 /40
SWITCH BHeOpeHne KOMMYTUpPYyeMbix ceTen Cisco 5 /40
TSHOOT MoucK 1 ycTpaHeHue HemncnpaBHocTen B IP-cetax Cisco 5 /40
Kypcbl Cisco no 6e3onacHoCcTu
IINS MpuvMeHeHWe cucTeMbl ceTeBol besonacHocTu Ha H6ase Cisco 10S 5 /40
SISAS BHenpeHune pelweHnn Cisco ons B6e3onacHoro nocryna 5 /40
SENSS Pa3BepTbiBaHuWe pelleHuii Cisco no obecrneyeHnto 6e30MacHOCTU rpaHuL, cetu 5 /40
SIMOS BHenpeHue pelueHuit Cisco gns 6esonacHon MobunbHOCTU 5 /40
SITCS Pa3BepTbiBaHMe pelueHnin Cisco Mo KOHTPOIO 3a yrpo3amu (v1.5) NEW 5 /40
SASAC Peanusaumsa 6a3oBoM CeTEBOM 3alLMUTbI C UCnonb3oBaHneM Cisco ASA 5 /40
SASAA Peann3auma noBblLLEHHOW CETEBOM 3aLLUUTbI C UCMONb30oBaHMeM Cisco ASA 5 /40
SISE BHenpeHue 1 Hactporika Cisco Identity Services Engine 5 /40
Kypcbl Cisco no 6ecnpoBoAHbIM CETaM
WIFUND OcHOBbI BHegpeHust becnpoBofHbIx ceteit Cisco 5 /40
WIDESIGN MpoeKT1poBaHMe KopnopatTuBHbIxX becnpoBofHbix cetelt Cisco 5 /40
WIDEPLOY Pa3BepTbiBaHME KOPNOPATUBHbIX BecnpoBoaHbIX ceTer Cisco 5 /40
WITSHOOT YcTpaHeHWe HencrnpaBHOCTeN KopnopatuBHbIX becnpoBofHbix ceTeit Cisco 5 /40
WISECURE ObecrneyeHne He30nMacHOCTM KOPMOPaTMBHbBIX BecnpoBoaHbIX ceTer Cisco 5 /40
Kypcbi Cisco Design
DESGN [wn3anH pacnpegeneHHbix ceten Cisco 5 /40
ARCH MpoektnposaHue ceten Cisco 5 /40
Kypcbi Cisco Service Provider
QOS Peanusauymsa QoS B cetax Cisco 5 /40
MPLS Peanusauma MynbTUNPOTOKONIbHOM KOMMYTALLIMK C UCMOSIb30BaHMEM METOK

B ceTsix Cisco 5 /40
BGP Hactporika BGP Ha mapupyTtumsatopax Cisco 5 /40
IP6FD OcHoBbl NpoTokona IPv6, An3anH M NOCTPOEHME CETEN HA ero OCHOBe 5 /40
Oracle
12cDBA ApoMuHucTpupoBaHue Oracle Database 12c 5 /40
12cSQLA1 Oracle Database 12c: ocHoBbI SQL 1 3 /24
12cSQL2 Oracle Database 12c: ocHoBbl SQL 2 2 /16
12cPLSQL Oracle Database 12c: ocHoBbI PL/SQL 2 /16
12cDPU Oracle Database 12c: pa3paboTka nporpaMMHbIX Moaynen Ha PL/SQL 3 /24
12cAPLS Oracle Database 12c: nepepoBble meTogbl PL/SQL 3 /24
12cTSQL Oracle Database 12c: HacTpoika SQL-onepatopoB 6a3 AaHHbIX 3 /24
12cASQL Oracle Database 12c: aHanuTMyeckme PyHKLMM SQL B XpaHUIMLLAX AAHHbBIX 2 /16
12cBAR Oracle Database 12c: pe3epB1poBaHWe U BOCCTAHOBJIEHUE 5 /40
WLS-AE OCHOBbI aAMUHUCTPUPOBAHUSI cepBepa NpuioxeHnin Oracle Weblogic 5 /40
Oracle BI Oracle BI Server: cosnaHue, opraHu3aL s COBMECTHOrO UCMO/b30BaHMS

aHanUTUYeCcKnx BeO-BUTPUH M OTYETOB BO BCEX CTAHAAPTHbIX dopmMaTax 5 /40
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OGyueHume |

Kop Ha3Bauue Kypca Aun/uacel
Linux

RH7-124 CucteMHoe agMuHucTpupoBaHue Red Hat Linux 7. YacTb 1 5 /40
RH7-134 CucteMHOe agMuHUCTpUpoBaHuMe Red Hat Linux 7. YacTb 2 5 /40
RH7-254 CucrteMHoe agMUHKUCTpUpoBaHme Red Hat Linux 7. YacTb 3 5 /40
SL-105 AOMuUHUCTpUpoBaHMe SUSE Linux 5 /40
SL-106 YrnybneHHbIA Kypc No agMUHUCTPUpOBaHKMio SUSE Linux 5 /40
SL-107 AoMuHucTpuposaHue SUSE Linux Enterprise Server 12 5 /40
BASH OcHoBbl pa3pabotku shell-cueHapues gns kKomaHAHOrO MHTepnpeTratopa BASH 3 /24
CentOS-1 BBeneHne B afMUHUCTPUPOBaHME OnepaLmnoHHoM cnctemsl CentOS 7 4/32
VMware

VSICM 6.7 VMware vSphere: yctaHoBKa, HacTpolika, ynpasneHue [V6.7] 5 /40
VSOS 6.7 VMware vSphere: ontummnsaums n macwrtabuposaHue [V6.7] 5 /40
NSXICM 6.4 VMware NSX: ycTaHOBKa, HaCTpOnKa, ynpasneHue [V6.4] 5 /40
VHICM 7.3 VMware Horizon 7: ycTaHOBKa, HacTporKa, ynpasnerHue [V7.3] 5 /40

«JlabopaTtopua Kacnepckoro»

KL 002.11 Kaspersky Endpoint Security and Management. ba3oBbIi Kypc 3 /24
KL 302.10 Kaspersky Endpoint Security and Management. MaclutabupoBaHue 1/8
KL 008.104 Kaspersky Endpoint Security and Management. LLingpposaHue 1/8
KL 009.10 Kaspersky Endpoint Security and Management. YnpasneHue cuctemMamu 1/8
KL 010.10 Kaspersky Endpoint Security and Management.

YnpasnieHne MobMIbHbIMUW YCTPOMCTBAMM 2/16

YnpaBneHue npoeKkramu

PMBOK MpakKTKKa ynpasrieHuns NpoekTaMmn Ha ocHoBe cTaHgapta PMBOK 3 /24
PM-Risk MpwknagHoe ynpas/iieHWe puckamu npoekTa 2 /16
IT-Project YnpasneHue UT-npoektamu 3 /24
PM-Scrum Bnepeou nameHeHUn nnu Scrum B OEeNCTBUK 2 /16
PM-Agile rMbkoe ynpasneHve npoekTamu paspabotku MO 2 /16

NT-cepBUC MEHEeOYXMEHT

ITIL-F OcHosbl ITIL 2011 3 /24
OSA ITIL OSA — onepauunoHHas nogaepxka W aHanus (Operational Support And Analysis) 4 /32
RCV ITIL RCV — penusbl, KOHTPOJb 1 Banuaauus (Release, Control & Validation) 4 /32
SOA ITIL SOA — npensioxeHue ycnyr U NOArOTOBKa COrnalleHui

(Service Offerings and Agreements) 4 /32
ServiceDesk Opranusauus cnyxbbl Service Desk 3 /24
COBIT-F OcHoBsbl COBIT 5. PaclunpeHHbIn Kypc 3 /24
IT4IT IT4IT™: 3TanoOHHas apxmUTeKTypa 1 ornepaunoHHas Moaesb 418 ynpaBneHus

NT-0eAaTenbHOCTbIO 3 /24
KeyPractices KntoueBble NpakTUKW PYKOBOACTBA, KOHTPONS 1 yrnpaeneHus UT-cnyx6oi

opraHmsauum Ha ocHose nogxopos COBIT 5 m ITIL-2011 4 /36

MHdopmMaLMOoHHaa 6e30nacHOCTb

Oounb OcHOBbI MHOPMALIMOHHOW He30MnacHOCTH 3/24
ISA AyouT nHdopMaLMOHHOM Be30onacHoCTH 4/32
ISRM OueHKa 1 ynpaBneHne puckamu MHGOPMaLMOHHOM 6e30MacHOCTM B OpraHn3aLmm 2 /16
ISRM-Bank OueHKa 1 yrnpaB/ieHWe pUCKaMK HapyLLIEHWS MHPOPMaLMOHHOM be3onacHocTn baHka  3/24
ISO 27001 Co3paHune CUCTeMbl MeHeMKMeHTa MHPOPMaLMOHHOM 6e30NacHOCTN Ha OCHOBe
TpebosaHuit ISO 27001 2/16
CANC CosfaHune aBTOMaTU3MPOBAHHbIX CUCTEM B 3aLMLLLEHHOM MUCMOJIHEHUN 3 /24
KT 3awmTa KOMMEPHECKOM TalHbl M OpraHM3auns KOHGUOEHUMANbHOro Oeonponssoacresa 2 /16
Cs Be3sonacHocTb obnauHbIx BbluncneHunit (Cloud Security) 3 /24
Virt-Sec 3awmTa MHpOpMaL MK B BUPTYanibHOW MHPPACTPYKTYype 2 /16

MonHbIV KaTanor KypcoB 1 NoapobHble MporpaMmMbl 06yUHeHUs Bbl MOXETE HAlTK Ha HalueMm caiite http://edu.softline.by
MonyunTb [OMONTHUTESIbHYIO MHPOPMALIMIO MO Kypcam MOXHO
no Tene¢oHy +375 (17) 336-55-41 unm e-mail edu.by@softline.com
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YuebHbin ueHTp Softline —

TO, YUTO HY>XXHO A/ pa3BUTums!

A

YuebHbiv ueHTp Softline — 3t0:

- bonee 1000 KypcoB pasnMyHON TEMAaTUKU U YPOBHA CNOXHOCTY;

+ aBTOPM3aL 1N OT BeAyLLUX NPOU3BOAUTENEN MPOrPaMMHOTO
obecrieyeHus;

* KOMQOPTHbIE U COBPEMEHHO 0BOPYAOBaHHbIE yUebHbIe Knacchl;

* BbICOKOKBanMdvmpoBaHHble TpeHepbl ¢ 6oraTbiM NpakTUYeCKm
OnbITOM paboTkl;

* WMPOKWIW NepeyeHb KypcoB B ANUCTaHLUMOHHOM dopmaTe, KOTopbie
MO>HO NPOWUTU, MPUCOEAMHUBLLNCH K 3aHATUIO, MPOBOAUMOMY B
K/1acce O4HO;

- MeXAYyHapoaHble cepTudukatsl Ana IT-cneyuanncros u
nonb3oBaTenei B aBTOPU30BaHHbIX LIEHTPaxX TECTUPOBAHWA.

85% kanentosB Nyuwmii BbI6OP Mbi 06yunnu
obpawarorca aBTOPU30BaHHbIX 6onee 5 000
K Ham NMOBTOPHO KypcoB cnywarenei

YuebHbiii LeHTp Softline — naep B chepe IT-o6pazoraHns,
obaagaroWwmi LIMPOKOW ceTbto U3 bonee yem 35 npeacTaBMTENLCTB,
pacnonoxeHHbix B benapycu, Poccum n gpyrvix ctpaHax, uto
NO3BOJIAET cAeNaTh KayeCcTBeHHOe 0byyeHune JOCTyNHbIM 60/bLLIOMY
yucay IT-cneumanucTos.

Bce kypchl B Hallem YUebHOM LieHTpe NpoBOAAT
ceptndmLMpoBaHHble TPEHEPDI, MMEetoLL e MHOMONETHUN
NPaKTUUECKUI OMbIT U OCHOBATENbHYHD MeAaroruueckyro NoaroToeky.

PacnucaHwme kypcos cmoTtpuTe Ha caiTte edu.softline.by

SOTt

Kypcbl

- Microsoft

- Cisco

- VMware

- Citrix

- Oracle

- Red Hat Linux
- Kaspersky Lab
- ITSM / ITIL

- YnpasneHve

NMPpoeKTamMu

- Autodesk

-Veeam

- Symantec

- Check Point

- MhdopmaumoHHasn

6e30nacHoOCTb

- 1C:Mpeanpuatne 8

Ceptudukaumsa

KASPERYKY3

PEARSON
—

AUTHORISED CENTRE

r. MuHck, 220062
np-T No6egutenen,
a. 110, atax 5
+375 (17) 336-55-41
edu.by@softline.com
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